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COTJJAIIEHMUME
00 MCI0JIL30BAHUM 3JIEKTPOHHOI CHCTEMBbI
JUCTAHIIMOHHOI0 0AHKOBCKOI0
00CcTy:KMBaHUS

Hacrosimee Cornamenue 00
UCIOJIb30BAHUU 3JIEKTPOHHON CHCTEMBI
JMCTAHIIMOHHOTO OaHKOBCKOTO OOCITY)KHBaHUS
(nanee — Cornamenue) sBIsSeTCS JOIOBOPOM
IIPUCOEAVHEHNUS B COOTBETCTBUU CO cT.428
['paxxpanckoro KOJEKCca Poccuiickoit
@enepanuy, U 3aKIOYACTCd B IOPAJKE,
YCTaHOBJIEHHOM HacToAMM CorameHueM.

TepMuHbI M onIpeaeJIeHUs

B  mactosmem CornameHuu  clreayrolue
OTpeJIeJICHUSI UMEIOT CIIEyIOoIIee 3HaUCHUE.

AT npusHanusa OtkpsiTOoro kiawua III -

JOKYMEHT Ha OyMaxHOM HOCHUTEJE,
BBIIaBae€MBbIN bankxom
Knuenty/YnonHoMoueHHOMY — MPEICTABUTEINIO

Kinuenra, B xoropoM CTOpPOHBI YIOCTOBEPSIOT
dakt mepenaun TexXHOJIOTMYECKHX KIIOYEH,
Ceprudukara TeXHOTOTHYECKOTO KIIIOYA.

Bank — AKITUOHEPHBIVI KOMMEPYECKUI
FAHK «EBPOOHMHAHC MOCHAPBAHK»
(axumoHepHoe 00111eCTBO) (momHOE
naumenonanue), AO AKb «EBPOOHUHAHC
MOCHAPBAHK» (cokpareHHoe
HauMeHoBaHue), aapec: 121099, r. Mocksa, yi.
Hosgiii ApOat, 1.29, opuinanbHblil caliT B ceTH
«MHTepueT». WWWw.evrofinance.ru, reaepaibHast
JUIEH3UsT  HA  TPOBEIEeHHE  OaHKOBCKHUX

onepaunii Ne2402, BweinanHass bankom Poccun
23.07.2015.

Baanesen cepruukara Kio4Ya IPOBEPKH
III — KuneHt, Ha umst koToporo bankoM BbIaH

Ceprtudukar TexHONMOrHYECKOTO KIIOYa U
Ceptuduxar Pabouero kiroua.

JlokymeHTaIUSI - BCE PYKOBOJICTBA,
WHCTPYKIIMM,  PEKOMEHJAIlMK O  Mepax

0€30MacCHOCTH TIPH COBEPIICHUH SJICKTPOHHOTO
nokyMeHToobopora B CucreMe, TeXHHUYECKUE
OIMUCAHUSA U Apyrasa JOKYMCHTAlWs, KaCaromascsa
Cucrtembl, KoTOpble mepeaatorcss  bankom
Knnenty B 9JMEKTpOHHOM BHZE IO aKTy 00
OKa3aHUU YCIYT M0 ycTaHOBKe CHCTEMBI.

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Act of acknowledgement of an ES Public
Key — document on paper, issued by the Bank
to the Client/Authorized Representative of the
Client, in which the Parties confirm the fact of
transfer of Technological Keys, Technological
Key Certificate.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
07.23.2015.

Holder of the ES verification key certificate
— a Client, to whose name the Bank has issued
a Technological Key Certificate and an
Operational Key Certificate.

Documentation — all the manuals,
instructions, recommendations on security
matters for electronic document flow in the
System, functional descriptions and other
documentation, relating to the System, which
are transferred by the Bank to the Client in
electronic format under the act of System
installation services.



http://www.evrofinance.ru/

Horosop 00 ucnoan3zoBanum /AbO - norosop
00 WCMONB30BAHUHM DIIEKTPOHHOH  CHCTEMBI
JUCTAHIIMOHHOTO OaHKOBCKOTO OOCITY)KHBaHHS
(mo ¢opme banka), 3aKIIOYEHHBIH MEXIY
Knuentom u bankoM, ¢ MOMOUIBIO KOTOPOTO
Kinuent mnpucoenunsercs k CornameHuro B
IEJIOM B COOTBETCTBUH CO cCTaThed cT.428
['paxxnanckoro KOJIEKCa Poccuiickoit
denepanuu. 3akmouenue  JloroBopa 00
ucnons3oBanun  JIbO  ocymectBiusercs B
nopsike, ycraHoBiieHHOM CoranieHueM.

3akpbiThiii kw4 DIl —  yHuKanbHas
[IOCJIEZIOBATEILHOCTh  CHUMBOJIOB,  M3BECTHast
tonbko  Bmagenbny  ceptudukara  Kiroua
MPOBEPKU oIl 51 YNOJIHOMOYEHHOMY

npencrasutento Kinuenra, npeaHa3HadeHHas A7
CO3/1aHUs B OJEKTPOHHBIX JokyMmeHTax Ol u
UACHTUDUKAIINN YO0JIHOMOYEHHOTO
npencraButenss Knuenta B Cucreme, wu
OJIHO3HAYHO CBsA3aHHas ¢ OTKPBITBIM KIHOYOM
OIl.

KBuTanumss — DSJEKTPOHHOE COOOIIEHHE O
npuemMe OJIEKTPOHHOTO JoKymMeHTa CTOpPOHBI-

orrnpaButenss  CTOpoHOMN-TONydaTeneM WM
CMeHe  craryca  JokyMmeHTa  CTOpOHOM-
noJryJaTesieM B mpoiiecce 00paboTKH.

[lonyuyenue xkButanuuu B CHcTeMe BIEYET 3a
coboii cmeHy craryca gokymeHTa B Cucreme
CTOpOHBI-OTIIPABUTEIIA.

KuameHnT — ropuanueckoe JuIo0, 3aKIIOUHBILIEE C
bankom CornameHue myreM NpPUCOEAUHEHUS K
HEMY.

Kinwuy (M) — COBMECTHO WM, €CIA YKa3aHO
0ocobo, pasmenbHOo, OTKpeITEIA K04 DI,
3akpeiTelii K04 OII, CekpeTHBI U OTKPBITHII
KITII04YM M poBaHus.

KonoBoe c1oBO —  1mocienoBaTelbHOCTD
CUMBOJIOB, M3BeCcTHas1 Toapko Kimmenty u banky,
ucrnonb3yemass ans  uneHtudukaumm Knnenra
npu TeaepoHHOM pazroBope ¢ KiineHTom B 1emsax
MOJITBEPKICHUS/HETIOATBEPKACHU S

BO300HOBJICHUS WCTIOJTHEHUS olepanuy,
COOTBETCTBYIOIIEW IIPU3HAKAM OCYIIECTBIICHUS
IepeBo/ia JICHEXKHBIX CpelIcTB 0e3 coriacus
Knuenra. Konosoe CJI0BO MOXET
HCIOJIb30BaThCsl MHOrokpaTHO. KomoBoe ciioBo
ykaspiBaercsi B JloroBope 00 HCHOJIB30BAHUU

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 422 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in
accordance with the procedure established
hereby.

ES Private Key — a unique symbol sequence
known only to the Holder of the ES
verification key certificate and the Authorized
Representative of the Client and designed for
generation of Electronic Signatures in the
Electronic Documents and identification of the
Authorized Representative of the Client in the
System, and uniquely associated with the ES
Public Key.

Receipt confirmation — an electronic
message on the reception of the Electronic
document sent by the Sending party and
received by the Receiving party or the change
of the document status by the Receiving party
during processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Key(s) — jointly or, if specified so, separately,
the ES Public Key, ES Private Key, Secret and
Public Encryption Keys.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with
the Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the consent of the
Client. The Code Word may be used more
than once. The Code Word shall be specified
in the Contract on the Use of RBS and may be
changed in the procedure established by the
Agreement.




JNbO u wmoxer OBITb H3MEHEHO B TMOPSIKE,
npenycMoTpeHHOM CormnamieHueM.

Komnpomeranus KjIH04Yedl — BO3HUKHOBEHHUE

MOAO3PEHUI B TOM, YTO HMcHoJib3yemble Kiroum

JOCTYIIHBI ~ JIMIIaM, HE HWMEKIIUM Ha TO

nostHoMo4ni. K coOBITHSAM, BICKYITUM 3a COOOM

Kommpomeranuio kiroueit, OTHOCATCS, BKJIOYAs,

HO, HE OTPAHUYUBASCH, CIICYIONINE COOBITHSA:

- yrpaTa Hocurelen ¢ Kirrouamu;

- yrpaTa Hocuresel ¢ Kirrouamu ¢ nocnenyomum
OoOHapyKECHHEM;

- 10CTyI IIOCTOPOHHUX T (ue

YnonHoMmouyeHHbIX npezacTtaBureneii Kinuenra) k

Karouyam, ucnons3oBanue Kiroueii 6e3 coriacus

Kimenra;

- JIpyrue coObITUS, KOTOpbIe, MO MHEHHUIO

CropoH,  CBHUIETENBCTBYIOT O  HaJU4YUHU

BO3MOKHOCTH HecaHKIIMOHMPOBAHHOTO J0CTYyNa

TpeThux Jiun K Kimrouam.

Konpunenuuanbnas undopmaunus — grodas
unpopmanus (cBeaenus), KoTtopoil CTOPOHBI
OOMEHHMBAIOTCS B COOTBETCTBHHM C HACTOSIINM
CornamenueM # KOTOpas HOCHT YacTHBIH,
HenyOIMYHBIM U KOH(QUACHIMAIBHBIA XapakTep
U UMeeT JACUCTBUTEIbHYIO WM MOTEHIHUATIBHYIO
[EHHOCTh B CHJIy €€ HEW3BECTHOCTH TPETHUM
TUIAM.

HecaHKUMOHUPOBAHHBINA JOCTYN — JOCTYIl K
Cucreme (B TOM uHciae, K OJIEKTPOHHBIM
JOKYMEHTaM), €€ HCIOJb30BaHUE JIMIIAMHU, HE
MMEIOIIMMH Ha TO ITOJITHOMOYHA.

OrkpeiThiii kmwou Il —  yHuKanbHas
IIOCJIEI0BATEIbHOCTD CHUMBOJIOB,
COOTBETCTBYMOIIAass 3akpeiToMy Kiarouy Ol

AOCTYIIHAaA J'IIO6OMy mojp3oBaTelto CUCTEMBI U
npe€aHasHauCHHasd I IMPOBEPKHU IMOJJIMHHOCTHU

OIl B DOneKkTpOHHOM JIOKYMEHTE U  €ro
LIEJIOCTHOCTH.
IInanoBas cmena palGouyux KJIOYed —

CO3/1aHHE YIIOJIHOMOYEHHBIM IIPEICTABUTEIIEM
Kmuenta HOBbIX Paboumx xirouei, KoTopoe
OCYILIECTBIISIETCS 10 UCTEUYEHUS CPOKa JAECUCTBHUS
neiicrytromero Pabouero kiroya.

IMoacucrema — oaHa U3 [JBYX MOJCHCTEM
CHcTeMsl:

- mogcucreMa «KnuenT-bank», B COOTBETCTBHH
C KOTOPOM Ha IEPCOHAIBHBIM KOMIIBIOTED

Key compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:

loss of media with the Keys;

loss of media with the Keys with their
subsequent finding;

access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

other events, which according to the Parties
evidence the possibility of Unauthorized
Access of third parties to the Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.

ES Public Key — a unique symbol sequence,
corresponding to the ES Private Key
accessible to any user of the System and
designed for verification of authenticity of the
Electronic Signature within the Electronic
Document, as well as a check on its entirety.

Planned change of Operational Keys -
generation of new Operational Keys by the
Client’s Authorized Representative before the
expiry of the current Operational Key.

Subsystem — one of two subsystems of the
System:

- the Client-Bank subsystem, in accordance
with which the Client program is installed on
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Kimenra YCTaHABIIUBAECTCS IporpaMma
«KnueHT», KoTopast XpaHUT BCE CBOU JIaHHBIE HA
9TOM IIEPCOHAJIBHOM KOMIIBIOTEpE WIM Ha
ceTeBbIX pecypceax Kimenra;

- noacucrema «VHTepHET KIMEHT-0aHK», B
COOTBETCTBUM ¢ KoTopou KimeHt, ucnoib3ys
CTaHJApTHBINA Opay3ep ONepallMOHHON CHUCTEMBI
CBOETO IIEPCOHAIBHOIO KOMIIBIOTEPA, MOIY4aeT
JOCTYIl K YKa3aHHOU IIOJCUCTEME U €€ JIaHHBIM,
pa3MeILEeHHBIM Ha cepBepe baHka.

IIposepka JII DyIeKTPOHHOIO JOKYMEHTa -
MIPOBEPKA COOTHOILEHHUS, CBSA3BIBAIOLIETO X3II-
¢GyHKIMIO ~ DIEKTPOHHOTO  JoKyMeHTa, DIl
Takoro JokymeHta u OtkpeiToro kimwoua Ol
noanucasuiero abonenra. Ecnu takast npoBepka,
npousBeneHHas Ha  CpeacTBax — 3allUThI
nH(OpMAaIINHY, AACT MOJIOKHUTEIBHBIA PEe3ybTarT,
to OIl npusHaercs mNpaBWIBHOW, a cam
DONEeKTPOHHBIM JOKYMEHT — TMOJJIMHHBIM, 0€3
HCKa)XCHU, B IPOTUBHOM ClIy4ae DJIEKTPOHHBII
JOKYMEHT cuuTaeTcsi omubounsiM, a Ol moxg
HUM - HEJCHCTBUTEIBHOM.

Paboumnii nenb — pabounii 1eHb, MPU3HABAEMBII
TaKOBBIM IIPUMEHHUMBIM K JieATenbHOCTH CTOpOoH
3aKOHOJATEIbCTBOM Kak o1 u3 CTOpOH.

Pa6oumne KJII0YH - Kmroun,
npeJHa3HauYeHHbIE JUIs MIOJITBEPKACHUS
aBTOPCTBA, IEJIOCTHOCTH "
KOH(HIEHIINATILHOCTH OJEKTPOHHBIX
JIOKYMEHTOB, TmepenaBaeMbix B Cucreme.
Paboune KIIIOUU bopmupyroTCs

YnomHoMo4yeHHbIM —TpenacraButTeneM Kinenra
camocToATenbHO nocpenctBoM Cucrembl. Cpok
nericteust Paboumx xiroueil cocraBiisieT 36
MecslleB ¢ JAaThl (hopMHpOBaHUS 3ampoca Ha
co3nanue Cepruduxara Pabouero kiroya.

CexkpeTHbIi U OTKPBITHIH KJII0YH
mudpoBanus — Kiroun, ucnonb3yemble aiis
nporeaypsl MUQPPOBaHUS U ACHIH(PPOBAHHS
DJNEeKTPOHHBIX JOKyMeHTOB. Ilpu mmdppoBanuu
HCIIONB3YETCS  OTKPBITBIA  KIt04  CTOpOHBI-
nojryyaressi, Mpu paciiuppoBaHUM CEKPETHBIN
K104 CTOPOHBI-MIOJTyYaTesl.

Ceprudukar Paboyero kiw4a - 3JIeKTPOHHBIN
nokyMeHT ¢ OIl banka, cogepxatnii OTKpBITHII
kimou DIl u mmdpoBanus, a TakKe CBEACHHS,
UJICHTHQUIHPYIOIINE Y110JIHOMOYEHHOT O

the Client’s personal computer, which stores
all of its data on such personal computer or in
the Client’s network;

- the Internet Client-Bank subsystem, whereby
the Client uses the standard browser of the
operating system of his/her personal computer
to access the subsystem and its data placed on
the Bank’s server.

Check of the Electronic Signature of an
Electronic Document - check on the
interrelation between the Electronic document
connecting the hash function, Electronic
Signature of such document and an Electronic
Signature Open Key of the signing subscriber.
If such check, conducted with the information
security product, provides a positive result,
then the Electronic Signature is acknowledged
as correct, and the Electronic document is
found authentic, without distortions, otherwise
the Electronic Document is found faulty, and
the Electronic Signature thereto as invalid.

Business day — business day that is found as
under the legislation, of each of the Parties,
applicable to the operations of the Parties.

Operational keys — Keys provided for
the confirmation of authorship, entirety and
confidentiality of the Electronic Documents,
transmitted within the System. Operational
Keys are generated independently by the
Client’s Authorized Representative by means
of the System. The validity period of
Operational Keys is 36 months from the date
of the request for an Operational Key
Certificate.

Secret and Public Encryption Keys - Keys
used for encrypting and decrypting Electronic
Documents. When encrypting, the Public Key
of the recipient Party is used. When
decrypting, the Secret Key of the recipient
Party is used.

Operational Key certificate — an electronic
document with the Bank’s ES containing ES
Public and Encryption Keys, as well as the
information, identifying the Authorized
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MPECTaBUTENS Knuenra. Ceprudukar
npeaHa3HaueH JUIST MOATBEPKICHUS
HOJUIMHHOCTH oIl u uJeHTU(DUKAITIN

YnonaoMmouyeHHOro npencrasurens Knuenra B
Cucreme.

Cepruduxar TexHOJIOrHYECKOr0 KJIKYA -
NeKTpoHHBIH  nokymeHT ¢ OII  banka,
cogepxkammii  OTkpeIThie  KiIoun Ol u
mmdpoBanus, a TaKKe CBEICHMUS,
UICHTUQUIHUPYIOIINE VY II0THOMOYEHHOT O
IIpEICTaBUTEIS Kinenra. Ceprudukar
npenHa3HaueH i co3nanus Pabouux kioueit
YnonHomoueHHoro mnpezacrasurens Kiuenra B
Cucreme. Brigaercs bankom
KinenTy/YmoJIHOMOUYEHHOMY — TIPEIICTABUTEITIO
KnuenTa B 21eKTpOHHOM BUJE U HAa OyMa)kKHOM
HocuTene 1o Axry npusHaHus OTKpPBITOTO
kiroua Ol1.

Cucrema — xopropaTuBHas HH(OpMaIMOHHAs
cucrema JMCTaHI[HOHHOTO 0aHKOBCKOTO
oOCIly’)KMBaHMsI,  OpraHu3oBaHHas  baHkowm,
MPECTaBIISIOIIAs coboit KOMIIJIEKC
IIPOrpaMMHO-TEXHUYECKUX CpeAcTB u
OpPTaHU3AIMOHHBIX MEPOIPHUATHH VI CO3/IaHMUS,
3alUThI, Tlepeadd U 00pabOTKH DIEKTPOHHBIX
JOKYMEHTOB TIO OTKPBITHIM KaHaJaM CBS3H, B
TOM  4YHCI€ C  HCHOJb30BAHUEM  CETH
«UuTepuer». Cucrema HCIONB3YyeTCs — Kak
3JIEKTPOHHOE CpeACTBO UIaTexa U
oOecnieunBaer coznanue OlIl B DiexkTpoHHOM
JOKYMEHTE C HCIOJb30BaHUEM  3aKpBITOTO
kimoua DI, monreepxkaeHue nomaHoCcTA D11 B
DJNEeKTPOHHOM JIOKYMEHTE C HCIOJIb30BaHUEM
OtxkpsiToro kitoua I11, cozganue Kiroueit.

CpeacrBa 3alUThI uHpopmanuu —
CepTU(HUIMPOBAHHBIE KpUHTOrpaguyeckue
cCpeacTBa,  OOecleuuBalolue  pealn3aluio
cienyromux  ¢GyHKui:  co3manmme Ol B

DJEKTPOHHOM JIOKYMEHTE C HCIIOJIb30BaHUEM
3akpeiToro  kmoua  OII, mposepka  OII
DJEKTPOHHOIO JIOKYMEHTAa C HCIOJIb30BAHUEM
OtkpsiToro kmroua OlI, cozmanue 3akphIThIX U
OtkpeiThix Kimroued OIl, a Takke co3gaHue
ucnonp3oBaHue  CEKpeTHbIX M OTKPBITHIX
Kiouedl  mmdpoBaHus, — mWUpOBaHHE U
pacudpoBaHue.

CpeacrBa o0pabdoTkm U XpaHeHus
uHpopManMd —  TPOrpaMMHO-aNIapaTHbIC
CpCACTBA, Tpe6OBaHI/IH K KOTOPBIM IIPUBCIACHLI B

Representative of the Client. The Certificate is
designed for confirmation of Electronic
Signature authentication and identification of
the Authorized Representative of the Client in
the System.

Technological Key certificate — an electronic
document containing ES Public and
Encryption Keys, as well as the information,
identifying the Authorized Representative of
the Client. The Certificate is designed for
generating  Operational Keys of the
Authorized Representative of the Client in the
System. It is issued by the Bank to the
Client/Authorized Representative of the Client
in soft and hard versions under the Act of
Acknowledgement of the ES Public Key.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational ~measures for generating,
protecting, transmitting, and processing
Electronic  Documents  through  open
communication channels, including using the
Internet. The System is used as electronic
means of payment and provides for ES
generation in an Electronic Document using
the ES Private Key, confirmation of the ES
authenticity in the Electronic Document using
the ES Public Key, and generation of Keys.

Information Security Products — certified
cryptographic tools providing for the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the
ES Public Key, generation of ES Private and
Public Keys, as well as generation and using of
Secret and Public Encryption Keys, encryption
and decryption.

Products designed for processing and
storage of information - software and
hardware, requirements for which are shown
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[Tpunoxenun Nel k CornaimieHuto.
Cropona (Croponbl) — bank w/wnu Knuenr.

Cuer - cuer, oTKkpbIThIH bankom Kinenty Ha
MOMEHT 3aKjItoueHusi Hacrosulero CornameHus
WIM cyYeTa, KOTopble OyayT OTKpbIThI baHkom
Kinuenty B OyaymiemM, Ha  OCHOBaHHUH
COOTBETCTBYIOIIUX  JIOTOBOPOB  OaHKOBCKOI'O
cuera (nanee — “JABC”), 3aKIIOUEHHBIX MEXKITY
Croponamu.

Tapudsl - pazmepsl Bo3Harpaxaenus banka 3a
OKa3piBaeMble 10 HacTosimeMy CornameHuto
pabotel U ycnyru. Tapudsl ycTaHaBIMBAIOTCS
bankowm. JleiicTByronme Ha MOMEHT 3aKJIIOUCHUS
Hactosmero Cornamenus Tapudsl JOBOASTCS
no cBegeHuss KiumeHta 1npu  3aKilOuYeHUU
Hacrosimiero CornaiieHusi, a TaKXe MO0 IePBOMY
tpeboBanuto Kimenra. Tapudbr Moryr ObITh
n3MeHeHbl baHKOM B OJIHOCTOPOHHEM MOPSIJIKE,
o ueM bank yBenomursier Knmenrta He mosgsee,
yem 3a 5 (math) Pabounx mneit banka mo nmartbl
BBOJA B  JCHCTBHE  H3MEHEHUU  IIyTEM
pa3Menienuss WHGOPMAIMU B OMEPAMOHHOM
3asie banka, Ha odunmaneHOM caiite banka B
cetu «HTEepHeT», a Takxke MNyTeM Mepeaadu
YKa3aHHOM uHpopmaruu MOCPECTBOM
Cucremsl.

Texnonornyeckue kiawuun — Koroun Kimenra,
M3TOTaBIMBaeMble baHKOM M TpeHa3HaYeHHbIE
JUISt TEXHOJOTHYECKON MPOLIETYPhI
dhopmupoBanus (MOAMKMCH) 3aMpoca Ha CO3/IaHUE
Ceptudukara PabGouero «moua u A
CaMOCTOSITENIbHOTO  (popmupoBanus  Pabouunx
KIII0O4e  YTIOJTHOMOYEHHBIM MPEACTABUTEIEM
Knuenra, JIEUCTBYIOIIINE bi () JTaThI
dbopmupoBanust Knmentom PaGowero ximioua,
b0 10 HcTeueHus 36 MecsdleB ¢ MOMEHTa
H3TOTOBJICHUS bankom TexHonornueckux
KJTIOYEH.

YnonnomoveHnbiii npeacrasurens Kimenra
— (¢u3nyeckoe MO, yKazaHHOe B JIaHHBIX O
Brnagensue ceptudukara xiaroua nposepku O,
HazeneHHoe KiMeHToM mpaBoM NOJINMCAHUS

DJIEKTPOHHBIX JIOKYMEHTOB OI1 TS
nocJyenyrouen nepegadu MOCPEJICTBOM
Cucrembl w/unm Bxojga B CucreMy, co3maHUs
JIIOOBIX DNEeKTPOHHBIX JIOKYMEHTOB,

YCTaHOBJICHUS 3aIIMILEHHOIO COCIMHEHHUS C
bankoM a1 mpuemMa W OTIPAaBKH  JIIOOBIX

in Annex No. 1 to the Agreement.
Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank
for the Client at the time of the conclusion of
the present Agreement or accounts which will
be opened by the Bank for the Client in the
future, based on the corresponding bank
account agreements (hereinafter referred to as
“BAA”), concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the
Bank. Tariffs, that are valid at the time of
entering into the present Agreement, are
brought to the attention of the Client when
entering into the present Agreement, as well
as at the first request of the Client. Tariffs may
be changed by the Bank in a unilateral
manner, about which the Bank informs the
Client no later than 5 (five) Business days of
the Bank before the date of commissioning the
changes through posting the information in the
operating area of the Bank, on the official
web-site of the Bank in the Internet, as well as
through the transfer of the said information
through the System.

Technological keys — the Client’s Keys
generated by the Bank and designed for the
technological process of generating (signing) a
request to generate an Operational Key
Certificate and for independent generation of
Operational Keys by the Authorized
Representative of the Client, valid until the
Client generates an Operational Key or within
36 months from date of the Operational Key
generation by the Bank.

Authorized Representative of the Client —
an individual specified in the Information
about the ES Verification Key Certificate
Holder and empowered by the Client to sign
Electronic Documents with an Electronic
Signature for subsequent transfer by means of
the System and/or logging in the System, to
generate any Electronic Documents, to
establish a secure connection with the Bank
for reception and transmission of any
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DJIEKTPOHHBIX JTOKYMEHTOB, MoAMucaHHbIX Ol
Kinuenra, u Brnageroiiee 3akpeITeiM KitrouoM Il1,
MO3BOJISIIOIMM co3aaBath Ol B DJIEKTpOHHBIX
JOKYMEHTaX (moamuCHIBATH DIIeKTPOHHBIE
JIOKYMEHTHI ) n UIEHTU(DUIIUPOBATH
VYnonHomoueHHoro mnpeacrtaButenss Kiuenrta B
Cucreme.

Xom-GpyHKuUsi —  aIroOpuT™M  BBIYMCIICHUSA
KOHTPOJIbHOM MOCJIEI0BATEILHOCTH JUTSt
MIPOU3BOJIBHBIX DJIEKTPOHHBIX COOOIIEHUH C
LIETIBIO JIOKa3aTeJIbHON MIPOBEPKHU ux
LETIOCTHOCTH.

IIundpoBanue — npeoOpa3oBaHUE JIAHHBIX

UCXOJHBIX (OTKPBITBIX) COOOMICHUH TaKuM
o0pa3oM, YTO HUX CMBICI  CTaHOBUTCS
HEJOCTYIHBIM Il Jo0oro  juia,  HE

BJIQ/ICIOIIETO CEKpPETOM o0OpaTHOrO
peoOpa3oBaHMUs.
PacumdpoBanme — omnepanus  oOpaTHast
UG pPOBaHUIO.
JuiekTpoHHasi mnoamuch (JII) — pekBusur

DJEKTPOHHOIO JOKYMEHTa, IpeAHa3HauYE€HHBIH
JUIS 3AIIUTHI JAHHOTO DJIEKTPOHHOIO JOKYMEHTA
OT TOAJENKH, TOJIYYEHHBII B pe3yibTare
KpUNITOTpapHuuecKoro npeoOpa3oBaHus
nH(pOpPMallUM C UCIHOJb30BaHUEM 3aKpBITOTO
kimoya D11 1 mo3BossroNMil HAEHTUPUINPOBAT
Brnanensua cepruduxata xiroua nposepku I u
YnonHomoueHHoro npencrasurens Knuenra c
MPaBOM MOJIUCH DJIEKTPOHHBIX JOKYMEHTOB, a
TAaK)K€  yIOCTOBEPUTHCS B IIEJIOCTHOCTH
uH(popMauu OIEKTPOHHOTO JOKyMeHTa. [l
BbIpaObOTKM U mpoBepku OIl  Hcmonb3yroTCs
nporpaMMHuble CpencTBa 3amuThl HHGOPMAUU
«OpenSSLy. B paMKax HACTOSIIETO
Cornamenust noa OJEKTPOHHOM MOAMHUCHIO
MOHUMAETCs yCWJIEHHas] HEeKBAJTHM(PHUIIMPOBAHHAS
ANEKTPOHHAS MOAMHCH.

DJIEKTPOHHBIH  JAOKYMEHT — DJEKTPOHHOE
coobmienue, mnoxamucanHoe OIl u mepemanHoe
oanoit u3 CtopoH apyroii CToOpoHE MOCPEICTBOM
Cucremsl, B KOTOpOM uHpopmanus
npesicTaBiIeHa B AIIEKTPOHHON dopwme,
paBHO3HAYHOE  JIOKYMEHTY Ha  OyMa)XHOM
HOCHUTEJNIE, TOJNHCAaHHOMY COOCTBEHHOPYYHOM
MOJNKUCHI0 (COOCTBEHHOPYYHBIMU TTOATIHCIMH )
YIOJIHOMOYEHHBIX JHL CTOPOH U CKPEIUIEHHOMY
neyarplo  (IpU €€  HaIu4uM) B ClIydae

Electronic Documents signed by the Client’s
Electronic Signature, and possessing a Private
Electronic Signature Key, which allows to
generate an Electronic Signature in Electronic
Documents (to sign Electronic Documents)
and to identify the Authorized Representative
of the Client in the System.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary
control of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — details of an
Electronic Document, which are designed for
the protection of the given Electronic
Document against falsification, received as
result of cryptographic transformation of
information with the use of a ES Private Key
and which allow to identify the ES
Verification Key Certificate Holder and the
Authorized Representative of the Client
entitled to sign Electronic Documents, as well
as to assure the entirety and integrity of the
information contained in the Electronic
Document. The OpenSSL information security
software is used to generate and verify an
Electronic Signature. For the purposes of this
Agreement, an Electronic Signature means a
reinforced unqualified electronic signature.

Electronic Document — an electronic
message, which is signed with ES and
transmitted by one of the Parties to the other
Party via the System presenting information in
an electronic form, and which is equivalent to
a hard copy document signed with a
handwritten signature (signatures) of the
authorized representatives of the Parties and
bearing a seal (if applicable), if required.




HEOOXOINMOCTH.

Crartbd 1. IIpeamer Coryianienus.

1.1. CrTopoHBI yCTaHAaBIWMBAIOT MEXIYy COOOM
MOPSIZIOK M YCJIOBHSI OOMEHa DJIEKTPOHHBIMU
nokyMmeHntamu no Cucreme B LIEISX MPOBEACHUS
HAa OCHOBAaHMU  OJIEKTPOHHBIX JOKYMEHTOB
OaHKOBCKHUX OrNepanuii (B TOM YHCJIE PACUCTHBIX)
no Cueram, a TaKkKe  OCYLIECTBICHHUS
JIEeMO3UTapHBIX oreparuii, 3aKJTI0YEHUS
JIOTOBOPOB  OAHKOBCKOTO BKJIaja (IETO3WTa),
3aKJIIOUYEHUS] HHBIX CAEJIOK M OCYIIECTBICHHUS
OPYrUX JEHUCTBUHA B COOTBETCTBHM C YCIOBUSMH
3aknmoueHHbIX Mexxay Croponamu JIbC u vHBIX
COTJIallleHuH, ocymecTBieHnss bankom ¢yHKImi
areHTa BaJIOTHOTO KOHTPOJIS, MPEAOCTaBICHHS B

bank JIOKYMEHTOB, HEOOXOJIMMBIX JUIS
OCYILIECTBJICHUS bankom GbyHKIUH,
YCTaHOBJICHHBIX 3aKOHOJATEIILCTBOM
Poccuiickoit ®enepanuu 0 MPOTUBOJACHCTBUU
Jerajn3anuu (OTMBIBaHHUIO) JI0XOJIOB,
MOJIYYEHHBIX MIPECTYIHBIM MyTeM, u
(UHAHCUPOBAHUIO TEPPOPU3MA.

1.2. HWudopmanuoHHbli 0OMEH B paMKax
CucremMbl  OCYHIECTBIISIETCSI 1O  OTKPBITBIM

KaHajiaM CBSI3H, B TOM 4YMCJIE C MCIOJIb30BAaHUEM
cetu «HTEpHETY.

1.3. Hnsa oOecrnedyeHus KOHQHUAECHIMATILHOCTH
DNEeKTPOHHOTO [OKyMEHTa NpU INepenade 1o
OTKpBITBIM KaHajJlaM CBA3M, a TaKXke JUId
o0ecrieyeHrss  aBTOPCTBA W LIEJIOCTHOCTH
OneKTpoHHOro  JoKyMeHTa, B  Cucreme
ucnoinbzyercss CpeacTBO 3alUThl MHGOpPMaLUU
«OpenSSLy.

1.4. KimeHT cornaceH ¢ TeEM, YTO HUCIOJIL30BaHUE
CpenctBa 3aumutsl uHpopMmaruu «OpenSSLy» B
KauyecTBe CpeacTBa obecrieyeHust
KOHQHUIEHIIMAIBLHOCTH  TpU  Mepefade 1o

OTKpBITI)IM KaHaJIaM CBsI3H, a TAaKXKEC JJIs1
obOecrieueHrss  aBTOPCTBA W ILEITOCTHOCTH
DJIEKTPOHHOTO JIOKYMEHTa, SIBJISIETCS

JOCTaTOYHBIM, T.€. OOECHEYMBAIOIIUM 3aIIUTy
nHTepecoB KnueHra.

1.5. KnueHT oTKa3bIBaeTCsl OT NPEIbABICHUS
npereH3ud K baHKy, OCHOBaHHEM KOTOPBIX
sBJIsIETCs ucnoisib3oBanue «OpenSSLy B kauecTBe
CpeIICTBa 3alIUTHl DJIEKTPOHHOTO JOKYMEHTa OT
HECaHKI[MOHUPOBAHHOTO JOCTYyNa MpH Meperaye
M0 OTKPBITBIM KaHajlaM CBSI3M, a TaKxke Is
obOecrieyeHHss  aBTOPCTBA W ILEIOCTHOCTH
DJIEKTPOHHOTO JOKYMEHTA.

Article 1. The Subject-Matter of the
Agreement.

1.1. The Parties have established the
procedure and the terms for the exchange of
Electronic Documents within the System for
the purposes of performing bank operations on
the Accounts (including settlement operations)
based on Electronic Documents, as well as
custody transactions, concluding bank deposit
agreements, concluding other transactions and
performing other actions in compliance with
the terms of BAAs concluded between the
Parties, as well as other agreements,
performance of the functions of a currency
control agent by the Bank, submission to the
Bank of the documents required for the Bank
to perform the functions established by the
laws of the Russian Federation on
counteraction to legalization (laundering) of
proceeds from criminal activities and
terrorism funding.

1.2. Informational exchange within the System
is made through open communication
channels, and also through the use of the
Internet.

1.3. In order to assure confidentiality of an
Electronic document during the transfer
through the open communications channel, as
well as in order to assure the authorship and
the entirety of an Electronic document,
System engages information security products
- «OpenSSL».

1.4. The Client agrees that the use of the
information security product «OpenSSL» as
means for the securing of the confidentiality
during the transfer through the open
communication channels, as well as to assure
the authorship and entirety of an Electronic
document, is sufficient, i.e. assuring the
protection of Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of
the «OpenSSL» as a product for the protection
of an Electronic document from unsanctioned
access during the transfer through the open
communication channels, as well as to assure
the authorship and entirety of an Electronic
document.
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Cratrbd 2. O011ME M0J0KEeHHUS.

2.1.Cucrema OyneT HCIOJIB30BATHCS JUIsE OOMeHa
DJNEeKTPOHHBIMUA  JIOKyMEHTaMH B JIFOOOM
¢dopmare, 3a UCKIIOUEHHEM apXUBHBIX (ailyioB,
TaKuX Kak: Zip, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
dopmupoBaHue OJIEKTPOHHBIX JTOKYMEHTOB H
oOMeH wuMH  OymeT  OCYIIECTBIATHCS B
COOTBETCTBUM C TpeOoBaHMSAMHU [lOKyMEeHTaIUH.
JIro6as unpopmanus, nepeaapaemas CTopoHaMu
no Cucreme, ob6pabareiBaercsi CpencTBamu
3alIUThl HH(OPMAIIHH.

2.2. CTOpOHBI PU3HAIOT, YTO UCIIOJIB3YEMbIE BO
B3aMMOOTHOIICHUSAX MEXIy HUMHU DJICKTPOHHBIC
JOKYMEHTBI, Toanucanueie DII, nMeT paBHYIO

HOPUINYCCKYIO cuity C AOKYMCHTaMH Ha
6YMa)KHOM HOCHUTCIIC, IoAIIMCaHHBIMUA
CO6CTBCHHOpy‘lHHMI/I oAU CAMU

YIOJHOMOYEHHBIX JIUL CTOPOH U CKPEIJICHHBIMU
neyaTsIMH B Cllyyae HEOOXOIUMOCTH, U SBIISIOTCS
JOCTaTOYHBIM OCHOBAaHHMEM JUISl BBINOJIHEHMS
bankom omnepanuii, AeUCTBUM, a TaKke IS
COBEpIICHHUS Croponamu CZIETIOK,
npenycmorpennslx JIbC, Cornamenuem, MHbIMU
cornameHussMu Mexx1y CTopoHaMu.

2.3. CTopoHBI NpPHU3HAKOT, YTO HCIIOJIb3yEMBIE
uMu 1o Hactosuemy CoriameHuo CcrnocoObl
JOCTaBKM, YyKa3aHHble B IIpunoxxennn Ne2 k
Cornamenuto, Cpencrsa o0pabOTKH M XpaHEHUS
uHpOpMallUK  JTOCTATOYHBI s oOecreueHHs
HaJeKHOM U 3(Q(deKTUBHON pabOTHI MO IpPUEMY,
nepeaaye U XpaHeHHIo HHPOPMaLUU.

2.4. DneKTpOHHBIM  JOKYMEHT  IOpPOXKIAET
oOsi3arenscTBa  CTOPOH MO HACTOALIEMY
CornamieHuro, JABbC, a  TaKxke WHBIM

cornameHussM  Mexay bankom wu  Knumenrtowm,
ABIAEeTCS OQEepTO WM aKIENTOM, €CIH OH
odopmiieH nepenaronen CropoHou B
COOTBETCTBMM ¢ HacTtosamuM CorialieHueM,
JABbC, uapiMu cornameHussMu Mexay bankom u
Kinuentom u Jlokymenrauueit, noanucan III u

repean IIOCPEACTBOM Cucremsl, a
npuHuMaronieir Ctoponoit nonydes, u [IpoBepka
OI1 DIJIEKTPOHHOTO JIOKyMEHTa aana

MIOJIOKUTEIBHBIN pe3ybTar.

ONEeKTPOHHbIE JOKYMEHThl HE MOTYT OBbITh
ocriopeHsl uinu  oTpunarbcs CTOpoHaMu H
TPETbUMHU  JIMIIAMH WM  OBITh  NPU3HAHbI
HE/ICHCTBUTEIBHBIMH TOJIBKO Ha TOM OCHOBaHUH,
4YTO OHM IepeAaHbl B baHK ¢ HCNONb30BaHUEM
CucTeMsl ¥ cIoco0OB TOCTaBKH.

Article 2. General provisions.

2.1. System will be used for the exchange of
Electronic documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc.
Formation of the Electronic documents and
the exchange thereof will be conducted in
compliance with the requirements of the
Documentation. Any information, transmitted
by the Parties through the system, shall be
processed by the information security
products.

2.2. Parties acknowledge, that the Electronic
documents used in their mutual relations,
which are signed with Electronic Signatures,
have an equal legal force to the documents
committed on paper, signed with the
handwritten signatures of the authorized
representatives of the Parties and are sealed if
it is required, form a sufficient basis for the
execution of operations and actions by the
Bank, as well as for consummation by the
Parties of the transactions contemplated by
BAAs, the Agreement and other agreements
between the Parties.

2.3. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2
hereto, and the Information Processing and
Safekeeping Means are sufficient for the
assurance of a secure and efficient work on
the acceptance, transfer and safekeeping of
information.

2.4. An electronic document is binding for the
Parties under the present Agreement, BAAS,
as well as other agreements between the Bank
and the Client, and constitutes an offer or
acceptance in case if it is drawn up by the
transmitting Party in compliance with the
present Agreement, BAAS, other agreements
between the Bank and the Client and
Documentation, is signed with an Electronic
Signature and transferred through the System,
and is received by the Receiving Party, and if
the verification of the Electronic Signature on
the Electronic Document resulted in a positive
outcome.

Electronic documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.
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2.5. bauk u Knuent ucnonb3yror CucreMy s
nepeaadn DJIEKTPOHHBIX IOKYMEHTOB APYT IPYTY
B TNPUOPUTETHOM  TIOpSAJKE, TIPH  ITOM
ucronb3oBanue CucTeMbl HE OrpaHUYHBACT
npaBa Kimenra mo mpemocraBieHuto B baHk
IUIATeKHBIX, WHBIX JOKYMEHTOB Ha OyMaKHOM
HOCHUTEJIe, COCTaBICHHBIX B cOoTBeTcTBHH ¢ JIBC,
CornaieHueM, WHBIMH COTJIAIICHUSMH MEXKITY
bankom u Kinuentom. Hactositium CTOpOHBI
COTJIAIIAIOTCS C TEM, UYTO B Cly4yae MOCTYIUICHUS
B bank DnektponHoro nokyMenrta no Cucreme u
COOTBETCTBYIOIIETO IIATCKHOTO, HHOTO
JIOKyMEHTA Ha OyMa>KHOM HOCHUTEIIE,
coJiepKalnX UACHTHUYHBIE YCIOBHS MPOBEICHUS
orepaly, OCYIIECTBICHHUSI COOTBETCTBYIOLIUX
NEeNCTBUM, B TOM uucie, no Cuery, cuery Jero,
CUeTy IO BKJIaAy (AETMO3UTY) MO0 MOCTYIUICHUS
B baHK MACHTUYHBIX DJIEKTPOHHBIX TOKYMEHTOB,
bank Oynmer paccMarpuBaTh  KaXKIbIM U3
YKa3aHHBIX JIOKYMEHTOB KaK CaMOCTOSATEJIbHBIN
IJIATEXKHBIM, UHOW JOKYMEHT, U OCYIIECTBUT BCE
NEUCTBUS, HEOOXOIWMBbIE [UJII  MPOBEIACHUS
orepaly, OCYIIECTBICHHUS] COOTBETCTBYIOLIUX
CZIEJIOK, IeUCTBUM, B TOM uuciie, 1o Cuery, cueTy

Jerno, CcYery Mo BKiIagy (Iemo3uTy), B
COOTBETCTBUU c KaKIbIM u3
MIpeJICTaBICHHBIX/TIEpEaHHbBIX Knuentom
JIOKYMEHTOB.

2.6. BHyTpeHHHME MpoLENypbl HCIIOJIb30BAHUS
Knuentom Cucrembl W €ero BHYTPEHHHM
JOKYMEHTOO0O0pOT ycTaHaBiuBaroTcs KimeHtom
CaMOCTOSTEIIBHO.

2.7. KnueHT yBeJOMJIEH O TOM, YTO MH(OpMaIus,
nepenaBaeMass bankom mnocpenctBom CHCTEMBI,
He sBIseTcs MH(OpManuel «B  peaJbHOM
BPEMEHN.

Cratba 3. Hopanok noakawdenus KianeHnra

2.5. The Bank and the Client use the System
for the transfer of Electronic documents to
each other in a priority procedure, however
the use of the System does limit the rights of
the Client for the provision, to the Bank, of
payment and other documents in physical
format, drafted in compliance with BAAs, the
Agreement and other agreements between the
Bank and the Client. Hereby the Parties agree
that in case the Bank receives an Electronic
Document transferred through the System and
the corresponding payment, other document
on paper, containing identical conditions for
the commission of an operation, performance
of relevant actions, including operations on an
Account, depot-account, deposit account or
the reception by the Bank of identical
Electronic documents, the Bank will consider
each of the specified documents as an
individual payment or other document, and
will carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.6. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.7. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information.

Article 3. Procedure for connecting the

Kk Cucreme u IliamoBoii cmeHbl Padoumx

Client to the System and Planned change of

KJIIOYEH.

3.1. Ins ydactusi B OOMEHE DIEKTPOHHBIMH

JOKYMEHTaMHU:

3.1.1.KnueHT BBINOIHAET CIEeNYIOIUE ASUCTBUSA:
a) 3amojH’AEeT 3asABKy Ha  yCTaHOBKY

Cucrempl, TrA€ yKa3blBae€T HEOOXOAUMYIO

Iloncucremy wu mnepemaer ee B baHk Ha

OyMa)XHOM HOCHUTEJE;

0) Ha3HavaeT u HaJEIAET
COOTBETCTBYIOIIUMHU ITOJTHOMOYHSIMH
buznuecKux JINLI, OTBETCTBEHHBIX 3a
OCYIIIECTBIICHUE oOMeHa DNEKTPOHHBIMH

JAOKYMCHTAaMH, B TOM YHUCJIC!

Operational Keys.

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for installation of the
System specifying the required Subsystem and
submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:
- Authorized Representative of the Client;

- System Administrator — a person,

11
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- YnoaHomoueHHOro npeacrasutens Knuenra,

- aamuHucrparopa  Cucrempl —  JIHILO,
OTBETCTBEHHOE 3a TEXHUYECKYI0 MOIJIEPXKKY
CucreMsr;

B) A  KaXIOro  YHOJHOMOYEHHOIO
npexncraButenss — Kinmenta  3amonHser U
npencrasisier B bank 2 (gBa) »K3emiuisipa
HNanapix o Branmensie ceprudukara Kiroda
npoBepku DI (mo dopme IIpunoxkenus NeS k
CornaiieHuo) ¢ TMPUIIOKEHUEM 3aBEPEHHOU
bankom/HOTapraIbHO (B cirydae
HE00X0AUMOCTH c IIPOCTaBJIEHUEM
aroCTWISI/IIPU YCIIOBUU €€ JIeralu3aluu) KOMHU
JIOKYMEHTA, YIIOCTOBEPSIIOLIET0  JMYHOCTb
VYnonHomoueHHoro npeacrtaButens Kiuenta
W/WIM  JTOKYMEHTa, IOATBEP)KAAIONIETO IIPaBO
auia  Ha npeObiBaHue  (IPOKHMBAHHUE) B
Poccuiickoit ®enepanuu u/MiIM MUTPAITIOHHON
KapThl, — JUIsl THOCTPAHHBIX TpaXkJaH U Il 6e3
rpaxxaancTea. [Ipm srom bank mnpocrasiser
OTMETKU O MOJYYEHUU Ha KaXKIOM IK3EMIUIIpE
HNanabix o Branmensre ceprudukara Kiroda
npoBepku JI1.

Jns  YHOIHOMOYEHHBIX —IpEACTaBUTEIEH
Knuenta ¢ mnomHomoumsimu  «0e3  mpaBa
MOJHCH» JIOKYMEHT, YIOCTOBEPSIOLINI
JUYHOCTh YTIOJTHOMOYEHHOTO MPEICTAaBUTENS
Knuenta w/mwim IOKyMEHT, IMOATBEP)KIAIOIIUI
IpaBo JMIa Ha MpeObiBaHHE (IPOKUBAaHHUE) B
Poccuiickoit ®denepanuu u/miaM MHUrpanvoHHas
KapTa, — JUIsl THOCTPAHHBIX TPaXkJIaH W JuIl 6e3
IpaX/JaHCTBa - MOTYT OBbIThb HPEJCTABIECHBI B
bank B Komusx, 3aBEpEHHBIX B TMOPSJKE,
YCTaHOBJIIEHHOM baHKOM.

JoxymenTsl, npeacrasisiemble Knnentom u
COCTaBJICHHbIE HA MHOCTPAHHOM SI3BIKE, JIOJIKHBI
COMPOBOXKAATHCS MEPEBOJIOM HAa PYCCKUU S3BIK,
3a MCKJIIOYEHHEM CIy4aeB YCTAaHOBJIEHHBIX
3aKOHOJaTeNnbCcTBOM Poccuiickon  Penepauuu.
[lepeBoq Ha pycCKuUd SA3BIK JOJDKEH OBITh
3aBepeH B MOpsJIKE, YCTaHOBJIEHHOM
3aKkoHoJaTenbCcTBOM Poccuiickor denepannu;

r) obOecrieuuBaeT HaJMYUe M TPHUBEICHUE
o0opynoBaHus, MpeIHa3HauYE€HHOTO TUISt
ycraHoBKM ~ CuHcTeMBI, B  COOTBETCTBHE C
TpeOOBaHUSIMU K  alllapaTHO-MPOTPaMMHBIM
cpenctBam, npuBeAeHHbIMUA B [Ipunoxenun Nel
k CornanieHuro.

3.1.2. baHK BBINOJHSAET CAEAYIOUINE TEHCTBU:

a) U3rOTaBIMBAET TEeXHOJIOTHYECKHUE KIIIOUU
Ha KaXI0T0 YTOJIHOMOYEHHOTO NMpEACTaBUTENSA
Kimuenra B teuenue 5-u (marum) PabGouwmx mHei
banka co nHs npuHsATHs baHKOM JTOKYMEHTOB,

responsible for the technical support to the
System;

c) fills out and submits to the Bank 2 (two)
copies of Information on the Authorized
Representative of the ES Verification Key
Certificate Holder for each Authorized
Representative of the Client (as per the form
of Annex No. 5 to the Agreement)
accompanied by a copy of an identification
document of the Authorized Representative of
the Client certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
and/or a migration card — for foreign nationals
and persons destitute of nationality. The Bank
confirms receipt thereof on each copy of the
Information on the ES Verification Key
Certificate Holder.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation and/or
a migration card — for foreign nationals and
persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for
hardware and software stipulated in Annex
No. 1 to the Agreement;

3.1.2. The Bank performs the following
actions:

a) produces Technological Keys for each
Authorized Representative of the Client within
5 (five) Business Days of the Bank from the
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no GopMe W COIEPKAHHIO COOTBETCTBYIOIIMX
noan. B) 1.3.1.1 Cornamenus;

0) mepemaer Kiumenty TexHomorndeckue
Kitoun; AKT npuszHanusg OTkpbiToro kimouda Ol
B JIBYX 3K3eMIUIAPAaX U OAMH 3K3eMIULsIp JlaHHBIX
o Brnanensue ceprudukara kiroua nmposepku D11
¢ OoTMeTKkoM  baHka, TmocTaBieHHOM B
COOTBETCTBUM € HoOANyHKTOM B) 1.3.1.1
Cornamenus; napojib A BXoJa B MOJCUCTEMY
«lHTepHeT KIMEHT-O0aHK» M WHPOpPMALHU 00
anpece A Bxoja B moacucremy «VHTepHer
KIMeHT-0aHk»  (mpu  Beidope  Kimentom
nojacucreMsl  «MHTepHET KIMEHT-OaHK»), a
Takke JlokyMeHTaluo B 3JIEKTPOHHOM BHJIE;

B) KOoHCynpTHpyeT Kimenta mo Borpocam
yctaHoBKH ~ CuCTeMBbl — 1oci€  IPOBEACHHS
KilmeHTOM 1OArOTOBUTENBHBIX MEPONPUATHH,
nepeunciieHHbX B 1.3.1.1 Cornamenus. [locie
3aBepIICHUs] BCeX pabOT MO MOJIKIIOUYCHUIO
Kimenra k Cucreme CTOpPOHBI MOANHUCHIBAIOT
COOTBETCTBYIOIIMM aKT HA OYMa)KHOM HOCHUTEJIE;

r) 1o >xenanuto KnueHra, mpoBOAUT B CBOEM

IIOMCIICHUHA 3aHATUA o O6yT~I CHUIO
IKCILTyaTalluu CucreMsl C JIMIaMu,
YIIOJIHOMOYCHHBIMUA KJ'II/IGHTOM, B

coryacoBaHHble CTOPOHAaMU CPOKH.

3.2. JloxymeHnTsbl, ykazanusle B 11.3.1, n.3.4, n1.3.6
Cornamenuns, a Takke NOKYMEHTBI, KOTOPbIE B
coorBeTcTBUM ¢  CornamenueM  CTOPOHBI
00s3aHBl  MPEJOCTaBIATh  JApPYyr Jpyry Ha
OymaxxHoM  Hocurtene, CTOpPOHBI  BIpaBe
neperaBaTh Ipyr Ipyry gyepes
YIOJHOMOYEHHOTO  NPEACTaBUTENs MWIH  C
MOMOIIbI0 TIOYTOBOM  cimyx06s1  DHL, wuHOI
aHAJIOTUYHOM MMOYTOBOM CITYkKOBI.

3.3. Ilocne MOJIy4EHUs Knnentom
Texnonornueckux kmrodei CTOPOHBI MPOBOJST
MEPOIPUATHS, B XOJE KOTOPBIX IPOBEPSAETCS
(TecTupyeTcs) cieayromniee:

- HAJIMYKE IIOCTOSTHHON U YCTOWYUBOU CBSI3H
npu pabote CucTemsl;

- paboTra BCeX OCHOBHBIX (YHKIMH
nporpaMMHOTO obecrieueHust CUCTEMBI;

- OeccOoifHass pabora CpeacTs 3alluThI
uH(popMaLnu;

- TOJydYeHUE U Iepefada JIEKTPOHHBIX
JOKYMEHTOB, a Takke (POPMUPOBAHHE APXHUBOB
MOJyYCHHBIX M OTHPABICHHBIX JIEKTPOHHBIX
JTOKYMEHTOB.

3.4. Ilocne ycniemHoro trectupoBaHusi CHCTEMBI:

date of the Bank’s acceptance of the
documents in the form and with the conent
complying with  Sub-paragraph c¢) of
Paragraph 3.1.1 of the Agreement;

b) provides the Client with the Technological
Keys, two copies of the Act of
acknowledgement of the ES Public Key and
one copy of the Information on the ES
Verification Key Certificate Holder with a
Bank mark, applied in compliance with Sub-
paragraph b) of Paragraph 3.1.1. of the present
Agreement, as well as a password to enter the
Internet Client-Bank subsystem, information
about the address to enter the Internet Client-
Bank subsystem (if the Internet Client-Bank
subsystem is chosen by the Client), and the
Documentation in an electronic format;

c) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
paragraph 3.1.1 of the Agreement. After
completion of the whole scope of work of
connecting the Client to the System, the
Parties shall sign the respective act on paper;
d) at the discretion of the Client, implements
measures in own premises aimed at training
for the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.

3.2. Documents, specified in subparagraphs
3.1, 3.4, 3.6 of the Agreement, as well as the
documents, which in compliance to the
Agreement Parties must provide to each other
on paper, can be transferred by the Parties to
each  other  through an  authorized
representative or through the DHL postal
service, or other similar postal service.

3.3. After the Client’s receipt of the
Technological Keys, the Parties take measures
to check (test) the following:

- availability of a sustained and a stable
connection during the operation of the
System;

- operation of all the main functions of the
System software;

- error free operation of the information
security products;

- reception and transfer of Electronic
documents, as well as the formation of
archives for the received and sent Electronic
documents.

3.4. After successful testing of the System:
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e Kimenr:
- co3maer  Paboume  kmouMm U
AJIEKTPOHHBIA  3alpOC  HA  CO3JaHHE
Cepruduxara Pabodero kiroya;
- HampamiseT B baHK 3JIEKTPOHHBIN
3armpoc  Ha coszganue Ceprudukara
PaGouero kiroua;
- IO KaXJIOMy U3 YIOJIHOMOYEHHBIX
npeacrasurenei  Knuenra — 3aBepsier
COOCTBEHHOPYYHOMH HOJIKCHIO
yrnoJiHOMO4YeHHoro Juna Kiuenra wu
neyateto KimeHra (mpu ee HaIW4YWHN)
100  COOCTBEHHOPYYHOH  MOJIMHCHIO
YTOJIHOMOYEHHOT O pEICTaBUTEINS
Kimenra B OTHOILICHUU
TexHomoruyeckoro  Kimuya  JaHHOTO
npencraButenst  (0e3  mpocTaBiIEHUS
neyatd) moNydyeHHBIH oT banka AKT
npusHanus Otkpeitoro kmouda Ol u
nepefaeT OAMH 3K3EMIUIAP YKa3aHHOI'O
akta B bank BMecTe ¢ AKTOM IpU3HAHUS
OTKPBITOrO Kiro4a (ceprudukara) st
obmena cooOmeHusMu (o Gopme
[Ipunoxkenus Ne6 x  CornamieHuro),
pacrieqataHHbiM U3 CHCTEMBI, B JBYX
HK3EMILIIpaXx, MOJITMCAaHHBIM
COOCTBEHHOPYYHBIMH MTOIITUCSIMH
yrnoJiHOMO4YeHHoro Jjuna Kiuenra wu
COOTBETCTBYIOIIETO YTOJIHOMOYEHHOI'O
npencrasutens KimeHTta u 3aBepeHHBIM
neuatbio Kinenra (mpu ee HaaIu4uum).
e bank:

- B TeueHnu AByx Pabouux nueit banka c
JAThl TIOJIYYCHUST HAAJIekKAIIUM 00pa3om
oopmnennoro co croponsl Kimenra
AXTa TIpU3HAHUS OTKPBITOTO KIFOYA
(ceprudukara) I oOMeHa
coobmenusimu  (IIpunoxxkenne Ne6 «k
Cornamenuo), B JABYX OJK3eMIUIApax,
nsrotasnuBaer Ceprudukar Pabouero
KII0Ya Ha OCHOBAaHUHM DIIEKTPOHHOTO
3anpoca  Knmenta  Ha  co3gaHue
Ceprucdukara Pabouero kitoya;
- MPOCTABIISIET OTMETKY O JlaTe Hayaua u
OKOHYaHUSl CpOKa JEWUCTBUS KIO4Ya Ha
KQXJIOM DJK3EMIUIIpe TMPHUHITOTO  OT
Knuenrta AxTa mnpu3HaHHUS OTKPHITOTO
kioua  (ceprudukara) s oOMeHa
coobOmenusmu  (I[Ipunoxenne Ne6 k
Cornamenuro);
- wanpaBmier Kiwmenty Ceprudukar
Pabouero kiroya.

3.5. Kiment npunumaer ot banka B Cucreme

e the Client shall:

- create Operational Keys and an
electronic request for the creation of an
Operational key certificate;

- send to the Bank the electronic
request for the creation of an
Operational key certificate;

- for each of the Authorized
Representatives of the Client, certify
with a handwritten signature of the
Client’s authorized person and the seal
of the Client (if any) or with a
handwritten  signature  of  the
Authorized Representative of the Client
in relation to the Technological Key of
this representative (without affixing a
seal) the Act of Acknowledgement of
the ES Public Key received from the
Bank and submit one copy of the above
act to the Bank along with the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(according to the form of Annex No. 6
to the Agreement) printed out from the
System, in  duplicate,  bearing
handwritten  signatures  of  the
authorized person of the Client and of
the corresponding Authorized
Representative of the Client and
bearing the seal of the Client (if any).

e The Bank shall:

- generate an Operational Key
Certificate based on the Client's
electronic  request for a new
Operational Key Certificate within two
Business Days of the Bank from the
date of the receipt of the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) duly
executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
key validity period on each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client;
- send the Operational Key Certificate
to the Client.

3.5. The Client accepts the Operational Key
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Ceprudukar Paboyero kimrodya W OTIpaBisSeT B
bank  wu3BemieHme 0  Hayajue — mepegayu
DJEKTPOHHBIX JOKYMEHTOB B pabodeM pekxuMe B
BUJIE DJIEKTPOHHOI'O JIOKyMEHTa, OANNCAHHOTO
PaGouum kirodom.
bank Haumnaer oOcmyxuBanue Knumenra c
ucnosyib3oBaHueM CHCTEMBI B paboyeM pexume C
MOMEHTa moJsiydeHus ot KimeHTta mocpenctBom
Cucrembl mepBOoro JDIEKTPOHHOTO JOKYMEHTA,
noJnMcanHoro Paboynm Kiro4om.
3.6. Ilpu muiaHoBo# cMeHe Pabounx Kirtouei:
e KiueHr:
- co3maeT M HampaBiseT B baHk
JNEKTPOHHBIA 3alpoCc Ha CO3JaHHE
HoBoro Ceprudukara Pabouero kiroua;
- mpenocrasiseT B bank Ha GymakHOM
HOcUTeNle AKT TPHU3HAHUS OTKPBITOTO
kimova  (ceprudukara) s oOMeHa
coobuienusimu (1o dpopme IIpunoxeHus
Ne6 k  Cornmamenuro) B JIBYX
AK3EMILIApax:
- mpunumaer oT banka B Cucreme
HoBbIN Ceprudukar Pabodero kiroua.
e baHk:
- B TeyeHue aByXx Pabouux nueit banka
C JaThl [MOJIyYEHHUS  HaJJIeXalluM
o0pa3oM O(OPMIIEHHOTO CO CTOPOHBI
Kimmenra Axta mnpusHaHUsS OTKPBITOTO
Kkimoya  (ceptudukara) a8 oOMeHa
coobmenusimu  (IIpunoxxkenue Ne6 k
Cornamenuio), B JABYX OJK3eMIUIApax,
nu3roraBnuBaer HoOBbIM  Ceprudukar
PabGoyero kioya Ha  OCHOBAHUU
ANEeKTpoHHOro 3ampoca Kiuenta Ha
CO3/1aHHE HOBOT'O Ceprtugukara
Pabouero kiroua;
- IPOCTABJISIET OTMETKY O JlaTe Hayana u
OKOHYAHUS CpPOKa JEWCTBUS KIIOYa Ha
KaXJI0M DK3eMIUIIpe MPHUHATOTO OT
Kimmenra Axta mnpu3HaHUS OTKPBITOTO
Kimovya  (ceptudukara) ans  oOMeHa
coobmenusimu  (IIpunoxxkenne Ne6 k
Cornamienuro);
- Hanpasiser  KimeHTy — HOBBIU
Ceptudukar Paboyero kiroua.
3.7. bank, oOnamas  COOTBETCTBYIOIIMMHU
MpaBamH, MPEJOCTaBIEHHBIMU emMy B
COOTBETCTBUM C JOTOBOPOM, 3aKJIIOUEHHBIM
mexny bankom n OOO «bCCy», npengocrasiser
Knuenty mpaBo Ha monb3oBanne CucreMon B
TeueHue JeiictBus Hacrosimero CornarieHus.
[IpaBo Ha mONB30BaHUE MPENOCTABIAETCA C
YY4E€TOM  OTpPaHMYECHHUH,  NPEAYCMOTPEHHBIX

Certificate from the Bank in the System and
sends to the Bank a notice of the beginning of
Electronic Document transmission in the
operational mode in the form of an Electronic
Document signed with the Operational Key.
The Bank starts servicing the Client using the
System in operational mode from the receipt of
the first Electronic Document signed with the
Operational Key from the Client in the System.
3.6. When Operational Keys must be changed
according to the schedule:

e The Client shall:

- create and submit to the Bank an

electronic request for the creation of a

new Operational Key Certificate;

- submit to the Bank on paper the Act of

Acknowledgement of the Public Key

(certificate) for message exchange

(Annex No. 6 to the Agreement) in

duplicate;

- accept a new Operational Key
Certificate from the Bank in the System.
e  The Bank shall:

- generate a new Operational Key
Certificate based on the Client's
electronic request for a new Operational
Key Certificate within two Business
Days of the Bank from the date of the
receipt of the Act of Acknowledgement
of the Public Key (certificate) for
message exchange (Annex No. 6 to the
Agreement) duly executed by the Client
in duplicate;

- make a note on the date of the
commencement and completion of the
key validity period on each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client;
- send the new Operational Key
Certificate to the Client.
3.7. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to
use is granted, subject to the restrictions
provided by the law of the Russian Federation
on the legal protection for computer software.
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3akoHoJaTenbcTBOM Poccuiickoit denepannu o
IIpaBOBOM OXpaHe mporpamm ajiss OBM.

Cratbd 4. [IpaBa u oos3annoct CTOpPOH.

4.1. B3aumHbIe 00sI3aHHOCTH
Cropom.

4.1.1. Croponsl mpu oOMEHE DJIEKTPOHHBIMH
JOKYMEHTaMu ¢ ucnosib3oBaHueM CucTteMbl

O6${3y}OTC5I PYKOBOACTBOBATLCA IIpaBHIIAMU U

npaBa W

TpeOOBaHUSIMH, YCTaHOBJICHHBIMU
3aKoHOJaTeNbcTBOM Pocculickoit  depeparuu,
JABbC, macrosmum  CornmameHueM, HWHBIMU

cornameHusmMu Mexay bankom u Kinuentom.

4.1.2. Croponbl 00s3yl0TCSd HE pasriamaTh
TpeThbel CTOpOHE (32 MCKIIOUYEHHUEM CIy4aes,
MPEAYyCMOTPEHHBIX 3aKOHO/1aTE€JILCTBOM
Poccuiickoii Oeneparuu u HACTOSIIIAM
Cornamenuem) wuHbpopmanmio o Cpeacrax

3amuThl  WH(OpMALUK,  HUCIOJIB3YEMBIX B
Cucreme.
4.13. Kaxmas wu3 CropoH  o0s3yeTcs

HeMeUIeHHO MH(pOopMupoBaTh Apyryo CTOpoHy
000 Bcex ciydasix Kommpomeranuu kimoueid,
HECAHKIIMOHUPOBAHHOTO WCTIOJIb30BaHUS
Cuctembl, a Takke MOBPEXICHUIX/YTPAThI
MPOrpaMMHO-aNMapaTHBIX CPEeACTB 00paboOTKH,
XpaHEeHHUs, nepeaayn DNEeKTPOHHBIX
noKkyMeHToB, CpeACTB 3aliuThl HH(OpManuu, a
taxxe Kitoueil u He ucnonb3oBath Kittoun npu
HAIMYAM OCHOBAaHMW TIOJNararb, 4YTO OHH
CKOMITPOMETHPOBAHBI.

4.1.4. CpenctBa  3amuTel  MHGOpPMALUU
DJNEeKTPOHHBIX JOKYMEHTOB, IpEI0CTaBICHHbIE
Cucremoii, MIPU3HAIOTCS Croponamu
JOCTaTOYHBIMU Ui 3alUThl MH(OpMAIMH OT
HECAHKIIMOHUPOBAHHOTO JI0CTYyTIA,
MOJTBEPK/ICHUS aBTOPCTBA M  MOUIMHHOCTH
DIEKTPOHHBIX JOKYMEHTOB.

4.1.5. Jliobble DNeKTpPOHHBIE  JIOKYMEHTHI,
nepenaBaemMple 1o  Cucreme, — mojuiexar
M (ppoBaHuIo.

4.1.6. Jlrobble DIEKTPOHHBIE  JIOKYMEHTHI,

nepenaBaeMple 1Mo CucremMe JOKHBI OBITh
3aBepeHbl D11 CTOpOHBI - OTIIpaBUTENS.

4.1.7. Kakue-nu0o orpaHuyeHHs IOJTHOMOUYUIN
YnonnomoueHHoro npezacrasurens Kiuenra, B
T.4. YKa3aHHbIE B COOTBETCTBYIOLIUX J[aHHBIX O
Brnanensne ceprudukara kmroua nposepku Oll,
baHkOM He IpHU3HAIOTCS U HE KOHTPOJIMPYIOTCS,
€CIM MHOE HE YCTAHOBJCHO COIJIallleHUEM

Mexny Kamentom wu  bankom. bank He

Article 4. Rights and obligations of the
Parties.

4.1. Reciprocal rights and obligations of the
Parties.

4.1.1. Parties, during the exchange of the
Electronic documents through the use of the
System, undertake to be guided by the rules
and requirements as set by the legislation of
the Russian Federation, BAAs, this
Agreement, and other agreements between the
Bank and the Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key compromise, unauthorized use of the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic documents, as well
as the information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information protection products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Party - Sender.

4.1.7. The Bank shall not accept any
limitations of the powers of the Authorized
Representative of the Client including the
ones (powers) stated in the corresponding
Information on the Authorized Representative
of the Key Certificate Holder, unless
otherwise stipulated by a separate agreement
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OCYIIECTBJISIET KOHTPOJIb 32 CyMMaMHU TIJIaTeXEH,
CyMMaMu CIEJIOK, OCYIIECTBISIEMbIX
YTI0THOMOYEHHBIMH TIpeAcTaBUTEIMU Kimnenra
B cootBercTBUU ¢ JIBC, CornameHuemM, HHBIMU
corjameHusMu Mexay CTopoHamHu.

4.1.8. KnueHT yBeIOMJIEH M COIJIACEH, YTO
nuceMo, HampasieHHoe Kimentom B bank B
cootBeTcTBUH ¢ CoriameHueM 1o 3JeKTPOHHOM
noure (e-mail), cunrtaercs noxyueHHbIM bankom
C MOMEHTa €ro PEerucTpaluy KakK BXOJSIIETO
JTOKyMEHTa BO BHYTpEHHEH cucreme
NoKyMeHTooOopoTta baHka.

4.2.TlpaBa u odsizanHocTu Kinenra.

4.2.1. KnueHT He uMeeT npaBa TUPAXUPOBATh U
nepeAaBaTh TPETbEM CTOPOHE MPOrpaMMHOE
obecrieyeHne, mpenocrasisieMoe bankoM 1o
CornamieHnto u  Bce  KOH(DUICHIHAIbHBIC
JaHHbIe, OTHOCsAIUeCs K CornaiieHuto.

42.2. Knuent MMEEeT MpaBo, npu
HEOOXO/JMMOCTH, BOCHOJIB30BATHCS  TTOMOIIBIO
crenuagnucTa banka JUTSL YCTpaHEHUS
HENoJIaJ0K, BO3HUKIIUX B Cucreme, HalpaBUB B
bank nucemennyro 3asBky. Ilo pesynpraTam
pabotel  cmenuanucra  banka  CTOpOHBI
NOJIUCHIBAIOT aKT 00 OKa3aHUM YCIyr Ha
OyMa)XHOM HOCHTEJIE.

4.2.3. Knuent o0s3yercss B CPOKH,
npenycMoTpeHHble CornameHuem, 00ecrneduTh
Ha CBOEM pacyeTHOM W/WIM UHBIX CUeTax,
OTKPBITBIX B baHKe, OCTaTOK JEHEKHBIX CPEICTB
B pa3Mepe, HEOOXOOUMOM [UIs OIJaThl YCIyr
banka B coorBerctBuM ¢ CornameHueMm u
Tapudamu.

4.24. Kmuent  o00s3yercss  oOecreuynBaTh
COXPAaHHOCTb M UEJIOCTHOCTh YCTaHOBJIEHHOU
Cucremsli, BKJIFOYas CpencrtBa 3aIIUThI
uH(pOpMaIINK, a TAKXKe BBIMOIHATH TPEOOBAHUS K

skcrryataiun  CHCTeMbl,  HM3J0XKEHHBIE B
JIokyMeHTaluu.

4.2.5. Kimmenr mo tpeboBanuio baHka o00s3aH
IIPEIOCTAaBUTh  OpPUTMHAIBI  JOKYMEHTOB Ha

OyMa)XHOM HOCHTeNle, NpPeoOpa3OBaHHBIX B
DNEeKTPOHHBIE JOKYMEHTBHl U TEpPEAaHHBIX II0
Cucreme, B TeueHue 14 (4eTbIpHAIATH)
KaJleHJAApHBIX JHEH C MOMEHTa HampaBICHUS
emy TpeOoBaHusA. JloKyMeHTHI Ha OyMaKHOM
HOCHUTETIE JTOJIKHBI OBITh MOIMTACAHBI
YIOJHOMOYEHHbIMU  Juiamu  Knuenta u
3aBepeHbl nevyaThio Kinenra (mipu ee HaJIM4um).
42.6. B caydae CMEHbl PYKOBOAMTENS

between the Client and the Bank.
Accordingly, the Bank shall not control the
amounts of payments, the amounts of
transactions consummated by Authorized
Representatives of the Client in accordance
with BAAs, the Agreement and other
agreements between the Parties.

4.1.8. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed
received by the Bank upon its registration as
an incoming document in the internal
document management system of the Bank

4.2.Rights and obligations of the Client.

4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank
in order to amend the errors, arising in the
System, by directing a written request to the
Bank. Upon the results of the work conducted
by the expert, as in compliance with the
Client’s application, Parties sign a Service
Performed Report on paper.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present the original documents on paper,
as transformed into Electronic documents and
transmitted through the System, within a
period of 14 (fourteen) calendar days from the
moment the Bank sends such a requirement.
Documents on paper must be signed by the
authorized persons of the Client and certified
by the Client’s seal (if applicable).

4.2.6. In case the Client undergoes a change of
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(€MMHOMWUYHOTO  WCIIOJIHUTEIIBHOTO  OpraHa)
Kinunent 00s13aH MOJITBEPIUTH npaBa
JEHCTBYIOLIETO VYHOIHOMOYEHHOTO

npeacrasutens Knuenra.

4.2.77. B ciyyae mnpekpamieHus IOJHOMOYUN
JEACTBYIOLIETO YH0IHOMOYECHHOTO
npencraButens KineHnra, a Takxke B ciydae
HECaHKIMOHUPOBAHHOTO JocTyna k Cucreme,
Komnpomeranun  kimrouer, KnmeHnt o0s3aH
He3aMeJIUTENbHO HalpaBUTh B baHk muceMo 06
aHHYJIMPOBAHUU COOTBETCTBYIOIIETO KOMILIEKTA
Kitouelt (BokeHHBIM  ¢aiiioM) 1o aapecy
aJIeKTpOoHHON mouThl (e-mail), ykasanHomy B

Horoope 00 wucnomb3oBanun  JIBO, ¢
MOCTIEeIYIOIUM HEeMeJIEHHBIM
[IPEIOCTaBICHUEM B banxk opuruHaia

BBIILICYKA3aHHOTO MNHUCbMa 00 aHHYJIMPOBAHUU
COOTBETCTBYyIOLIEro Komiuiekra Kirouelr Ha
OyMa)KHOM HOCHUTEJIE.

HampaBneHnue yka3aHHBIX JOKYMEHTOB I10
anpecy 3JeKTpOHHOM mouThl (e-mail) o3nauaer
TpeOoBanne KimeHta mpekpaTUTh NpUEM U
UCIIOJIHEHUE JIFOOBIX DJIEKTPOHHBIX JOKYMEHTOB,
nognucanueix  OIl,  chopmupoBanHOit  Ha
CKOMITPOMETHPOBaHHOM/aHHYIMpyeMoM Kittoue.

Jlns  U3roTOBIIEHHST HOBOTO  KOMILIEKTa
TexHomornueckux KIIIOUEH Knuent
npeaocrasisger B bank Jlanneie o Biagensne
ceptudukara kmoda mnposepku OII B aAByX
AK3EeMIUISIpax (ITpunoxenue Ne5 K
Cornamenuo) ¢ NPUIOKEHHUEM HEOOXOIUMBIX
JIOKYMEHTOB.

4.2.8. B cnyyae u3MeHeHMs (GaMHINHM, UMEHH,
oTyecTBa (NMPU HAIWYUH) YIIOJIHOMOUYEHHOTO

MIPEACTaBUTENS Knuenra, a TaKkxe
HanMEHOBAaHMS Knunenra, Kmuenrt
NpenoCTaBisieT B baHK BCe  JOKYMEHTBHI,

NpeaycMOTpeHHbIe HacTosAmuM CorsianeHueM
JUISL W3TOTOBJIIEHUS  HOBOI'O KOMIUIEKTA
TeXHOJIOTMYEeCKHX KITFOYEH, a TakyKe IMUChbMO 00
AHHYJIMPOBAHUHU COOTBETCTBYIOLIETO KOMIUJIEKTA
Knrouei.

B nensx u3MeHeHus BUAA IpaBa MOANKMCH
DJIEKTPOHHBIX JOKYMEHTOB YTOJHOMOYEHHOTO
npencraButens Knuenra, Knuent obparaercs B

bank ¢  mOHCbMEHHBIM  3asABICHHEM B
MIPOU3BOIIBHOM (hopme.
B cnygae wu3MeHEHHMS HMHBIX JIaHHBIX

VYnonHomoueHHoro npenacrasutens Kimenra,
Knuent npenocrasnsier B baHk AKT nmpu3HaHus
OTKPBITOTO Kitoua (cepTudukara) sl oOMeHa
COOOIICHUSMU (ITpunoxenue Ne6 K
CornameHuo), ¢ NOPUIOKEHUEM 3aBEPEHHOI

the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of
the Client, as well as in case of unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding set of Keys on paper to the
Bank.

The fact of sending these documents by e-mail
means the Client's request to stop receiving
and executing any Electronic documents
signed with the Electronic Signature generated
using the compromised/canceled Key.

For the purposes of having a new set of
Technological Keys generated, the Client
provides the Bank with the information on the
ES Verification Key Certificate Holder in two
copies (Annex No. 5 to the Agreement) with
documents attached thereto as required.

4.2.8. In case of changes in the surname,
name, patronymic (if any) of the Authorized
Representative of the Client, as well as the
name of the Client, the Client shall provide the
Bank with the documents specified herein for
the purposes of generation of a new set of
Technological Keys, as well as a letter on
cancellation of the respective set of Keys.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the Public Key
(certificate) for message exchange (Annex No.
6 to the Agreement) accompanied by a copy
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bankom/HOTapraibHO ciyJae
HEOOXOAUMOCTHU c MIPOCTABJICHUEM
anOCTHJISI/TIPU YCJIOBUU €€ JIETaIM3aIlii) KOIUH
JIOKYMEHTA, YI0CTOBEPSIOIIETO JINYHOCTh
YnonnomoueHHoro npencraButens  Kiuenra
W/UIM  JJOKYMEHTA, MOATBEPIKIAIOIIETO IPaBo
nuna  Ha  npeObiBaHue  (IPOKHMBAaHHUE) B
Poccuiickoit ®enepanuu u/uiId MUTPALIMOHHON
KapThl — JUIsl MHOCTPAHHBIX TPaKJIaH U JnIl 0e3
IPaKIaHCTBA.

Jns  YNOJTHOMOYEHHBIX —TpEeACTaBUTENCH
Kmuenrta ¢ momHomoumsimu  «0e3  mpaBa
MO AITHCH JIOKYMEHT, YI0CTOBEPSIOIINI
JUYHOCTh  YTIOJTHOMOYEHHOTO TPEICTAaBUTEIS
Knuenta w/mim MOKyMEHT, MOATBEPKIAIOIIUI
npaBo JHna Ha mnpeObiBaHue (NPOKMBAaHUE) B
Poccuiickoit denepanun W/mMid MHUTpaIAOHHAS
KapTa, — JUIsl MHOCTPAHHBIX TPAKJIaH U Jnil 0e3
rpa)x/JIaHCTBAa MOT'YT OBITh MpezcTaBieHbl B bank
B KOITHSIX, 3aBEPEHHBIX B MOpsIZIKE,
yCTaHOBJIIEHHOM baHkoM.

JloxymeHTsl, peAcTaBisgembie KireHntom u
COCTaBJICHHBIC HA UHOCTPAHHOM $I3BIKE, TOJKHBI
COMPOBOXKAATHCS MEPEBOJIOM HAa PYCCKUU SI3BIK,
32 HUCKIIOYEHHEM CJIy4aeB YCTAHOBJICHHBIX
3aKOHOJaTeNbCcTBOM Poccuiickoit  dPenepanuu.
[lepeBonq Ha pycCKUW S3BIK JIOJDKEH OBITh
3aBEpEH B MOPSIZIKE, YCTaHOBJICHHOM
3akoHoarenbeTBOM Pocceniickont denepanmu.
4.29. KiuueHT 00s3aH  CaMOCTOSITEILHO
KOHTPOJIUPOBATh CpPOKH JICUCTBUS
TexHonornueckux Kirouei/Padounx kiroued u
CBOEBPEMEHHO WHULIUUPOBATH poLenypy
co3ganns Paboumx kmoueit/IImanoBoM CMeEHBI
pabounx KIOYel 10 UCTEUEHHUsl CpoKa JEHCTBHS
JEWCTBYIOIIUX PaGounx KJTFOYEH.
CootsercTBytomye ysenomseHus o llmanosoit
cMeHe pPaboYMX KIIYEeH MOTYT HaIlpaBIsAThCS
bankom mo Cucreme B TeducHHE Mecsla A0

(B

WCTEUYCHUS CpOKa JEHUCTBUS JEHCTBYIOIIUX
Pabounx kmoweil. B ciyuae, ecim B
YCTaHOBJICHHBIE Cornamennem CPOKH

Knuenrom He HampaBneH B bank 3ampoc Ha
co3nanue Ceptudukara Pabovero kimroua wu/vim
HE TpelrocTaBieHbl B baHk Ha Oyma)kHOM
HOCUTENIE AKT TPHU3HAHHUS OTKPBITOTO KITFOYa
(ceptudukara) s oOMEHa COOOIICHUSMH
(ITpunoxenne Ne6 k Cornamenuro) U AKT
npusHanusi OtkpeiToro kmoua DIl (B ciyuae

HEOOXOIMMOCTH), a Takke B  Ciy4ae
HECOOTBETCTBUA MOJIYUCHHBIX bankom oT
Knmnenra Ha OyMa)KHOM HOCHUTEIIe
NECPCUNCIICHHBIX JOKYMCHTOB YCJIOBUSM

of an identification document of the
Authorized Representative of the Client
certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
and/or a migration card — for foreign nationals
and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation and/or
a migration card — for foreign nationals and
persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Technological/
Operational Keys and timely initiate the
procedure of generating Operational Keys/
Planned change of Operational Keys before
expiry of the current Operational Keys. The
respective notifications of the Planned change
of Operational Keys may be sent by the Bank
through the System within one month before
expiry of the current Operational Keys. If the
Client fails to send a request for a new
Operational Key Certificate and/or an Act of
acknowledgement of the public key
(certificate) for message exchange (Annex No.
6 to the Agreement) and an Act of
acknowledgement of the ES Public Key (if
necessary) on paper to the Bank within the
timing set out by the Agreement, or if the the
above documents on paper received by the
Bank from the Client do not comply with the
Agreement and/or if the Client does not accept
the Operational Key Certificate from the Bank
in the System, the Technological/ Operational
Key shall become null and void.
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Cornamenus w/unu HenpunsaTHs KnwmeHToM oT
banka B Cucreme Ceprudukara Pabodero
KJIIO4a, JeHCTBHE TexHOI0rnyecKoro
kioua/Pabouero kirova mpekpamaeTcs.

[Topsmox U3TOTOBJICHUS HOBOTO

Texnonornueckoro  kimoya/Pabouero  kiroua
aHAJIOTUYEH MOPSAIKY, YCTaHOBIEHHOMY I.11.3.1,
3.2, 3.4, 3.6 Cornamnienus.
4.2.10. Knmuent o6s13an nadopmupoBath bank 06
W3MEHEHUHU nH(popManuu, Kacaromieics
ucnosuenus Croponamu Cornamenus. [1o mepe
BHECEHUS  COOTBETCTBYIOIIMX  W3MEHEHUH,
HE3aMeUINTEIbHO  MpeAcTaBisTh B baHk
JOKYMEHTBI,  TOJTBEPXKIAIOIINEC  M3MEHEHUS
JAHHBIX CBEJICHUM.

Bce pucku HeGnaronpusTHRIX NOCIEACTBUM,
CBSI3aHHBIX C HECBOEBPEMEHHBIM yBEIOMIICHUEM
banka o mpowm3omeAIIUX H3MEHEHHSX, B TOM
yucie, Yyka3aHHbIXx B 1.11.4.2.6-4.2.8, 1.5.5
Cornamenust, HeceT Kiuenr.

4.2.11. IIpu pacropxkeann Cornamenus Kinuent
00s13yeTcsl YHUYTOXXUTH BCE IPEIOCTABICHHOE
€My B IOJIb30BaHUE MPOrpaMMHOE oOecreyeHne
(ucrionHsieMble M BCIIOMOTaTeNbHbIE (ailibl)
Cucremsi.

4.2.12. Knuent o00sA3yeTcs He IepeaaBarhb
TPETHUM JIMIIAM CBOM IpaBa U OOS3aHHOCTHU IO
Cornamienno 6e3 NMUCbMEHHOro (Ha OyMa)KHOM
HocuTene) cornacus banka.

4.2.13. KnueHt o00s3aH MpOBEPATh HaIUYUE
HOBBIX OIEKTPOHHBIX JIOKYMEHTOB OT baHka,
HanpaBJieHHBIX B afapec KineHTa, exxeiHEBHO, 3a
UCKITIOYEHHEM  OQUIIMAIBHO  YCTaHOBIECHHBIX
BBIXOJHBIX W TIPA3IHUYHBIX HEpaboumx HEH
banka, a Takxe exXeIHEBHO MpoBepaATh SMS-
cooO1IeHus, HanpaBlieHHble baHKkOM B CBsI3u ¢
BBISIBJICHHEM WM OIEpalyii, COOTBETCTBYIOIINUX
MpU3HaKaM OCYIIECTBIICHUS nepeBoja
JICHEXHBIX cpeCcTB Oe3 cornacus Knuenra.

Kinuent o0s3aH He pexe OJHOTO pasza B 5
(msITh) KaNeHAApPHBIX JHEH 3HAKOMUTHCS C
uHpopmanuert, nyonukyemoir baHnkom B
cooTBeTCTBUH c 11.12.6 Cornamenus.

3a yOBITKM, BO3HHUKIINE B pe3yJbTare
HeucnonHeHUs:  KiMeHTOM — BBIIIEYKa3aHHBIX
00s13aHHOCTEH, baHK OTBETCTBEHHOCTH HE HECET.
4.2.14. Knuent o0s3yercss 1mo TpeOOBAaHUIO U
dbopme banka mpemocTaBisATh JOKYMEHTHI (Kak

The procedure of a new Technological/
Operational Key generation is the same as the
procedure set out in Paragraphs 3.1, 3.2, 3.4,
3.6 of this Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in Paragraphs 4.2.6-4.2.8, 5.5 of
the Agreement, shall be borne by the Client.

4.211.In case of the termination of the
Agreement, the Client undertakes to destroy
all the software of the System granted to the
latter for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer
its rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of
money transfer without the Client’s consent.

The Client must at least once every five (5)
calendar days review the information
published by the Bank in accordance with
Paragraph 12.6 of the Agreement.

The Bank shall not be liable for losses
incurred as a result of the Customer’s failure
to fulfill the above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)

Ha OyMa)XHOM HOCHUTENE, TaK U C IOMOUIBIO certifying data on the  Authorized
CucrteMbl), MOATBEPXKAAIONINE JaHHBIE 00 Representative of the Client on demand of the
YnonHomoueHHOM npencTaButene Kinuenra. Bank.

42.15. Kamenr  obs3yercs  coOomaTh 4.2.15 The Client undertakes to comply with
TpeboBaHUs o nH(OPMAIMOHHON information safety requirements specified in
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O0e3zonmacHocT Tpu  padore ¢ Cucremoi,
ykazanusble B [Ipunoxenuu Ne 4 x CornamieHuro,
a Takke Hampasisiemble bankom o Cucreme u
pa3Merniaembie Ha OpUIIMAIBHOM caiite baHka B
cetu «HTEpHET.

4.3.TIpaBa u o6s13anHocTH Banka.

4.3.1. baHk He NPUHUMAET K MCIOIHEHUIO
DNEeKTPOHHBIE JTOKYMEHTHI, O(OpPMIICHHBIE C
HapylleHHeM TpeOOBaHMI 3aKOHOAATEIbCTBA
Poccuiickoit ®enepanuu, Cornamenus, [IbC,
MHBIX coryameHuit mexay CTopoHamH.

4.3.2. bank umeer npaBo oTka3zaTh KimeHTy B
npueMe K  HUCHONHEHHI0  DIEKTPOHHOTO
NOKyMeHTa, eciau KiMeHT 3anojgHuwin —mois
DIEKTPOHHOTO JOKYMEHTa ¢ omubkaMu. B aTom
ciyyae Knmenty nanpasnsercs Ksurtanuus c
yKa3aHUEeM MPUYUHBI O0TKAa3a.

4.3.3. bank He MMeeT MpaBa CaMOCTOSTEIHLHO
KOPPEKTUPOBATh  PEKBU3UTHI  DJIEKTPOHHBIX
noKkyMeHTOoB KitneHra.

4.3.4. B cinyuae HenpenocraBieHuss KiaueHTom
JIOKYMEHTOB, YKa3aHHBIX B 11.4.2.7 CornamieHus,
bank He Oyner HecTH OTBETCTBEHHOCTh 3a
MOCJIC/ICTBHSl  COBEPIIEHUS ONeparuii, HHBIX
JEUCTBUM, CIEIOK HAa OCHOBAHMM HAJJIEXKaIUM
o0Opazom 0(pOpMIIEHHOTO Knuentom
DNEKTPOHHOTO  JOKYMEHTa,  MOJANHCAHHOTO
YnonHoMo4YeHHBIM mpeacTtaBurtesieM Kinenrta,
JaHHBIE O KOTOPOM OBUIM MPEIOCTABICHBI
Knuentom B bank panee.

4.3.5. baHk mpekpalaer npueM U HUCHOJIHEHUe
JOOBIX DNEeKTPOHHBIX JIOKYMEHTOB,
noanucanueix  OIl, chopmupoBaHHOI  Ha
CKOMITPOMETHUPOBaHHOM/aHHYIUpYyeMoM Kitroue
B CpOKH, MpPEIyCMOTPEHHbIE B THCbME 00
AHHYJIMPOBAHUU COOTBETCTBYIOIIETO KOMIIJIEKTA
Kitoueit, a B cmydae OTCYTCTBUSI yKa3aHUsI Ha
Takue CPOKM — HeMeJUIeHHO. Bce DnekTpoHHbIE
JOKYMEHTBI, TNOCTynuBIIME B  bank 10
nmonydeHuss baHKOM  yka3aHHOTO  THCHMA,
UCIOJNHAIOTCA B TMOPSAKE, YCTAaHOBJICHHOM
CornameHvieM WJIA WHBIMH  COTJIANIEHUSMH
Mexay CTopoHamu.

B cnywae HenpencrtaBieHHs OpUTHHAA
MUchMa 00 aHHYJIMPOBAHUU COOTBETCTBYIOIIETO
komruiekta Kimoueir KnmenTtom Ha OymakHOM
HOCHUTETIE banx HE Oyner HECTH
OTBETCTBEHHOCTb 3a YOBITKM, TNPUYUHEHHBIC
Kinuenty B pe3ynbprare npekpauieHus npueMa u
VCTIOJTHEHUS DNEKTPOHHBIX JIOKYMEHTOB,

Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.3. Rights and obligations of the Bank.

4.3.1. The Bank does not accept Electronic
documents for execution, drawn up in
violation of the requirements of the legislation
of the Russian Federation, the Agreement,
BAAs, and other agreements between the
Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal.

4.3.3. The Bank may not independently
correct details of Electronic Documents of the
Client.

4.3.4. If the Client fails to provide the
documents specified in Paragraph 4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions,
other actions, deals on the basis of an
Electronic Document duly executed by the
Client, signed by the  Authorized
Representative of the Client, details of which
were provided by the Client to the Bank
earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using
a compromised / canceled Key within the time
limits specified in the letter on cancellation of
the corresponding Key set, and in case no such
time limits are specified - immediately. All the
Electronic Documents received by the Bank
prior to the receipt of such letter by the Bank
shall be executed in accordance with the
procedure established by the Agreement or
other agreements between the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Key set on paper, the Bank shall not be liable
for any losses incurred on the Client as a result
of the termination of acceptance and execution
of the Electronic Documents signed with the
Electronic  Signature generated wusing a
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noanucanueix  OIl, cdhopmupoBaHHOW  Ha
COOTBETCTBYIOILIEM
CKOMITPOMETHPOBaHHOM/aHHYIMpyeMoM Kitroue.
4.3.6. bank mMeer npaBo oTka3aTb KiueHTy B
IpUEME/TIPUOCTAHOBUTh HCIOJIHEHUE JH0O0ro
ONEKTPOHHOTO  JOKYMEHTa [0  CBOEMY
YCMOTpEHHI0, B  TOM  4YHCle, HO  He
OTPaHUYMUBAsACh, B CJIy4ya€ BO3HUKHOBEHUS Y
HEro MOAO03PEHUM, YTO DJICKTPOHHBIM JOKYMEHT
MOAINCAH HE YII0ITHOMOYEHHBIM
npencrasutesieM  Kimenta, Kommnpomeranun
Kiodel, HecaHKIMOHMPOBAHHOrO JOCTyNa K
Cucreme w/wnmm B Cllydae  Kakoro-imbo
Hapymienuss Kimenrtom  Cornmamenusi, Inpu
BBISIBIICHUU bankom olepanu,
COOTBETCTBYIOLLIEH MpPU3HAKAM OCYILIECTBICHUS
nepeBosia JCHEXKHBIX CpPeIACTB 0e3 coryacus
Kimmenra, npu sTom KinmeHT Bnpase nepenarts B
baHk COOTBETCTBYIOLIMI IJIaTEXKHbIM, WHON
JOKYMEHT Ha OyMaXHOM HOCHTEIIE,
COCTABJICHHBIH B COOTBETCTBUU C YCIIOBHSIMU
JBbC, Cornamenusi, UHBIX COTJIAIICHUN MEXIY
bankom wu Kimentom, 3akoHOJAaTeIbCTBOM
Poccuiickoit ®enepanuu.

O cBoeM oTKasze B mpueme IJIEKTPOHHOTO
nokyMeHTa bank o06s13yercsa yBeaomMuth Knuenra
He no3aHee PabGouero aus banka, cnemyromiero
324 JOHEM  TOCTYIUIEHUs DEKTPOHHOTO
JOKyMeHTa B baHk, myTemM HampaBieHHUs
coobmenust Knuenty no Cucreme.

4.3.7. bank nMeer npaBo OTKa3aTh KimeHTy B
npueMe DNEKTPOHHBIX
JOKYMEHTOB/IIPUOCTAHOBUTh MX HCIOJHEHUE
JUIs  TIPOBEIEHUS PaCUYETHbIX OIlepanuil 1o
Cuery, cuery mno BKIagy  (Iemo3uTy),
MO/ CAHHBIX OIl, B ciyyJasx,
IIPEYCMOTPEHHBIX 3aKOHOAATEIBCTBOM
Poccuiickoit ®enepauuu, B TOM 4YuUCIE, B
obsacTu IIPOTUBOAEHCTBUSA Jeraan3anuu
(OTMBIBaHHUIO) JI0XOJIOB, MOJTYYEHHBIX
OPEeCTYIHBIM  NyTeM, U  (UHAHCUPOBAHHIO
Teppopu3Ma.

4.3.8. bank wuMeer mnpaBo 3ampamiMBaTh Yy
Knuenta  moarepkaeHue JAHHBIX 00
YnonHomoueHHOM npencTaButene Kinuenra.
4.39. baHk wuMeeT TMpaBO BHOCHTh B
OJIHOCTOPOHHEM IOPSIIKE U3MEHEHHUS B TIOPSAO0K
¢bynkuonupoBanusi CucreMbl U coo0mare 00
stoM KiMeHTy B NMCBMEHHOM YBEAOMJIEHMM Ha
OyMa)XHOM  HOCHTEJIE€ WJIH  IOCPEACTBOM
Cucremsl.

4.3.10. baHk wuMeeT TMpaBO MPUOCTAHOBUTH
obciykuBanne KimeHta ¢ HcCnonb30BaHUEM

compromised / canceled Key.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own
discretion, including, but not limited to, the
cases when it suspects that the Electronic
Document is signed by somebody other than
the Authorized Representative of the Client,
Key Compromise, Unauthorized Access to the
System and/or in case of the Client’s default
hereunder, if the Bank discovers a transaction
with signs of money transfer without the
Client’s consent, in which case the Client has
the right to present the Bank with the
corresponding payment, other document on
paper, drawn up in compliance with the terms
of BAAs, the Agreement, other agreements
between the Bank and the Client, the
legislation of the Russian Federation.

The Bank shall notify the Client about its
refusal to accept the Electronic document no
later than the day, following the day of
reception of an Electronic document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES in cases
provided for by the legislation of the Russian
Federation, including in the field of countering
the legalization (laundering) of criminal
proceeds and terrorism funding.

4.3.8. The Bank has the right to require from
the Client confirmation of data on the
Authorized Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to
suspend services for the Client rendered with
the use of the System, for duration of
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CucteMbl Ha BpeMs CHOPHBIX CHUTYyallMil C
yBegoMIIeHreM 00 3Tom Kimenra.

4.3.11. baHk wuMeeT MpaBO MPUOCTAHOBUTH
obcimyxuBanue KimeHTta ¢ HCIONb30BaHUEM
Cucrembl Il BBIIOJIHEHHS  HEOTIIOXKHBIX,
aBapUITHBIX M PETJIAMEHTHBIX padOT, CBS3aHHBIX
c oocnyxuBanueM CHCTEMBI.

4.3.12. bank umeeTt NpaBo Mo CBOEH MHUIIMATUBE
OyiokupoBath jAciicTBue Paboumx wiroueld mnpu
Kommnpomerannu kirouei.

4.3.13. bank o0s3yercs B TeueHue 7 (cemmu)
Pabounx pgueld banka OT pgarel monydeHUs
3asBKM Ha yCTaHOBKY CHCTEMBI U IPU YCIOBUH
BbIOJHEHUsT  KimmeHTOM — 00s13aTenbeTB, B
coorBerctBuM ¢ 1. 3.1.1 Cornamenus,
MIPOM3BECTH paboThl M  OKa3aThb  YCIYIH,
npeaycMoTpenHsle 1. 3.1.2 CornameHusl.

4.3.14. bank o0s3yercss npuHUMaTh oT Kimenra
DNEeKTpOHHBbIE  JOKYMEHTBI,  IOANUCAHHBIC
Y1nonHOMOYEHHBIM(M) — NpeAcTaBUTEIEM(JIIMH)
Kiimenta B COOTBETCTBUM C  YCIOBUSAMH
Hactosmero  CornameHusi,  TpeOOBaHUSMU
3akoHojatenbeTBa Poccuiickoit denepanyu u
OCYILECTBIATh  ONEpallM,  CHCJIKH, HHBIE
JNEUCTBUS. HAa OCHOBAaHUU TAaKUX OJEKTPOHHBIX
JOKYMEHTOB B CpOKH, mIpenycMoTpenHbie [IbC,
CornamieHveM, MHBIMH COTJIALICHUSMH MEXIY
Croponamu.

B cayuyae HanpaBieHuss DJIEKTPOHHOIO
JOKyMeHTa B Hepabouue nHU banka, gHEM
MOCTYIIJICHUS ONEKTPOHHOTO JIOKYMEHTa
apingercs nepBblid  PabGounit  genp  banka,
crenyromuidi 3a Hepabouum JHeM. CTOpOHBI
MPU3HAIOT B KAueCTBE €IUHOW ILKaJlbl BPEMEHU
npu pabore ¢ Cucremoil MecTHOe BpeMms T.
MOCKBBL.

4.3.15. Tlocie monxmouenus k Cucreme bBauk
unpopmupyer Kiuenta o coBepuieHHH C
ucrnonb3oBanueM Cuctembl wim  6e3  ee
WCIIONB30BaHMs Kaxaou omnepanuu mno Cuery,
CUeTy Jeno myreM mpenoctasieHus KimeHTy
BbIMCKU 1o CuyeTy, cueTy JAeno He Mo3JHee
Pabouero nus banka, criemyromero 3a JHEM
coBepuieHus onepauuu no Cuery, cuery JHero,
MyTEM HaNpaBJ€HUS UX TOJIBKO IOCPEICTBOM
Cucrempl.  JlHem  Bblgaud  (TOJTYYEHHS)
YKa3aHHBIX BBIIUCOK CUMTAETCS JEHb UX
HarnpaBieHuss bankom no Cucreme. B ciyuae,
eciu JIOCTYI Knuenra K Cucreme
MIPUOCTAHOBIIEH, YyBenomieHue Kimenta o
COBEpILICHUU YKa3aHHBIX onepanuii
OCYUIIECTBISAETCS yTEM MIPEAOCTABICHUS
Knuenty Boimuckun no Cuery, cuery Jeno 1o

disputable situations, upon a corresponding
notice given to the Client.

4.3.11. The Bank shall have the right to
suspend services for the Client rendered with
the use of the System, for the performance of
urgent, emergency and scheduled works
associated with servicing of the System.
4.3.12. The Bank may on its own initiative
block the operation of the Operational Keys in
case of the Key Compromise.

4.3.13. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with
Paragraph 3.1.1. of the Agreement, the Bank
shall execute works and render services, as
under Paragraph 3.1.2. of the Agreement.
4.3.14. The Bank  undertakes to  accept
Electronic documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time
stipulated in BAAs, the Agreement and other
agreements between the Parties, on the basis
of such Electronic Documents.

If an Electronic Document is sent on non-
business days of the Bank, the day of receipt
of the Electronic Document shall be the first
Business Day of the Bank following the non-
business day. The Parties recognize the
Moscow local time as the single time scale
when working with the System.

4.3.15. After connection to the System the
Bank shall inform the Client about each
transaction on the Account effected using the
System or without its use by providing to the
Client statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said
statements to be forwarded exclusively via the
System. The date of issue (receipt) of said
statements shall be the date of their forwarding
by the Bank via the System. If the Client’s
access to the System is suspended, the Client
shall be notified of the above transactions by
way of sending the Client statements of the
Account, depot account via the System
immediately after recovery of the access
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Cucreme He3aMeIUTEIbHO nocine
BOCCTAHOBJICHHS JIOCTYNa K HEH WU JPYrUM
crocoboM U B CpPOKH, MHPEIyCMOTPEHHBIE
coorBercTBytommM /IbC/noroBopom cuera aermno.
Hanpasnenne baHkoM yka3aHHBIX BBIIHUCOK 1O
Cucreme (WM JApyruM CHocoOOM W B CPOKH,
MPelyCMOTPEHHbIE COOTBETCTBYIOIIUM
JbC/moroBopoM  cueta  Jemo)  SBISETCS
HajuIexamuM  yBeaomieHuem — Kimenra o
COBEPIICHUM OIEPalUUd C HCIOJIb30BaHUEM
AIEKTPOHHOTO CpencTBa marexa B
COOTBETCTBUH c 3aKOHOJIATEIILCTBOM
Poccuiickoit  ®enepanuu, u He TpeOyer
JOTIOJTHUTEIBHOTO HaTPaBIICHUS bankom
KnuenTy kakux-a100 UHBIX YBEIOMIICHHA.
4.3.16. bamk o00s3yercs KOHCYJIBTHPOBATh
KnuenTta nmo Bompocam pabotsl ¢ Cuctemoil (B
Paboune muu banka ¢ 10.00 mo 16.00
MOCKOBCKOTO BPEMEHH), MPEIOCTABIATh
Kmuenty HoBble Bepcuu CHCTEMBI, a TaKXKe
unpopmupoBath Kirenra 060 Bcex M3MEHEHUAX
nopsinka  pyakuuonupoBanus  CucTteMbl B
TEYCHHE BCEr0 CpoKa JCHCTBHUS HACTOAIIETO
CornaieHus.

4.3.17. bank 00s13yeTcs B ciydae
HEBO3MOXHOCTH YCTpaHHUTH HETOJIA/IKH,
Bo3HUKINKME B CucTeMe, 10 MECTy HaxOXXICHHS
banka, HanpaBuTh crnenmnanucra k KioueHty B
TedeHue 15 (MATHaAUATH) KaJeHJApHBIX THEH C
MOMCHTA TIOJy4eHHUs THCHbMCHHOW 3asBKH OT
Knuenrta. Heob6xoaumocTs Bbie3na k KimeHty
ompenensercss BaHKOM ¢ y4eToM BO3HUKIIHX
Henosaaok B Cucreme.

Crartbd 5. [IpaBa u o0s13anHocTH CTOPOH TPU

thereto or in any other manner and within the
terms fixed Dby corresponding BAA/depot
account agreement.

The said statements forwarded by the Bank via
the System (or in any other manner and within
the terms fixed Dby the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic
means of payment in accordance with the
legislation of the Russian Federation, and shall
not require any additional notification from the
Bank to the Client.

4.3.16. The Bank undertakes to consult the
Client on the issues of operations in the
System (on Business Days of the Bank from
10 a.m. till 4 p.m. Moscow time), grant the
Client with the new versions of the System, as
well as inform the Client about all the changes
in the functions of the System during the
entire period of validity of the present
Agreement.

4.3.17. In case of impossibility to correct
errors arising in the System, at the location of
the Bank, the Bank shall send an expert to the
Client within 15 (fifteen) calendar days from
the moment of reception of a written
application from the Client. The need to visit
the Client is defined by the Bank taking into
account the arising errors in the System.

Article 5. Rights and obligations of the

BBLISABJICHUH Bankom onepanui,

Parties when the Bank discovers

COOTBECTCTBYIOILIHUX IPpU3HAKAM

transactions with signs of money transfer

OCYIIECCTBJICHHUS NIEPEBOAA NCHECKHBIX CPEACTB

without the consent of the Client.

0e3 coraacus Kanenra.

5.1. baHk mnpH BBIABJICHHM UM OIEpaIuH,
COOTBETCTBYIOIIEH MpU3HAKAM OCYIIECTBICHHS
nepeBosia JCHEXHBIX CpPEICTB 0e3 coryiacus
KnuenTa, 00s13aH 10 OCYUIECTBICHUS CIUCAHUS
JNEHEKHBIX cpelacTB co (Cuera NpPUOCTaHOBUTH
UCIIOJIHEHUE PACIOPSDKEHUST O  COBEPLICHUH

omeparii,  COOTBETCTBYIOIICH  MpU3HAKaM
OCYIIIECTBJICHUSI TIepEBOJia JCHEKHBIX CPEJICTB
0e3 corjiacus Knuenra, Ha CPOK,
MPeyCMOTPEHHBIIN 3aKOHOAATEIHCTBOM
Poccutickoit denepanuu.

5.2. O  [OpUOCTAaHOBICHHM  HMCIOJHEHUS

pacniopsbkenusi  KnmeHta 0 coBeplHICHUU

5.1. If the Bank discovers a transaction with
signs of money transfer without the consent of
the Client, the Bank shall suspend the order to
perform the transaction with signs of money
transfer without the consent of the Client
before the withdrawal of funds from the
Account for a term stipulated by the laws of
the Russian Federation.

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
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Olepaluy,  COOTBETCTBYIOIIEH  IpHU3HAKaMm
OCYILIECTBIICHUS] NEPEBOAA JEHEKHBIX CPENICTB
06e3 cormacus Kimenta bank  o0s3yercs
yBeaoMUTh KimeHTa He3aMeIIMTENbHO IIyTEM
HanpasieHus: cooOueHuss Kinuenty no cBoemy
ycmotpenuto 1o Cucreme wWiM 1O HOMEpPY
Mo6unsHoro Tenedonal, ykazannomy Kiuenrom
B JloroBope 006 wucnons3oBanun JIbO wumm
coobmenHomy Knmnentom banky B mnopsike,
npeaycMoTpeHHoM CorfiaieHueM.

JueMm nonyuenust Kinuentom coobueHust oo
olepaluy,  COOTBETCTBYIOIIEH  IpU3HAKaM
OCYILLECTBJICHUsI IE€PEBO/A ACHEXKHBIX CpPEICTB
0e3 cornacus Kiwmenra, sBisieTcs  JI€Hb
HafpasieHuss baHKOM yka3aHHOIO COOOILEHUs
no Cucreme WM JieHb HampaBieHUs baHkom
SMS-coobmienuss Ha  HOMEpP  MOOWJIBHOTO
teneona Kinmenra, ykasanuslii um B JloroBope
00 wucnonp3oBanud JIbO wIM COOOIICHHBIN
Kimentom banky B nopsiake, npeaycMOTPEHHOM
CornamieHuem.
5.3. KumeHT mnonaTBepxmaeT/He MOATBEPIKIACT
UCIIOJHEHUE bankom pacropsiKeHus,
IIPUOCTAaHOBJIEHHOTO u3-3a MIPU3HAKOB
OCYILECTBJICHHUSI TEPEBOAA JCHEKHBIX CPEICTB
6e3 cornacus Knmenra, nmo Homepy TtenedoHa
banka, yka3zaHHOMY Ha O(QHIMAIbHOM caiTe
banka B cetn «MHTEpHET», C NpPOU3HECEHUEM
Kognosoro cnosa Knuenra.

[Ipyn Hanu4uMM TEXHUYECKOW BO3MOXKHOCTH,

MIOATBEPANUTH HCIIOJIHEHUE bankom
pacrnopspKeHMs,  MPUOCTAHOBJIIEHHOTO  M3-3a
IIPU3HAKOB OCYILECTBIIECHUS nepeBoja

NEHEeXXHbIX cpeactB 0Oe3 cornacusi Kiumenra,
Knuent moxer no Cucreme mytem BBOJA KOJa —
ITOATBEPKICHNUS, IIPEABAPUTEIIBHO
3anpomeHHoro Kmmenrom mno Cucreme wu
MOJTYYEHHOTO Ha MOOWJIBHBIM HOMEpP TenedoHa,
ykazaHHbI B JloroBope 06 ucnonszoBanuu 15O
win cooOuieHHsli Kinmmentom banky B mopsizke,
IIPEAYCMOTPEHHOM CornameHueM. o
MTOATBEPKICHUS VICITOJTHEHUS bankom
COOTBETCTBYIOILIEro Iuiarexxa KimeHT o0s3aH
CBEpUTH PEKBU3HTHI pacnopsKEeHHs,
oTnpaBieHHoro KimeHToM, C peKkBU3UTaMH,
YKa3aHHBIMU B YBEJOMJICHHWH, HANPABICHHOM
bankoM 1o HoOMepy MOOHJIBHOrO TenedoHa,

order to perform such transaction with signs of
money transfer without the consent of the
Client by sending a message to the Client at its
own discretion via the System or to the mobile
phone number! specified by the Client in the
Contract on the Use of RBS or notified by the
Client to the Bank in the procedure established
by the Agreement.

The day of receipt of the message about a
transaction with signs of money transfer
without the consent of the Client by the Client
shall be deemed the day of the above message
sent by the Bank via the System or to the
Client’s mobile phone number specified by
the Client in the Contract on the Use of RBS
or notified by the Client to the Bank in the
procedure established by the Agreement.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent by calling on the
Bank’s phone number specified on the official
web-site of the Bank in the Internet and using
the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent, using the System
and entering the confirmation code
preliminarily requested by the Client via the
System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in
the procedure established by the Agreement.
Until confirmation of performance by the
Bank of the corresponding payment, the Client
shall check the details in the order sent by the
Client against the details specified in the
notification sent by the Bank to the mobile
phone number specified by the Client in the
Contract on the Use of RBS or otherwise
advised by the Client to the Bank in the

! KimuenTaM, yKa3aBIIMM IpH 3akimodeHun Jlorosopa o6 ucromb3osanud JBO 1Ba HOMepa MOOWIBHBIX
TeraedoHoB, SMS-cooOmieHre HanmpaBJsIeTCs HA HOMEP MOOMIBHOTO TenedoHa, yKa3aHHBIH B TEPBOM CTpOKe
nyHKTa «MOOMIBHBIN TenedoH KIMeHTa i mpuemMa cooOuennit B popmare SMS-coobmiennii». / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be
sent to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS

messages”.

25




26

ykazanHomy Kmumentom B JloroBope 00
ucnons3oBanun  JIbO wumm  cooOuieHHOMY
Knuentom banky B nopsiike, npeaycMOTPEHHOM
CornanieHueM.

[Tpu moctyrmuienun B bank moaTBepkIeHUs

HCIIOJTHEHUS bankom COOTBETCTBYIOILETO
IlaTeka B TEUEHUE OIEPAllMOHHOIO  JHS,
ykazanHoro B JIBC, geHexHble cpencTBa

cnuckiBatorcss co Cuera B Tekymuid PaGounii
JE€Hb banka. IIpn IOCTYILJICHUH
BBIIICYKAa3aHHOT O IIOATBEPKICHUS nocie
ONEpPAllMOHHOTO  JHS, JIEHEXHBIE CpeAcTBa
cnuceiBarorcs  co  Cuera  He — mo3jgHee
cnenytomero Paboyero aus banka.

B cnywae, ecim KiueHt cornamaercs c
coobOmienneM banka o TOM, 4TO omepamus IO
Cuety COOTBETCTBYET IIpU3HAKaM
OCYILIECTBJICHUS TEPEBOAA JEHEKHBIX CPENICTB
6e3 cormacus Knmenrta, Kiment Brpase
HE3aMEeUINTEIbHO HamnpaBUTh B baHK OT3BIB
COOTBETCTBYIOILLETO PACIIOPSIKEHUS.

IIpn HEIIOJIyYCHUHU oT Kimenra
COOTBETCTBYIOILIEIO  MOATBEP)KACHUS,  baHk
BO300HOBJISIET HCIOJHEHHE pACHOPSIKEHUs I10
UCTEYECHUHU CpOKa, YCTaHOBJIEHHOI'O
3akoHo aTenbcTBOM Poccuniickoit denepanmm.

Knuent yBemomieH o0 TOM, 4YTO BCE
Tele(QOHHbIE  Pa3rOBOPbl  3alHUCHIBAIOTCA U
XpaHATcss B baHke B TeueHHE  CpOKa,
YCTaHOBJIEHHOT'O 3aKOHOAATEIbCTBOM
Poccuiickoit ®Penepanyu. 3anucu yKa3aHHBIX
TeIe(QOHHBIX  PAa3rTOBOPOB  MOTYyT  OBITh
UCTOJb30BaHbl ~ MPU  Pa3peIIeHUH  JIIOOBIX
CIIOpPOB, a TaKXe MPEeA0CTaBIECHbI B CY/I.

5.4. baHk BIpaBe B OJHOCTOPOHHEM IOPSJIKE
n3menuts KopoBoe cnoBo Kimenra, HanpaBuB
Knuenty yBenomieHne Ha OyMaXXHOM HOCHTEJE
C COOCTBEHHOPYYHOW MOANUCHIO PYKOBOJIUTEIS
banka (ymomHOMOUYEHHOrO UM JHIA) 00
n3MeHennu Konosoro ciosa.

5.5. B cnydae yrpatsl KiimeHTOM KOHTpOIIS Haj
HOMEPOM MOOMJIBHOTO TeledoHa, a TaKxke
yTpaTsl KIHMEHTOM YBEpEHHOCTH B TOM, YTO
KonoBoe cioBo w/uam HOMEp MOOMIBHOTO

TeneoHa HE MOTYT OBITh HCIOJb30BAHBI
HEYINOJHOMOYCHHBIMA  JUIIAaMU  (mamee  —
KOMITIPOMETAINA), Knuent 00s13aH

HEe3aMeIUTHTEIhHO HAIpaBUTh B BaHK MUCHMO 0O
komnpomeraruu KomoBoro cioBa u/unu Homepa
MoOWIbHOTO TenedoHa (BIOKEHHBIM (HaiIom)
0 aapecy DSIeKTpOHHOW mouthl (e-mail),
ykazanHomy B JloroBope 00 HCHOJIb30BaHUU
JBO, C  MOCIEAYHOUMM  HEMEIJICHHBIM

procedure established by the Agreement.

If the Client confirms the above payment to
the Bank within the transaction hours
specified in the BAA, funds shall be debited
from the Account on the current Business Day
of the Bank. If the above confirmation is
received after the transaction hours, the funds
shall be debited from the Account no later
than on the next Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the consent of the
Client, the Client may immediately revoke the
respective order from the Bank.

If the Customer fails to send the
corresponding confirmation, the Bank shall
resume the order after expiry of the term
stipulated by the laws of the Russian
Federation.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The
recordings of such telephone converstations
may be used when resolving any disputes and
may be presented to court.

5.4. The Bank may unilaterally change the
Client's Code Word by sending a notification
to the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.5. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be used by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the
compromise of the Code Word and (or)
mobile telephone number (as an enclosed file)
to the e-mail address specified in the Contract
on the use of RBS, subject to the subsequent
immediate sending of the original of such
letter to the Bank.
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MPEOCTABICHUEM B bank
BBIIICYKA3aHHOTO MHChMA.

Bce pacnopsokenust Kimenra o coBepuieHnn
Olepaluy,  COOTBETCTBYIOIIEH  IMpH3HAKaM
OCYIIECTBIICHHS IEPEBOAA JICHEKHBIX CPE/ICTB
6e3 cormacus KnumeHrta, mocTynmmBIIME MOCTE
noixydeHuss baHKOM BBIIIEyKa3aHHOTO MHCHMA
10 JIEKTPOHHOM II0YTE U 1O NPUHATHSA baHkom
or Kimenra mocnemyromero yBenoMieHUs Ha
OyMa)XHOM HOCHUTEJIE C COOCTBEHHOPYYHOM
HOJNMCHIO YHOJTHOMOUYEHHOTO Jmna Kimenra c
ykazanueM HoBoro KopgoBoro cioBa u/minu
HOMepa MOOWJIBHOTO TeneoHa, CUUTAIOTCS
ABTOMATHYECKH OTO3BAHHBIMHU.

B cnysae 3amenst Kimentom Homepa
MoOmibpHOTO Tenedona w/mmm KogoBoro ciosa,
KiuenT 00s13aH He3aMeUTUTEHHO YBEJOMUTH 00
9ToM baHK B MUCHMEHHOM BHE Ha OyMaKHOM
HOCHUTENEe C COOCTBEHHOPYYHOW MOIIHCHIO
yIosHOMOYeHHoro juna Kimenra ¢ ykasanuem

OpUTHHala

HoBoro KomoBoro cmoBa w/miM  HOMepa
MOOHIIBHOTO TeIedoHa.

o MOMEHTa TNPUHSTHS bankom
BBILLICYKa3aHHOTO YBEIIOMJICHHUS bank

ucrnons3yeT B coorBercTBUU ¢ CornamieHuem
panee cooOmeHHbli banky Knnentom Homep
MOOMJIBHOTO TenedoHa, paHee COOOILIEHHOE
Knuentom  banky/bankom  Knmenty (B
coorBercTBuu ¢ 1.5.4 Cornamenus) Komopoe
CIJIOBO.

5.6. baHk He HeceT OTBETCTBEHHOCTH 3a YIIepo,

MIPUYUHEHHBIN Kimenry BCJIC/ICTBUE
HECaHKIMOHUPOBAHHOIO HCIIOJIb30BaHHUs
TPETbUMHM  JUIAMH (B TOM YHCJIE TpHU
komnpomeranuu)  KomoBoro  cioBa/Homepa

MoOuIbHOrO TenedoHa, Ha KOTOphIH baHkom
Hanpasisiercss SMS-coo0mieHue o coBeplIeHun
omepaiyd,  COOTBETCTBYIOUIEH  MpU3HAKaAM
OCYILIECTBIIEHUS TEPEBOAA JEHEKHBIX CPENCTB
6e3 cornacus Knuenra.

5.7. baHk He HeceT OTBETCTBEHHOCTH 3a
HETaTUBHBIE TIOCIIEJCTBUS, B TOM YHCIIC YOBITKH
Kinuenra, KkoTtopsle MOTryT BO3HUKHYTH Y
Knuenta BCJIE/ICTBUE HEMoJy4yeHus
yBenomiieHuss oT banka 00  omepamuw,
COOTBETCTBYIOIIEH MpPU3HAKAM OCYIIECTBICHUS
nepeBosia JCHEXHBIX CpPEICTB 0e3 coryiacus
Kmnenra, B TOM d4mcie, B CBI3HM C
HE/I0CTOBEPHOCTHIO/HEAKTYaTbHOCTHIO
nHpopmanuu, ykazanHou KimeHTowm, a Takxke B
CBA3M C HemocTymHocThio nnsi  Kimenra
YKa3aHHBIX CIOCOOOB CBS3HM, a TaKXe MO BUHE
KrnuenTta i MOOMIIBHOTO oreparopa, B Cirydae

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the Client's consent which are
delivered after the Bank receives the above e-
mail and before the Bank accepts from the
Client the subsequent notification on paper
with a handwritten signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number,
shall be deemed automatically revoked.

If the Client changes the mobile phone
number and (or) the Code Word, the Client
shall immediately notify the Bank thereof in
writing on a paper bearing the handwritten
signature of the authorized person of the
Client specifying a new Code Word and (or)
mobile telephone number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank
(as per Paragraph 5.4 of the Agreement) in
accordance with the Agreement.

5.6. The Bank shall not be liable for damage
caused to the Client due to unauthorized use
by third parties (including in case of
compromise) of the Code Word/mobile phone
number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the consent of the
Client.

5.7. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of a notification from the Bank about a
transaction with signs of money transfer
without the consent of the Client including,
but not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
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yrparel Kmuentom KomoBoro cioBa/HOoMepa
MOOMIJIBHOTO TenedoHa, Ha KOTOpbId bankom
HarpasisieTcss SMS-cooO1ieHne 0 COBEpIICHUU
oleparii,  COOTBETCTBYIOIICH  IMPU3HAKAM
OCYILIECTBJICHUS TEpPEeBOAa JEHEKHBIX CPE/ICTB
0e3 cornacus KimnenTa, nx KOMIIPOMETaIUH.

5.8. baHk He HeceT OTBETCTBEHHOCTHU 32 YOBITKU

Knuenrta, BO3HHUKIIHE B pe3ylIbTaTe€ YTPATHI
(mopum, mepemayw, yTEpPH, pasTJAIICHUN)
Knuentom KomnoBoro CJIOBa/HOMEpa

MOOWJIBHOTO TeneoHa, Ha KOTOpbld bankom
Hanpasisiercss SMS-coo0menue o coBepiieHun
Ollepaluy,  COOTBETCTBYIOIEH  IpHU3HAKaMm
OCYIIECTBIICHHUS TEPEBO/Aa JCHEKHBIX CpPEICTB
6e3 cornacus Knuenra.
5.9. baHk He HeceT OTBETCTBEHHOCTHU 3a YOBITKU
Knuenra, BO3HHKIIINE BCJIEJICTBHE
HECBOEBpPEMEHHOro  coolmienusi banky 00
yrpare KiHMEeHTOM KOHTpOJs HaJXl HOMEpPOM
MOOWJIIBHOTO  TenedoHa, a TakKe yTpare
Knuenrom yBepenHoctu B ToM, uto KomoBoe
CIIOBO, HOMEp MOOWIbHOro TenedoHa, Ha
KoTopeld  bankom  HampaBisercs ~— SMS-
coOOIIEHHe O  COBEPUICHHH  OIEpaluH,
COOTBETCTBYIOLIEH MNpPHU3HAKAM OCYLIECTBICHUS
nepeBoja JCHEKHBIX CpelICTB 0e3 corjacus
Knuenra, He Moryr OBITb HCIOJIB30BaHbI
HEYIOJTHOMOYEHHBIMH JIMIIAMHU.
5.10. KnueHTt oO0si3yercs mpenocTtaBuTh baHKy
NENCTBUTENBHBIN HOMEpP MOOWJIBHOTO TenedoHa
u  o0ecrneuyuTb MOCTOSHHYIO  JIOCTYHHOCTb
HOMepa MOOWIbHOro TenedoHa Juis MpHeMa
coobmenuit B ¢dopmare SMS-coobmieHuii Ha
PYCCKOM/aHTJIMICKOM SI3BIKE.
5.11. KunueHT Hecer OTBETCTBEHHOCTb 3a
JIOCTOBEPHOCTh HOMEpa MOOWJIBHOTO TenedoHa,
00si3aH He JONMycKaTh CO3JaHHue IYOJMKAaTOB
(KJITOHOB) SIM-KapThl, a TaKKe HE JOIMyCKaTh
NOJyYeHHe, WCIIONIb30BaHUE U 3aMeHy SiMm-
KapThl W/MIM HOMepa MOOMIbHOrO TenedoHa,
KopoBoro cioBa HeyInoJHOMOYEHHBIMHU JIULIAMH.
5.12. KnueHT 00s3yercss obecrneyuTh XpaHEHHE
uHpopmanuu o KomoBoMm cioBe crmocobowm,
nenaronuM - KogoBoe  CIIOBO  HEAOCTYIHBIM
TPETHUM JIUIAM.

bank 00s3yeTcst NpUHATH Bce HEOOXOAUMbIE
MEpbl  OPraHU3aLMOHHOTO U  TEXHUYECKOTO
XapakTepa sl 00ecredeHUs] HEBO3MOKHOCTH
J0CTyTa HEYTOJIHOMOYEHHBIX T K
uHpopmanuu o KomoBom cioBe, Homepe
MobunpHOTO Tenedona Kimenra, Haxonsmeics
B pacnopsbkeHun banka.
5.13. KnueHT noATBepkKAaeT, UTO EMy M3BECTHO

messages on transactions with signs of money
transfer without the consent of the Client, by
the Client or the compromise thereof.

5.8. The Bank shall not be liable for the
Client’s losses resulting from the loss
(damage, transfer, disclosure) of the Code
Word/mobile phone number, to which number
the Bank sends SMS messages on transactions
with signs of money transfer without the
consent of the Client, by the Client.

5.9. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the
Bank sends SMS messages on transactions
with signs of money transfer without the
consent of the Client, cannot be used by
unauthorized persons.

5.10. The Client shall provide the Bank with a
valid mobile phone number and ensure that
the mobile phone number is always available

for receiving SMS messages in
Russian/English.
5.11. The Client shall be liable for the

accuracy of the mobile phone number, shall
prevent any duplication (cloning) of the SIM
card, and prevent the receipt, use, and
replacement of the SIM card and/or mobile
phone number, the Code Word by
unauthorized persons.

5.12. The Client shall ensure the safekeeping
of information about the Code Word in a
manner that makes the code word inaccessible
to third parties.

The Bank shall take all the necessary
measures of the organizational and technical
nature to ensure that unauthorized persons
cannot access the information on the Code
Word and the Client’s mobile phone number
available to the Bank.

5.13. The Client is hereby aware of the risk of
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0 TOM, YTO B IpoIecce mepenayn uH(opMaIum
myTeM HaTPaBIICHUS SMS-coobmenus
BO3MOYKEH pHCK HECAHKIIMOHHUPOBAHHOTO
JOCTyIa TPEThHUX JIMI[ K TaKoW HHPOpPMAIUU U
HACTOSIIIUM BBIPA)KaeT CBOE COTJIACHE C TEM, YTO
bank  He  HeceT  OTBETCTBEHHOCTH  3a
pasrnamenue  uHpopmarmu o  Kimenre,
omepauusax mo ero Cyeram B ciydae TaKoOro
HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA.

5.14. KnueHT coriamaercsa ¢ TeM, 4To baHk He
HECEeT OTBETCTBEHHOCTH 3a Kakue-Tu0o aBapuw,
cOon u nepebou B 0OCITYy>KUBAaHHUH, CBSI3aHHBIC C
000pyJI0BaHUEM, CHUCTEMaMHU nepeaavn

ANEKTPOIHEPTHH W/WIW JIMHWWA CBSI3U, CCTH
«HTepHeTY, KOTOpBIE obecrieunBaroTcs,
M0J1at0TCA, 9KCILTYyaTUPYIOTCS 17070011

O0CITy’)KUBAIOTCSI TPETbUMH JIMLAMH B CBS3H C
HanpaBieHueM  banmkom — Kmmenty — SMS-
COOOIIEeHUs, B TOM 4HCIe YOBITKH, TOHECEHHBIE
B CBSI3U C HEMPABOMEPHBIMH JEHCTBUSMH HIIH
Oe3neiictBueM TpeTbUX Jul. baHk He Hecer
OTBETCTBEHHOCTb 3a JOCTYITHOCTh U
paboTOCIIOCOOHOCTh CPEACTB CBSA3H, C IIOMOIIBIO
KOTOpbIX bBaHK oOCyIIecTBIsieT yBeIOMIICHHE
Kinuenra.

Crarbs 6. KonduaeHnnaabHOCTh.

6.1. YcioBus n uHdopmMaius, coaepxaasicst B
Cornamenuy, a TakXke BCS  IEpenucka,
CBSI3aHHas C €ro HCIOJHEHUEM, CUMTAIOTCA
o0enmu Croponamu KOH(UICHIIMATBHOM
uHpopManue, COoCTaBisAIoIIeH, B TOM 4YHCIE,
0AHKOBCKYIO M KOMMEPYECKYIO TaiHy, KOTOPYIO
CropoHsl HE BIpaBe pasrjamarb TPETbUM
aunaMm  0e3 MpeABapUTENbHOIO IMHCbMEHHOTO
cornacusg Apyroil CTOpOHBI, 32 HUCKIOYECHHEM
ciy4daeB, TpeaycMoTpeHHbIx CorjameHuem u
3akoHomarenscTBOM Poccuiickonn  denepanuy,
MIPEAOCTABIICHUS TaKou uHbopMauu
HE3aBHCUMBIM ayAUTOPCKUM OpIaHU3ALMSIM I10
ux TpeOOBaHUIO B XOJIe TPOBENEHUS ayIauTa
OyxraaTepckoro  ydera M (pUHAHCOBOMA
(Oyxranrepckoif)  OTYETHOCTH; KOI/la  OHa
OKa3ajach M3BECTHOM TPETbUM JIMLIAM 0 TOTO,
kak CTOPOHBI €€ pa3rJIaCHIIH.

Crarbs 7. DHHAHCOBHIC B3AMMOOTHOIICHUS.

7.1. Tlopsgok omiatel, CTOUMOCTh pPadOT W
ycayr, oOka3piBaeMblXx bankom Knmnenty mno

unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

5.14. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated  and/or
maintained by third parties, as related to the
SMS messages sent by the Bank to the Client,
including losses incurred due to illegal actions
or inaction of third parties. The Bank shall not
be liable for the availability and operability of
the means of communication used by the Bank
to notify the Client.

Article 6. Confidentiality.

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
information to independent audit
organizations on their demand in the process
of audit of accounting and financial
(accounting) reports; when it has been
disclosed to the third parties before it was
disclosed by the Parties.

Article 7. Mutual financial relations.

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
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HACTOAICEMY COFHaIHCHI/II-O, YCTaHABJIMBAKOTCsA

Tapudpamu® u HacrosmmM CornameHueM.
Pacuers mpoumsBomsATCs B pyONmsAX IyTeM
cnucanusi bankom (0e3  OMOJHUTETHHBIX

pacnopsbkenuii Kimenra) neHEXHBIX CPelCTB C
pacyeTHOr0o W/WiIM WHBIX c4yeToB Kimenra,
OTKpPBITBIX B baHKe, ¢ KOTOPBIX TaKOE CIIUCAHHE
JIONIYCKAETCSl 3aKOHOJATENIbCTBOM Poccuiickon
®enepauny, NOPEABAPUTEIBHO TOJHOCTBIO [0
oka3zaHusi yciuyr. Ecnu neHexHble cpencTsa
cnuceiBaroTcs co cuera Knrenra B nHOCTpaHHOU
BAJIIOTE, a CyMMa, Npuuuraromasics baHky B
cootBeTcTBUM ¢ Tapudamu, BbIpakeHa B
pyomsix, baHK camMOCTOSITENBHO IPOU3BOJIUT
KOHBEPCHIO YKa3aHHBIX CPEACTB 10 Kypcy baHka
Poccun Ha geHb coBepuIeHMs] ONepanuu U
HalpaBjsieT MOJYYEHHYI) CYMMY JUISl OILIAThI
ycayr banka.

7.2. B cnyyae, eciii OCTaTOK JCHEKHBIX CPE/ICTB
Ha pPacyeTHOM W/WIIM WHBIX cyerax Kimenra He
no3BojisieT baHKy B Cpok U B pa3mepe,
ONPEICIICHHBIX CornamenueM u
JNEUCTBYIOLIUMU Tapudamu, MIPOU3BECTU
CIMCaHue IUIaThl 3a ycayru banka, baHk nMeer
[IpaBO HE OKa3bIBaTh 3ampaminBaembie Kinentom
YCIYTH W/WIM TPUOCTAHOBUTH OOCTY)KUBaHUE
Knuenta nmo CucremMe 10 MOMEHTa IOJHON
OILJIATHI 3aJ10JDKEHHOCTH KmmenTowm,
COOTBETCTBEHHO yBeloMHMB 00 3ToM Kinenta He
MeHee yeM 3a 5 (mAth) PaOGoumx nueil banka.
KnueHT oTkas3biBaeTCsl OT JIIOOBIX MPETEH3UH K
banky 3a BO3HHMKHOBEHME B 3TOM Ciydae
BO3MOXKHBIX ~ YOBITKOB, BKJIIOYasi peabHbIN
yiiepd M YNYIIEHHYIO BBITOAY, CBA3aHHBIX C
3alepkkaMu B npoBeneHun  KnmeHtrom
onepanuii mo Cuery, cyeTy Jemo, cuery IO
BKJIaAy (ZEemo3MuTy), OCYIIECTBIEHUS HHBIX
e CTBHIA, CAEIIOK.

7.3.B  canyuae  pactopkenuss  Kiumenrom
CornameHuss B OJHOCTOPOHHEM  IOpSIJIKE,
Knuent o6s3an He mo3gHee 3 (Tpex) Paboumx
nHel baHka OT 1aTel HalpaBIEHUST YBEJOMIICHHS
0 pacTOp>KEHUHU OIJIaTUTh CTOUMOCTD
OKa3aHHBIX YCIYT.

7.4. KnyeHT HacTOSIIIUM JIaeT coriacue (3apaHee
JAHHBIN aKIEeNT) Ha UCIOJHEHUE (B TOM YHCIIE

under the present Agreement, are set by the
Tariff$> and the present Agreement.
Settlements are conducted in rubles through
the direct debiting by the Bank (without
additional Client’s orders) of the funds from
the settlement and/or other accounts held by
the Client in the Bank, from which such
debiting is permitted by the legislation of the
Russian Federation, preliminarily in full prior
to the provision of services. If the funds are
debited from a foreign currency account of the
Client, and the amount due to the Bank, as in
compliance to the Tariffs, is expressed in
rubles, Bank individually converts the
specified funds at the exchange rate of the
Bank of Russia as at the day of the commission
of the operation and directs the received
amount for payment for the Bank’s services.
7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been
made, correspondingly notifying the Client of
such at least 5 (five) Business Days of the
Bank in advance. The Client refuse to file any
claims with the Bank for the occurrence, in
such case, of possible losses, including real
damage and lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the
Agreement in a unilateral manner, Client shall
no later than 3 (three) Business Days of the
Bank from the date of the sending of the
notification about the termination, cover the
cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including

2 Tapu@bl He BKJIKOYAIOT PAacXOJibl HA BBIE3] 3a MPeeNbl . MOCKBBI K MECTY MPOBEJEHHUsT paboT MO YCTAHOBKE M
06CHy)KI/IBaHI/I}O CI/ICTCMLI, KOTOPBIC OIUIAYMBAIOTCH Knnentom JONOJIHUTCIIBHO Ha OCHOBAHUHW MPCACTABICHHBIX
baHKOM TOKYyMEHTOB, MOATBEPKIAIOIIMX OTH PacxXoJbl M CHHCHIBaIOTCA bankom co cuera Kimenra 06e3
JONOHUTENBHBIX pacropsokennii Kimenra. / Tariffs shall not include travel expenses outside Moscow to the place
of installation and maintenance of the System, which are to be additionally paid by the Client on the basis of support
documents provided by the Bank and shall be debited by the Bank from the Client's account without additional

orders from the Client.
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yacTuyHoe) bankoM, B TONHOW  CymMMme

IJ1aTEKHBIX TpeOOBaHUIT/MHKACCOBBIX
nopydyeHui baHka WIM HHBIX JOKYMEHTOB,
YCTaHOBJIEHHBIX bankom Poccun, s

OCYIIECTBJICHUS TpaB, MPETyCMOTPEHHBbIX 11.7.1
Cornamenus, B TEUEHHUE CpOKa JCHCTBUSA
CornamreHus.

Cratbia 8. OTBeTcTBeHHOCTHL CTOPOH.

8.1. 3a HeucnoJHEHUE W/WIM HEHAJUJICKAIICE
ucroisHeHue o6s3arenscTB 1o CornameHuro
CropoHsl HECYT OTBETCTBEHHOCTh B
COOTBETCTBUU c 3aKOHO/1aTE€JIbCTBOM
Poccuiickoit ®enepanuu.

8.2. KnueHT  HeceT  OTBETCTBEHHOCTh  3a
COXPAHHOCTh U IIEJIOCTHOCTh YCTaHOBJICHHOTO
MIPOrpaMMHOI0 obecrnieueHus, BKJIFOYAst
CpenctBa 3aIUThHI nH(popManuu, 3a
BBITIOJTHEHHE TpeOOBaHUII K  IKCIUTyaTaluu
Cuctembl, wu3noxkeHHBIX B CorameHud |
JlokymMeHTaluu, 3a HaJAjeXkallee BbBIIOJIHEHHE
YCJIOBHI Cornamienus, a  Takxke  3a
KCIOJIb30BAHUE Kiroueit TOJIBKO
YnonHoMoyeHHbIM npeacTtaBuresieM Kinenrta,
yKa3aHHbIM B COOTBETCTBYIOIIMUX JlaHHBIX O
Bnanensue ceprudukara kimouya nposepku Ol
(ITpunosxenue Ne5 x Cornarienuto).

8.3. Bank  Hecer  OTBETCTBEHHOCTh  IEpe]
Kinnentom B COOTBETCTBUU c
3aKoHOJaTenbCcTBOM Pocculickoit  ®depepanuu,
MIpU HAJTMYMK BHHBI 332 peaabHBINA yiiepod, HO He
3a YIYIIEHHYIO BBITOY, C YYETOM OTpaHUYCHU,
npenycMoTpeHHbix  1.8.4  Cornamenus, 3a
TOYHOE, CBOEBPEMEHHOE M TOJHOE HMCIOJHEHUE
nopyuyeHud u  uHCTpykuuil Knmenra 1o
MPOBEACHUIO  OAaHKOBCKUX,  JCTIO3UTAPHBIX
omnepauuid, IO COBEPUIEHUIO HHBIX JEHCTBUM,
CIEJIOK, Ha OCHOBAaHHMH HaJIekKaIIUM 00pa3oMm
0 OpPMIIEHHBIX M CBOEBPEMEHHO TIEPEIaHHBIX IO
Cucreme DneKTpOHHBIX TOKYMEHTOB KineHra.
8.4. bank He HeceT OTBETCTBEHHOCTH:

- 3a IIOCJEACTBHS COBEPIIECHUS ONEPALNH,
WHBIX JEeHCTBUM, CHCJIOK Ha OCHOBAaHUH
HaJJIeXKaIUM obOpa3om 0(OPMIIEHHOTO
Kimmentom DIIEKTPOHHOTO JIOKYMEHTa,
IIPU3HAHHOTO BEPHBIM M NPHUHATOrO baHkoM Kk
UCIIOJIHEHUIO (JIF000M DJIEKTPOHHBIA JOKYMEHT,
MO CAHHBIN YOITHOMOYEHHBIM
npeacraButTeneM KimeHTa B COOTBETCTBHM C
CornameHuneM U NOJIy4YeHHbIH baHkoM 10
Cucreme, B J000M cioydae HpU3HaeTcs

partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the
validity period of the Agreement.

Article 8. Liability of the Parties.

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for the
security and entirety of the installed software,
including the information security products,
for the observance of the requirements for the
operation of the System, specified in the
Agreement and the Documentation, for due
execution of the terms of the Agreement, as
well as for the use of Keys only by the
Authorized Representative of the Client
specified in the corresponding Information on
the ES Verification Key Certificate Holder
(Annex No. 5 to the Agreement).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of
the Russian Federation, in case of its fault for
real damage, but not for lost profits, in light of
the restrictions, as under Paragraph 8.4 of the
Agreement, for the exact, timely and full
execution of the orders and instructions
presented by the Client for the commission of
banking operations, custody transactions and
other actions or transactions on the basis of the
duly drawn up and timely transferred, within
the System, Electronic Documents of the
Client.

8.4. The Bank shall not be liable for the
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of
the Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
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ONEKTPOHHBIM JTOKYMEHTOM, HCXOJSAIIUM OT
Kimenra, yro He nomyckaer orka3 KimmeHnra ot
TOrO, 4YTO TaKOM JOKYMEHT HANpaBlIEH C €ro
CTOPOHBI, HUA IIPU KaKUX OOCTOSATENBCTBAX);

- 32 MOCJEACTBUS COBEPIICHUS ONEpALMil,
WHBIX JEHCTBUM, CACIOK Ha OCHOBaHUH
HaJJ1eKAIIM oOpazom 0(OPMIIEHHOTO
Kimmenrom DNEKTPOHHOTO JIOKYMEHTA,
MOAMMCAHHOTO  MPEXHUM Y TIOJIHOMOYEHHBIM
npeacrasurenem Kiuenrta, 10 MOdydeHHs OT
Kimenra UCbMa 00 AQHHYJIMPOBAaHUU
COOTBETCTBYIOLIEr0 KoMIUiekTa Kiroueii;

- 32 TOCIeACTBUA OTKa3a baHka B

coorBerctBuu ¢ mna. 432, 435 - 437
CornamieHdss OT IpUeMa K  HCIOJHEHHIO
DIEKTPOHHOTO JIOKYMEHTA, nepelaHHOTO

KauenTom mo Cucreme;

- 32 [IOCJIEJICTBUS UCIOJb30BaHNs CUCTEMBI,
ycraHoBiieHHOW y KimeHTa, mocTOpOHHMMH, a
TaK)X€ HEYIOJIHOMOUYEHHBIMU Ha 3TO JINLIAMU;

- 32 mocneAcTBUA pasriauieHuss Kiamentom
uHpopmanuu o Topsake paboTel CHCTEMBI,
BKJIIOYAs TOPANOK HUcnoib3oBaHus Cpeacts
3alIUThl HH(OPMAIIHH;

- 3a HapyumieHue pabotel CucreMbl U
BO3HUKHOBEHHE TPYIHOCTEH B OCYILECTBICHUU
omepauuid, HHBIX JEHWCTBUU  MOCPEICTBOM
Cucremsl B pe3ysbTaTe OIMTMOOK U HETOUYHOCTEH,
nonyuieHHbIX Kinenrom;

- 3a Hapymenue paborsl CucTemMbl B
pe3yibTare HeucnpaBHocTH CpeacTB 00paboTKH
" XpaHEeHUS uHpopmauu Knuenra,
HCIONB3YEMBIX IS 1ocTymna Kk Cucreme;

- 3a HapymeHue paborsl CucTemMbl B
pe3yabTaTe NEUCTBUI TPETHUX JIUL;

- 3a mociueAcTBUA HapymeHus Kiuentom
TpeOOBaHUN ¥ TpaBWI, TNPUBEICHHBIX B
Cornamennu n JlokymeHTanuu;

- 3a MIOCJIEACTBUS HapyILIEHUs
paboTOCIIOCOOHOCTH  TEJIEKOMMYHUKAIIMOHHBIX
JIMHUH CBsA3HU, ceTh «MHTEpHETY;

- 3a yOwmiTkm Kimenrta, BO3HUKIINE
BCJIEJICTBHE  HECBOEBPEMEHHOTO  COOOIEHUS
banky o Komnpomeranuu kirouen;

- 3a YOBITKHM, BO3HHKIIME B pe3yJIbTaTe

yTpaThl (mopuwu, nepeaayn, yTepH,
pasrnamenun) KiueHTOM TNpUMEHSEMBIX B
Cucreme maposeu, Kunroueit,

KondpunennuansHoit  uHbopManmuu  W/HIU
MIPOTPaMMHOTO 00ECTICUCHHS;

- 3a YOBITKM, BO3HHKIINE B pe3yibTare
UCToib30BaHUsT CHCTEMBI B HAPYIICHHUE KaKUX-
60 TpeboBaHUit 3aKOHOJIaTEIbCTBA

Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Key set from the Client;

- for the consequences of the Bank’s refusal,
in compliance to Paragraphs 4.3.2, 4.3.5 -
4.3.7 of the Agreement, to accept for
execution an Electronic document, transferred
by the Client via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as
well as by persons not authorized for such use;
- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
bout the Key compromise;

- for the losses, arising a result of loss
(damage, transfer, loss, disclosure) by the
Client of the passwords used in the System,
Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,

32




33

Poccuiickoit  ®denepanuiv, NOPUMEHUMOTO K
nesarenbHoctu Kinenra.

Crarba 9. Ilopsaaok pa3penieHusi CHopoB.

9.1. CTopoHBI IPUMYT BCE MEPHI K Pa3pelIeHUIO
BCEX CIOPOB M pa3HOTJAcHii, CBSI3aHHBIX C
tonkoBanuem CtopoHamu CorjamieHuss U ero
BBITIOJTHEHUEM ITyTEM [1€PErOBOPOB.

9.2. B cnyuae, ecnu CTOpOHBI HE HUPUIYT K
B3aUMOIIPUEMIIEMOMY PELICHHIO nyTemM
IIEPErOBOPOB, CropoHa, IIpEAbSBUBILAS
IPETeH3Ul0, OQUIMAIBHO BpydYaeT Jpyroi
CropoHe  yBeJOMJIEHME O IPETEH3UH B
INUCbMEHHOM BHJE€ Ha OyMa)XHOM HOCHUTEIE.
Cropona, noyiyuuBIIasi yBEJOMJIEHUE, IPOBOJUT
paccienoBaHue 1o (pakTy NpeTeH3uH B TEUEHUE
7 (cemu) KaJeHIApHBIX JHEHM OT  JaThI
NOJy4eHUsT  yBEJOMJIEHMS, IO  HMCTEUECHUHU
KOTOpBIX Ha OYMa)XHOM HOCHUTEJE YBEAOMIISET
119 % 8% Cropony 0 pe3yibTarax
pacciieZJoBaHus.

9.3. B cityuae, ecnu pe3ysbTaThl pacciae10BaHUs
He ynoBiaeTBOpsoT CTOPOHY, NPEIbSIBUBLIYIO
NPETEH3HUI0, TUO0 eciau TaKoe YBEeIOMJICHHE He
MOJTy4EHO CropoHoi, MpeabSIBUBIIEH
IIPETEH3HIO, Cropons! bopmupyroT
TEeXHUYECKYI0O  KOMHUCCHUIO Il pa3dopa
KOH(QUIMKTHOW  cUTyauuu B  TeueHue 15
(mITHaAUATH) KaJEHJApHBIX JHEH C MOMEHTa
UCTEUEHHUs CpOKa, yKazaHHoro B 1. 9.2
Cornamenusa. llenpto  paboTel  KOMHCCHH
ABIISICTCA  YCTAHOBJIEHHE IPAaBOMEPHOCTH U
obocHoBaHHOCTH TipereH3uu. [lopsimok pazbopa
KOH(IMKTHOH CUTYyalluu MIpUBEJICH B
[Ipunoxennn Ne3 x Cornamenuto. B cocras
KOMHCCHUHU BKJIIOYAIOTCS B PaBHOM KOJIMYECTBE
npencraButenu  baHka W mpeAcTaBUTENH

Knuenra, a TaKxKe MpeACTaBUTENN
opraHuzanuu—paspadorunka CucreMbl #, B
cilydae HEO0OXOTUMOCTH, HE3aBUCUMBIE

skcrepThl. COCTaB KOMHUCCHUHU COTJIACOBBIBAETCS
Croponamu B akre. Mx  moiaHomouus
MOATBEpKIal0TCA  JoBepeHHocTsiIMH.  Cpok
JeWCTBUSI KOMHCCHUU COCTaBisieT He Ooiee 14
(ueTpIpHAALIATH) KAJICHIAPHBIX THEH.

9.4. PaboTa KOMHUCCHH NMPOXOAMUT HA TEPPUTOPHH
banka.

9.5. B ciyuae orcyrctBust y onnoil u3 CtopoH
KaKkux-Tu00  MaTepuasioB, TpeOyeMbIX IS
YCTAHOBJICHHS IPaBOMEPHOCTH U

applicable to the operations of the Client.

Article 9. Settlement of disputes.

9.1. The Parties shall undertake all the
possible measures for the resolution of all the
disputes and disagreements, relating to the
interpretation, by the Parties, of the
Agreement and its execution, through
negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of
the claim, within a period of 7 (seven)
calendar days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or
if such notification was not received by the
Party, which filed the claim, Parties shall
organize a technical committee for the for the
resolution of the conflict situation, within a
period of 15 (fifteen) calendar days from the
moment of the expiration of the term specified
in Paragraph 9.2. of the Agreement. Work
objective of the committee is the
establishment of legitimacy and justification
of the claim. Procedure for the resolution of
the conflict situation is shown in Annex No. 3
to the Agreement. The committee shall
include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System
developer company, and if such is required,
independent experts. Composition of the
committee is agreed by the Parties with an
Act. Their authorities are substantiated by
power of attorneys. Validity period of the
committee constitutes a maximum of 14
(fourteen) calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
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000CHOBaHHOCTH MIPETCH3UN (mepeueHn
MarepuaioB npuBeneH B [lpunoxxkenun Ne3 k
CornaiieHuro), Crop pemaercs B oyib3y Ipyrou
CtopoHbL.

9.6. PesynbpTaT paboThl KOMHCCHH O(GOPMIIICTCS
aKTOM, B KOTOPOM OIPEIEIISIIOTCS MOCIEAYIOIINE
nerictBusg CTOPOH.

9.7. B cimyuae, eciny TeXHUYECKass KOMHUCCHUSI HE
OyZer co3laHa B CPOKH, HPETyCMOTPEHHBIE
CornmamenneMm, aub0, ecau B Tedenne 14
(ueTplpHAALIATH) KaJCHAAPHBIX AHEW C MOMEHTa
CO3/IaHUS TEXHUYECKOW KOMHCCHHU, € paboTa He
nact pesynbrara, Jubo, eciu CTOpPOHBI HeE
MPUAYT K B3aUMOIPUEMIIEMOMY PEIICHUIO, CIIOP
nepenaeTcsl Ha pacCMOTpPeHHe B ApOUTpakHBIN
cym 1. MOCKBBI B  COOTBETCTBUU C
3akoHoJaTeNbecTBOM Poccuiickoit denepanum.

9.8. CTOpoHBI MPU3HAIOT, YTO OJEKTPOHHBIC
JOKYMEHTBI, HampasiieHHble CTOpoHamMu Jpyr
npyry o Cucteme win xpassiuecs B banke B
coorBercTBUM ¢ CornameHueM, a Takxke
COOTBETCTBYIOIIME  MPOTOKONBI  TMOYTOBBIX
cepBepoB H(WIM) CBEACHUS W3 0a3 [aHHBIX,
MIPOTOKOJIUPYIOLTIX OTIIPaBKY KaXXI0T0
YBEAOMJIICHUS c ero CoJIep’KaHuEM,
chopMUpOBaHHbIE Ha OyMaXHBIX HOCHTENSX,
IMOATIMCAHHBIC  YIIOJJHOMOYCHHBIM JIMIIOM U
CKpEIUICHHBbIE Ie€4YaTblo, 3amucu Tene(OHHbBIX
paszroBopoB  Mexay CropoHamu  SIBISIFOTCS
JOCTaTOYHBIM JI0Ka3aTeIbCTBOM
COOTBETCTBYIOIIEr0 (akTa U MOryT OBITh
NpPEJCTaBICHbl B  KAaueCTBE  HAJIEXKAIEro
JI0Ka3aTeNIbCTBA B CyJ B Cllydae pPacCMOTPEHHUS
CIOpa, BO3HUKIIETO B pe3yjbTaTe MPUMEHEHHUs
CucreMsl, a TaKXe IpU PaCCMOTPEHUH CIIOPOB B
JI0CyneOHOM TMOpsAKE B  COOTBETCTBUU  C
CornamenneM.

Crarbd 10. Cpok neiictreus CorJiameHus.

10.1. Cornamenre BCTynaeT B CHJIy ¢ MOMEHTA
noanucanusi JloroBopa 06 ucnonszoBanuu J[bO
YIIOJTHOMOYEHHBIMU NpeicTaBuTensiMu CTOpPOH.

10.2. Cornamenue pAeicTBYeT OO MOMEHTa
npeKpaieHus oos3arenscTB o BeeM JIbC.

10.3. baHk BIpaBe OTKa3aTbCsi OT HUCHOJHEHUS
Hactosmero  CornamieHuss  MONMHOCTBIO B
OJIHOCTOPOHHEM MOpPSIKE, TUCBbMEHHO YBEIOMUB
00 stom Kimenra, B cirydae, eCiu 10 HCTCUCHHUH
6 (mecth) MecsSIeB C JaThl  3aKIIOYCHUS
Cornamenus bankom ot Knnenra nocpenctsom

materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.
9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration
by the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic documents, directed by the Parties
to each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between
the Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a
pre-trial proceedings as in compliance with the
Agreement.

Article 10.
Agreement.

Validity period of the

10.1. The Agreement shall enter into force
from the moment of the Contract on the Use
of RBS signing by the authorized
representatives of the Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six
(6) months after the date of signing of the
Agreement by the Bank no Electronic
Document has been received from the Client
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CucreMpl B TE€YEHHME YKa3aHHOTO BPEMEHU HE
Oyzner mosydeH OIEKTPOHHBIA JTOKYMEHT B
coorBercTBUM ¢ 1.3.5 CornameHuss WIH B
TEYEHUE YKa3aHHOro BpeMmMeHH KimeHt He
YCTaHABIIMBAJ 3alUIICHHOE COEIUHEHUE C
bankoM nnsi mpuemMa W OTHPABKU  JTHOOBIX
DEKTPOHHBIX JTOKYMEHTOB.

10.4. Cornaimenue MOXeT ObITh PACTOPTHYTO 110
MUCbMEHHOMY 3asiBlieHUI0 oaHON u3 CTopoH
(OOHOCTOPOHHMM ~ OTKa3  OT  MCIIOJHEHHUS
CornanieHus MoJIHOCTbIO).

B cnyuae pactopxenuss CornamieHust 1o
ununuaTtuBe banka, bank yBemomiser 06 3Tom
KnuenTa He no3nHee, yeM 3a 14 (4eTbipHaALATh)
KaJIeHAAPHBIX JHEU 70 AaThl PACTOPIKEHHUS.

B cnydae pactopxenus CornamieHust 10
ununuatuBe Knuenta, KimeHT B mucbMeHHOI
dbopMe Ha OyMaKHOM HOCHUTENE YBEIOMIISET 00
stom bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
nHs baHka 710 AaThl pacTOPKCHHMS.

Pactopxxenne CornameHus 10 HCTEUEHUS
CpOKa ero AeWcTBUsl He 0cBOOOXkmaeT CTOPOHBI
oT BBITIOJTHEHUS 00513aTENLCTB,
npenycMorpeHHbix  CorjameHueM W HE
UCIIOJIHEHHBIX JI0 JaThl €r0 PacTOPXKEHHUs, U He
mumaer CtopoHy, ybM mpaBa no CoryameHuro
HapylieHbl B  pe3ylbTaTe€  HEBHINOJHEHUS
oOsi3arenscTB  Apyroil CropoHo#, TpeboBaTh
3alUTBl CBOMX TpaB B COOTBETCTBHHU C
3akoHoJaTenbcTBOM Poccuiickoit Denepauun u
CornamieHueM.

Cratbs _11. O0cTOSITEILCTBA HENPEO10JIMMOMH
CHJIBL.

11.1. Croponsl 0CBOOOXKTAFOTCS oT
OTBETCTBEHHOCTH 32 HEWCIOJHEHHWE W/WIH
HEHaJJIe)Kallee HUCIOJIHEHHE 00513aTeNbCTB 110
CornaimieHuio, €clidi Tako€ HEUCIOJHEHHE
SIBUJIOCH pe3ynpTaToM JEUCTBUI 1581031
00CTOSITENTLCTB HEMPEOJOTUMON CHIIBI (J1anee -
dopc-Maxop), TO €CTh UPE3BBIYANHBIX W
HEMpPEeIOTBPATUMBIX TMPH JaHHBIX YCIIOBHUSIX
00CTOSITETHCTB.

11.2. Tlog TepmuHomM Popc-Makop NOHUMAIOTCS
HaBOJHEHHWE, TOXKap, 3EeMIIETpsICEHWE, ypara,
B3PbIB, OCEIaHHME IOYBBI, AMUIAEMUU U HUHBIE
MoAoOHBIE SIBJIEHUSA, a Takke BOWHA WIH
BOEHHBIE JCHCTBUSA B MECT€ HaxOXKJeHUsl baHka
nnu  Knuenrta, 3a0acTOBKM B OTpacid WM
pEeruoHe, NpUHITHE OPraHOM 3aKOHOAATEIIbHOM,
WCIIOTHUTENIbHOW WM Cy/leOHOM BJIAcTH aKTa,
MOBJIEKIIHEe 32  cOo00H  HEBO3MOXXHOCTh
HaJJIeXkKAaIlero MCIIOJTHEHUS Cornamienus

in accordance with Paragraph 3.5 of the
Agreement or if the Client has failed to
establish, during said period, a secured
connection with the Bank for reception and
transmission of any Electronic Documents.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from
the execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of
the non-execution of the obligations by the
other Party, of the right to demand protection
of its rights as in compliance to the legislation
of the Russian Federation and the Agreement.

Article 11. Force Majeure.

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), Ii.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client,
strikes in the industry or the region, adoption
of an act by the authority of legislative,
enforcement or judicial power entailing the
impossibility of execution of the Agreement
by the Parties.

35




36

Croponamu.

11.3. CropoHa, ani8 KOTOPOM  BO3HHUKIH
00CTOSTENTLCTBA HEMIPEOJOIUMON CHIIbI, 00s3aHa
B TeucHue 7 (cemu) Paboumx naHEW OT JaThbl
BO3HUKHOBeHU  Dopc-Maxkopa  yBeIOMUTH
apyryto  CTOpOHY O HAacTyIUIEHHHM TaKHUX
00CTOSITENLCTB, C IPUIIOKEHUEM
COOTBETCTBYIOLINX JI0Ka3aTesbCTB.
JlokazaTenbCcTBOM dopc-maxopa MOJXKET
CITY’KUTb ouIMaNTbHBIHA JIOKYMEHT
KOMITETEHTHON OpraHu3alliy, TOATBEP K IaI0IINI
dakr HACTYTUICHUS 00CTOSITETTLCTB
HENPEOoAOTUMON CUIIBI.

11.4. B cnydae HacTyImjieHUs OOCTOSITEIbCTB
HEMpPEOAOIMMON  CHUIIBI  CPOK  BBITIOJHEHUS
Croponamu o0s3arensctB 1o CorjamieHuro
MIEPEHOCUTCSI COPa3MEpPHO BPEMEHH, B TEUCHHUE
KOTOPOTO JIEHCTBYIOT Takue OOCTOSTENhCTBA U
ux nocnenctsud. [locne npekpaiieHus neicTBUS
dopc-maxopa 00s13aTeIhCTBA Cropon
BO300HOBIISIOTCS.

Crarbi 12. 3akI10UYHTEIbLHbIC MOJOKEHMS.

12.1. Hacrosmee Cornamenue  sBisieTcs
tunoBeM.  Jlna  3axmouenus  CornameHus
Knuent npenoctaBnsier B bank JloroBop 00
ucnonb3oBanun  JIbO (mo ¢opme banka),
KOTOpBIM  3amlOJHSETCS, MOANMCHIBACTCS U
npenocTasisieTcss B baHk B ABYX 3K3eMILIApPaXx.
CornamieHve COCTaBI€HO Ha PYCCKOM U
aHIVIMKMCKOM s3bIKax. B cilygae mpoTuBopeunii
Mexnay Bepcusmu CoryameHuss Ha pycCKOM U
AHTTIMICKOM SI3BIKE, NPEUMYLIECTBEHHYIO CUILY
umeeT Bepcusi CornamieHust Ha pycCKOM SI3bIKE.
12.2. Ecin otnensHOE nosoxeHne CornamieHus
TepsieT CUIy WM CTAaHOBUTCS HEHCIIOIHHMMBIM,
9TO HE NIPUBOJUT K HENEHCTBUTENBHOCTH APYrUX
€ro MOJIOKEHU.

12.3. C patel 3akimtoueHuss CornameHus: Bes
nepenucka W JIOTOBOPEHHOCTH  MEXIY
Croponamu, kacaromuecs: ycinosuil CornameHus
U TPEIIIECTBYIONINE €ro 3aKII0YEHHUI0, TEPSIOT
CHILY.

12.4. Besa mepenmncka B paMKax MCIHOJHEHHUS
Cornamenusa ocymectBisercss CTopoHamu Ha

PYCCKOM/aHTJIMIICKOM/HUCIIAaHCKOM ~ SI3BIKE |
MOXKET OBITh  OCYIIECTBIIEHA IOCPEICTBOM
Cucremsl.

12.5. baHk BmpaBe B OJHOCTOPOHHEM IMOPSIKE
BHOCUTb HU3MCHCHUA B COF.IIaI_HCHI/Ie, YBCAOMUB
00 D2TOM BCeX JIMI, TNPUCOCTUHUBIINXCA K

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party
about the occurrence of such circumstances,
with an annex of the corresponding evidence.
Evidence of Force Majeure can be an official
document from a competent organization,
confirming the fact of occurrence of the Force
Majeure circumstances.

11.4. In case of occurrence of the Force
Majeure circumstances the term for the
execution of the obligations by the Parties as
under the Agreement shall be transferred
commensurate to the time, during which such
circumstances and their consequences take
effect. After the end of the Force Majeure the
obligations of the Parties resume.

Article 12. Final Provisions.

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the
Bank the Contract on the Use of RBS (in the
format of the Bank), which shall be filled out,
signed, and submitted to the Bank in
duplicate. The Agreement is executed in
Russian and English. In the event of a conflict
between the Russian and English versions of
the Agreement, the Russian version of the
Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than
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Cornamenuto, He mo3aHee 4eM 3a 10 (mecsaTp)
KaJICHJIAapHBIX JHEH 10 BCTYIUICHUS B CHUITY
YKa3aHHBIX H3MEHEHHH. VkazaHHBIN B
HACTOSIIIIEM IYHKTE CPOK YBEIOMJICHUS MOXET
OBITb yMEHBIIIEH baHKOM B cilydae BHECEHUS
n3meHenuii B CornaiieHue B CBA3H  C
H3MEHEHMEM 3aKoHoJaTelbcTBa Poccuiickoit
denepanuu.

B cayuae wu3MEHEHHMS 3aKOHOAATENIbCTBA
Poccuiickoit  ®enepauuu  CornameHue, 10
MOMEHTa €ro M3MEHEHHS baHKOM NpUMEHseTCS
B 4YacTH, HE MPOTUBOpeUaliel TpeOoBaHUSAM
3akoHoj arenbeTBa Poccuiickoit denepann.
12.6. bank ¢ nenpio o3HakomiieHus KiIneHTOB ¢
CornamenreM myoJIMKyeT ero Ha o(UIMaIbHOM
caiite banka B cern «MHTEpHET» MO agpecy:
www.evrofinance.ru.

baunx YBEAOMIISIET BCEX JIMII,
npucoenuuuBInxcs Kk CorjameHuro, 0
BHECCHUU B HEro W3MEHEHUN  IIyTEM

nyonuKanuu  MHOOPMALIMOHHOTO THChbMa, a
TaK)K€  TMOJHOrO TEKCTa HW3MECHEHUH  Ha
odunmanbHoM caiite banka B cetu «HTEpHET»
1o aapecy: www.evrofinance.ru.
JIOTIOJIHUTENBHO K YKa3aHHOMY  CIIOCOOY
yBEIOMJICHHS BaHK MO CBOEMY YCMOTPEHHUIO

MOJKET HCIIOJIb30BATh WHBIE CIOCOOBI
nHpopmupoBanus Kiuenra.
Mowmentom  nyOnukauunm — CornamieHus,

TapudoB u wuHpopManuu i O3HAKOMIICHUS
KineHntoB, a Takxke MOMEHTOM O3HAKOMIICHHUS
Knuenra ¢ onybnukoBanHbiMu CoTJaleHueM,
Tapudamu u uHboOpMarueit 1isi 03HAKOMIICHUS
KinneHtoB cuurtaercs MOMEHT WX TEpPBOTO
pa3Mernienusi Ha odunuanbHOM caiite banka B
CeTH «HTepueT» 1o azpecy:
www.evrofinance.ru.

12.7. JleWicTBue W3MCHEHHIH,

BHECCHHBIX B

Cornamienue, ¥  BCTYUBIIMX B  CHIY,
pacnpocTpaHseTcs Ha BCEX JIHII,
MPUCOCTUHUBIIUX CS K CorJamieHuto,
HE3aBUCHUMO oT aThbl MMPUCOCAUHCHUA K

Cornamenuto (natel 3akimtoueHus JloroBopa o0
ucnions3zoBanun JIbO). B crmydae Hecormacus c
W3MEHEHUsAMH, BHOCUMbIMU B CorjamieHue,
Kimmentr BmpaBe pactoprayrts CornameHue B
OJIHOCTOPOHHEM MOPSJKE /10 BCTYIUICHUS! TaKUX
W3MEHEHUH B CHITY B TIOPSIIKE, YCTAHOBIIEHHOM B
11.10.4 Cornamenus.

12.8. B cnydae, eciaum 10 BCTYIUIEHUSI B CHIY
OImyONTMKOBAaHHBIX baHKOM W3MEHEHW! W/mim
NOTOJHEHUN, BHeceHHbIXx B  (CorjamnieHue,
Cornamienue He  pacTopryro, CTOpoHBI

10 (ten) calendar days before the amendment
effective date. The notification period
specified herein may be reduced by the Bank
in the event of amendments to the Agreement
due to changes in the laws of the Russian
Federation.

In the event of changes in the laws of the
Russian Federation, the Agreement shall apply
to the extent it does not contradict the laws of
the Russian Federation until amended by the
Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who
have joined the Agreement of any
amendments hereto by publishing an
information letter, as well as the full text of
the amendments on the official website of the
Bank in the Internet at: www.evrofinance.ru.
In addition to the above notification method,
the Bank may, at its own discretion, use other
ways to inform the Client.

The moment of publishing the Agreement,
Tariffs, and information for the Clients’
reference, as well as the moment of the
Client’s review of the Agreement, Tariffs, and
information for the Clients’ reference shall be
deemed the time when they are first posted on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the
Contract on the Use of RBS). In case the
Client disagrees with the amendments to the
Agreement, the Client may terminate the
Agreement unilaterally before such changes
take effect in the accordance with the
procedure established by p. 10.4 of the
Agreement.

12.8. If the Agreement is not terminated
before the effective date of the amendments
and/or supplements to the Agreement
published by the Bank, the Parties shall deem
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MPU3HAIOT, YTO YyKa3aHHblE H3MEHEHUS W/WiH
normonHenuss B CornameHue — TPUHATHI
Kimmentom.

12.9. baHk He HeceT OTBETCTBEHHOCTH, €CJIH
nHpopmarus 06 U3MEHEHUN W/WUJIN JTOTIOJTHCHUH
Cornamenus, OmyOJMKOBAaHHAS B IMOPSAIKE U B
CpoKkH, ycTraHoBieHHble CornameHnueM, He Obuia
MOJIydeHa W/WIM W3Y4YeHA W/WUIM TIPABUIBHO
uctonkoBana Kiuenrom.

12.10. Cnucok IlpwioxeHuil, SBISIOMIMXCS
HeoTheMyIeMOi yacThio CoraneHus:

- [Ipunoxxerune Nel «TpebGoBaHus K ammapaTHO-
MIPOTPaMMHBIM CPEJICTBAM.

- [Ipunoxenune Ne2 «Crioco0n1 JIOCTaBKU
uHpOpMALHN.

- [Ipunoxenne  Ne3  «llopsimox  paszbopa
KOH(MITMKTHBIX CHTYAIH».

- Ipunoxenne Ned  «TpeGoBanusi 1O

MH(POPMAIIMOHHOHN 0€30MaCHOCTH.
- Ilpunoxxenne No5 «Jlanubie o Bianenbie
cepTudukara Kiaroqa nposepku IlD».
- [Ipunoxxenune Ne6 «AKT NPU3HAHUS OTKPBITOTO
kimova (ceprudukara) s oOmMeHa
COOOILIEHUAMM.

such amendments and/or supplements to the
Agreement accepted by the Client.

12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in
the manner and within the period established
by the Agreement has not been received
and/or studied and/or correctly interpreted by
the Client.

12.10. List of Annexes, constituting an
integral part of the Agreement:

- Annex No. 1 «Requirements to hardware and
softwarey.

- Annex No. 2 «Means for the delivery of
informationy.

- Annex No. 3 «Procedure for the resolution of
conflict situationsy.

- Annex No. 4 «Information safety
requirements.
- Annex No. 5 «Information on the ES

Verification Key Certificate Holder ».
- Annex No. 6 «Act of acknowledgement of the
public key (certificate) for message exchange».
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Hpunioxenne Nel

k CoryameHunio 00 HCIOJIL30BAHNH 3JICKTPOHHOM
CHCTeMbl JMCTAHIHOHHOI0 0AHKOBCKOI'0
00CJIyKUBAHMS

No oT « » 20 1.

TPEBOBAHMUS K AIIITAPATHO-
MNPOI'PAMMHBIM CPEACTBAM

1. Onepanuonnas cucrema Windows 7 u
BBIILIC.

2. bpayzep Internet Explorer Bepcun 9.0
WJIN BBIIIE (TOJIBKO JUIS YCTAaHOBKH paboOdero
Mmecta Knuenra mnoacucrtemsl «HTepHET
KieHT-6aHK»).

3. Hanuumne moJkIIF0O4€HHOTO CETEBOr0 WIIU
JIOKaJIbHOTO IIPUHTEPA.

4. Hannume noaxiroueHus kK cetu Internet.
5. Microsoft Word Bepcuu He Himke 97 wnu
OpenOffice Bepcuu e Hiwke 2.3.0.

6. ITepen YCTaHOBKOM CUCTEMBI
HEOOXOIMMO YCTAaHOBUTH MPOrPAMMHOE
obecrieueHue Cpencrna 3aLUTHI
uH(pOpMaLIUH.

7. Tlpu  oOmene  wuHpoOpMarmed ¢
Oyxranrepckumu cucreMamu (manee - bBC)
«1C», «Ilapyc», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX ~ €CTh ~ BO3MOYKHOCTH  OKCIIOPTa
JIOKYMEHTOB B TEKCTOBBIH dbopmar,
HEOoO0XO0aMMO, 4YTOOBI (opMaT JaT M YHCel
UMIIOPTUPYEMBIX ITOKYMEHTOB COOTBETCTBOBAJI
dopmaraM JaT W YHCEN, 3aJaBaeMbIX B
PErHOHAJbHBIX ~ HACTPOMKAX  ONepaloOHHOM
CHCTEMBI KOMIIBIOTEPA.

8. B pEruoHaIbHbBIX HAaCTpPOMKax
OTIEPAIIMOHHONM  CHUCTEMBI  KOMIIBIOTEpA
dopMaT naT JIOJDKEH HCIIOJNB30BAThCA
JAMMITIT.

9. B pEruoHaIbHbBIX HAaCTpOMKax
OTICPAIIMOHHONW CHUCTEMBbI KOMIIBIOTEpA B
KaueCTBE JCCATUYHOTO pa3JeiaUTeNsl YUCE
U CyMM JOJDKHA HCIIOJIb30BaThCA TOYKA
(«.»).

10. ODBC-npaiisep MS Access (TOIBKO st
ycTaHoBKH ~ pabouyero  mecra  Kimenra
noacuctemsl «KimeHT-0aHKy).

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer v. 9.0 or
higher (only for installation of the Internet
Client-Bank subsystem on the Client’s
workstation).

3. Availability of connected network or
local printer.

4. Internet connection.

5. Microsoft Word 97 or higher, or
OpenOffice 2.3.0 or higher.

6. The Information Security Products
software must be installed before installing
the System.

7. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of
imported documents must coincide with the
formats of dates and numbers set in the
regional settings of the computer operating
system.

8. The date format in the regional settings
of the computer operating system must be
DD.MM.YYYY.

9. In the regional settings of the computer
operating system, a dot (.) must be used as a
decimal separator in numbers and sums.

10. ODBC-driver MS Access (only for
installation of the Client-Bank subsystem
on the Client’s workstation).
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Ipniaoxenue Ne2

Kk CoryameHuio 06 UCMOJb30BAHUH
3J1eKTPOHHOI CHCTEMBI JUCTAHIMOHHOT0
0aHKOBCKOT0 00CIYKUBAHUS

Ne oT

« » 20 1.

CIIOCOBbBI JOCTABKH HHOOPMALIMHN

1. Padora OCyLIeCTBJIACTCS yepes
BbIJICJICHHOE NMOAKJIIOYCHHE K CBOEMY
nposaiaepy yciayr cetu «MHTepHEeT» — CHOCOO
A0CTABKHM MHGOPMAIINH HA PYCCKOM fI3BIKe.

ITapaMeTpsl MOIKIIOYEHHS B CIIydae
WCIIOJIb30BaHUS
- moacucteMbl «KimueHT-baHk»: OTKPBITHIE
TCP moprtet 1024, 1400 na IP anmpec
91.227.169.45
- moacucteMbl «Muatepuer Kiuent-banky:
otkpbiTele TCP mopter 80, 443 Ha caiiT
https://online.efbank.ru  wmm 1P agpec
91.227.169.146
[NapameTpsl MOAKIIOUEHUS MOTYT OBITh W3MCHEHBI
n  coobOmensl  Knmenty B HHCbMEHHOM
YBEAOMJIIEHMM  WJIM  HampaBieHel  KimeHnty
nocpenctBoM CHCTEMEL.

Hactpoiika KianeHToM JaHHOH TPaHCIOPTHOM

Annex No. 2

To the Agreement on the use of an electronic
system for remote banking services

No. dated

20

MEANS OF DELIVERY OF
INFORMATION

1. Work is carried out through a dedicated
connection to your Internet service provider —
means of delivery of information in Russian.

Connection parameters when using

- Client-Bank subsystem: open TCP ports 1024,
1400 to IP address 91.227.169.45

- Internet Client-Bank subsystem: open TCP
ports 80, 443 to website https://online.efbank.ru or
IP address 91.227.169.146

Connection parameters may be changed and

communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism

independently at the workstation according to

2. Work is carried out through a dedicated

CXE€MbI _OCYILECTBJISETCH HAa pado4yeM MecTe
CaMOCTOSITEJILHO COIJIACHO TpeooBanusaM | the provider’s requirements.
nposaiigepa.
2. PaGora OCYIIIECTBJIAETCS yepe3
BbIJEeJIEHHOE MOAKJII0YEeHHe K CBOEMY

nposaiiaepy yciayr cetu «MHTEepHeT» — CImOCOO
A0CTAaBKHM MH(OPMAIUM HA AHTJIHIICKOM fA3bIKE.

[Tapamerpsl monkmtoueHus: OTKpeIThie TCP
MOPTHI 80, 443, 8443 Ha calT
https://dbo.efbank.ru/online  wmu  IP  aapec
91.227.169.132

[NapameTpsl MOAKIIOYEHUS MOTYT OBITh W3MEHEHBI
u  coobmensl  KimeHty B NHCEMEHHOM
YBCAOMIICHUHN 501041 HaIrpaBJICHbI KHI/ICHTy
rocpenctBoM CHCTEMEL.

Hactpoiika KiaueHTOM JaHHOH TPAHCHOPTHOM

connection to your Internet service provider —
means of delivery of information in English.

Connection parameters: open TCP ports 80,
443, 8443 to website https://dbo.efbank.ru/online or
IP address 91.227.169.132

Connection parameters may be changed and

communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism

cxeMbl OcCvIecTBJseTcss Ha padoyem Mmecte | independently at the workstation according to
CaMOCTOSATEJIbLHO COIJIACHO TpedoBanusaM | the provider’s requirements.
nposaiigepa.
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Ipnioxenne Ne3
Kk CorJiameHuIo 06 HCMOJIb30BAHUH YJIEKTPOHHOM
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0

00CJIyKUBAHMS
Ne OT « » 20 1.
HOPANOK PASBOPA KOH®JIUKTHbIX

CUTYALIUN

1. O0mue 1MoJI0KEeHHU

1.1. Huxe IIPUBEJICH IIEPEYECHb
KOHQUIMKTHBIX ~ CUTyaUMd 1O  IOBOAY
UCIOJIHEHUSI DJIEKTPOHHBIX JOKYMEHTOB

(mamee - «/loxymeHTOBY),
paccMaTpUBaEMBbIX TEXHUYECKOU
KOMUCCHEN, JEUCTBYIOLEW B COOTBETCTBUHU
c MOPSAIKOM, MPEAYCMOTPEHHBIM
CornamieHueM:

- JokymeHTt wucnonHeH, a KuueHr
yTBEpXKAAeT, 4To [JOKyMEHT He mochuIal U
HE ITOANNCBHIBAIL,

- KumeHT yrBepKAaeT, 4TO OH HalpaBUI
JoxymeHT, a JIOKyMEHT HE HCIOJHEH,
mpu4deM, 10 yTBepxkaeHuto KimeHra, ot
banka [IOJIy4YeHa Ksuranuus 00
UCIIOJIHEHUH;

- KimeHnt yrBepkaaer, 4To OH HalpaBUII
onvH JIOKYMEHT, a MUCIOJHEH JApYrou
JIOKyMeHT;

- JApyrue KOHQIUKTHbIE CUTYalUH.

1.2. Tlpu pa3pemnieHuu CHOPHBIX CHUTYaIHii
CropoHBI 00s13yI0TCS  PYKOBOJICTBOBATHCS
CJIEIYOIMMH NTPUHIIATIAMM:

- CropoHa-nosyyaTelb o0s3yercs
MIPU3HATHh TOJJIMHHBIM M JCHCTBUTEIBHBIM
JIOKyMEHT, NEepelaHHbli €H I0CPEACTBOM
CucreMbl u MMEIOIIUIH OIl,
c(OPMHPOBAHHYIO Ha 3aKpbITHIX KIIIOYax
CTOpOHBI-OTIIpAaBUTENS, TOPU  YCIOBHH
MI0JIOKUTEIIBHOTO pe3yibpTaTa npoBepku 11
Ha COOTBETCTBYIOIIMX OTKPBITBIX KIIFOUaX;

- CTOpOHa-oTIIpaBUTEIb o0s3yercs
MpU3HaTh TOJUIMHHBIM (TIE€PEIaHHBIM €10
nocpenctBoM CUCTEMBI) U AEHCTBUTEIbHBIM
JIoKyMeHT, WMEIOITHH OIl,
c(OPMHPOBAHHYIO Ha €€ 3aKPBITHIX KIII0YaX,
IIPY YCIIOBUHU IOJOKUTEIBHOTO PE3YJIbTATA
npoeepkn Ol  Ha  COOTBETCTBYIOIIHX
OTKPBITHIX KJIFOYaX;

- OTBETCTBEHHOCTb  BO3JIaraercs  Ha
Cropony-otnpaButens, Ipd  IOJYyYECHUH
CropoHoii-nosryyaTesnem JIO3KHOTO
JlokyMeHnTa ¢ ycnemHo noaaenaHHon OIl,

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20
PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not
sent and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the
Client, Bank provide a confirmation receipt
for the above document;

- The Client asserts, that he sent one
Document, but a different Document was
performed,

- other conflict situations.

1.2. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has a Electronic
Signature, formed on the closed keys of the
Sending party, subject to the positive result
of the Electronic Signature verification on
the corresponding open keys;

- Sending party undertakes to
acknowledge as authentic (transferred
thereto through the System) and valid the
Document which has an Electronic
Signature, formed under its private keys,
subject to the positive result of the
Electronic Signature verification on the
corresponding open keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
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Tak Kak B 93ToM ciydae CropoHa-
OTIIPaBUTENbF HE obecrevmiia COXPaHHOCTh
3akpbIThiX Kitoueit JI1.

1.3. Croponsl IIPU3HAIOT, 4TO
MaremMaTuyeckue cBoiicTBa airoputma Ol
rapaHTUPYIOT HEBO3MOXKHOCTh  IMOJICIIKH
sHaueHus  OII  mroObIM  JIMIIOM,  HE
00J1a/1al01UM 3aKPBITHIM KJIFOYOM TOJIITUCH.

1.4. CTOpOoHBI JOJIKHBI MPEICTaBUTh
KOMHCCHH CIIEAYIOIINE MaTePUAIIbI:

— Hocurenn uHpopMarmu ¢ (dainamu,
COJIEpXAIIMMHU  BBITPY>KCHHBIE U3
CucremMbl TyTeM  HCIOJIb30BAHMS
¢dyHkuuoHana «BeIrpy3ka JaHHBIX
JUISL TIPOBEPKU TMOAMUCH» CIHOPHBII
JIokyMeHT, a TakKe pacredyaTaHHBII
n3 Cucrtemsl cliopHbIi JIOKyMEHT win
Ksutanuuio ©Ha Hero. Omnwucanue
MpOLIEAYPbl BBITPY3KM JaHHBIX JUIS
MPOBEPKU TOAMKHCH TIPUBEACHO B
Jloxymenranuu;

— TMOANHUCaHHbIE COOCTBEHHOPYYHBIMHU
MNOJAIUCSAMU  YIIOJTHOMOYEHHBIX  JIMIL
Kinenra u banka opuruHansl AKTOB

MpPU3HAHUS OTKPBITOTO KJII04a
(ceptudukara) TUTSt obmeHa
coobuienusamu  (IIpunoxenneNe6 «k
Cornamnienu);

— Hocutenb ¢ Kmowamum  Cpencts

3aUThI HH(OPMAIIHH.
1.5. TIpoBepka NOUIMHHOCTH DJIEKTPOHHOIO
JOKYMEHTa OCYLIECTBIIETCA TMOCPENCTBOM
nporpammbl  OpenSSL.exe.  Omucanue
IIPOrpaMMBbl IIPUBEJIEHO B JOKYMEHTAlMU Ha
ouIManbEHOM caiiTe pazpaboTuvKa B CETH
«UuTepuer»: http://openssl.org/docs/.

2. Ilpoueaypa npoBepKH NOMJIMHHOCTH

the Sending party did not assure the security
of the Private Electronic signature keys.

1.3. Parties agree that the

mathematical features of the Electronic

signature algorithm, guarantee impossibility

of falsification of the Electronic Signature

value by any person, who does not possess
the private signature key.

1.4. Parties must  present

following materials to the committee:

— data carriers with the files, containing

the disputed Document downloaded

from the System through the use of

the function «Downloading of date for

the verification of the signature», as

well as the Disputed document printed

from the system or the Receipt

received for it. Description of the

procedures for the downloading of

the

date for the verification of the
signature is provided in the
Documentation;

— original copies of the Acts of

acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
signed  with  the  handwritten
signatures of the authorized persons
of the Client and the Bank;
— carrier with the Keys for
Information Security Products.
1.5. Verification of the authenticity of an
Electronic document is conducted through
the OpenSSL.exe application. Description of
the application is shown in the
documentation at the official website of the
developer, on the Internet:
http://openssl.org/docs/.

the

2. Procedure for the verification of the

JICKTPOHHBIX IOKYMEHTOB

2.1. lns pa3dopa KOH(DIUKTHBIX CHUTyaluid
TEXHUUYECKAs KOMUCCHS BBITIOJIHAET
CIeAyIoIMe NEUCTBUSA:

— 1npoBepseT NoMHHOCTH OIl mox
BBITPYKEHHBIM CIIOPHBIM
JIokyMEeHTOM C  HCHOJIb30BAaHUEM
Otkpeitoro ximoua OIII  CropoHsl-
OTIIPAaBUTENSI JAHHOTO JIoKyMeHTa;

— TpoBepsieT COOTBETCTBHE

authenticity of the Electronic documents.
2.1. For the resolution of conflict situations

the technical committee performs the

following:

— verification of authenticity of the
Electronic  Signature  on  the

downloaded disputed Document with
the use of a Public Electronic
Signature Key of the Sending party of
the given Document;

— verification of conformity of the
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9K3EMIUISIPOB  AKTOB  TIPU3HAHHS
OTKPBITOTO KItoua (cepTudukara) s
obmena coobmenusmu (ITpunoxenue

Ne6 K Cornanienuo)
npenoctaBieHHblx  CTopoHamMu B
coorBerctBUM ¢ 1.1.4. Ilopsnka

paz0opa KOH(PIMKTHBIX CUTYaIUi;

— CBEpseT COOTBETCTBUE  KITFOUEBBIX
HOJIeH OTKPBITOIO KI04a M3 AKTOB
NpU3HAHUS OTKPBITOTO KJIFo4a
(cepTudukara) TUTS oOMeHa
COOOIIECHUAMU c pacredaTKon
IIPOTOKOJIA IIPOBEPKHU Oll,
HOJTY4EHHOM pu TIOMOIIH
nporpammbl OpenSSL.exe.

2.2. PesympraThl  palbOTBHl  TEXHUYECKOH

KOMHUCCHH OTPa)KalOTCAd B aKTe, MOAMUCAHHOM
BCEMH WICHAMM TEXHMYECKOHM KOMMCCHH.
YiteHBl TEXHUYECKOM KOMHUCCHH, HE COTIACHBIC
C BBIBOJAMU OOJIBIIMHCTBA, MOJIUCHIBAIOT aKT
C BO3PAKECHUSIMH, KOTOPBIA MpUJIAraercs K
OCHOBHOMY aKTy.

copies of the Acts of
acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
provided by the Parties as per p. 1.4
of the Procedure for the Resolution of
Conflict Situations;

— reconciliation of the key fields of the
public key from the Acts of
acknowledgement of the public key
(certificate) for message exchange
with the printed out ES verification
protocol from OpenSSL.exe.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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MMpuno:xenune Ned

Kk CorJiameHuIo 06 UCNOJIb30BAHUH IJT1eKTPOHHOI
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0
00CJIy)KUBAHMS

Ne OT « » 20 .

TPEBOBAHUS IO UH®OPMAILMOHHOM
BE3OIIACHOCTH

s MUHUMU3ALUN PHUCKOB

HECaHKLMOHUpPOBaHHOro nocrtyna k Cuerawm,

cuery mo Bkiaxy (memosuty) Kiumenrta co

CTOPOHBI 3JI0YMBIILIJIEHHUKOB u

KOMITPOMETAIlMM  KJII0YEBOM  HHQpOpMaINH,

bank  HacrodarenbHO mpocur  KimeHTOB

coOIroaaTh CleayoIne MEpbI

MH(POPMAIIMOHHOMN 0€30MaCHOCTH:

e BrbienuTh KOMIBIOTEp, KOTOPBI He Oynmer
HCIIOJIb30BaThCS B MHBIX LIEJIAX, KPOME Kak
i pabotel B CrucTeMe; HEe OCYLIECTBIATD,
a pu HaJIUYUU TEXHUUYECKOMN
BO3MOXXHOCTH, 3alpEeTUTh BHIXOA B CETh
«HTEepHET» C 3TOr0 KOMIIBIOTEPA HA UHBIE
azipeca, 3a UCKJIIOYEHHEM aJJpecoB CEPBEPOB
banxka.

e OrpaHuuuTh WIM TMOJHOCTHIO 3aMpPETUTH
yYAAJEHHBIH  JOCTYl K  BBIJIECJICHHOMY
KOMIIBIOTEPY € JPYIMX KOMIIBIOTEPOB
JokanpHOM  cetn. He  mcmons3oBarth
CPEICTBa yNAJICHHOIO aJMUHUCTPUPOBAHHUS
Ha  BBIJEGIIEHHOM  KoMmmbtotrepe. Ilpu
HaJIMYUU TEXHUYECKUX CPEICTB, IOMECTHUTH
BBIICJICHHBIH KOMITBIOTEP B  OTIENbHYIO
CeTb,  KOHTPOJHMPYEMYIO  MEXCETEBBIM
9KpPaHOM U CUCTeMaMU OOHapYXEHHs aTak.

e 3aMEHUTh BCE€ CTaHAAPTHHIE IAPOJIH,
3aJlaHHble Tpu  ycraHoBke CucTeMbl, Ha
YHUKaJIbHbIE COOCTBEHHBIE, IPOU3BOAUTH
MEPUOJNYECKYI0 CMEHY Mapoiieil (He pexe
OJTHOTO Pa3a B TPU MecALa).

e lcnonp3oBaTh Ha TMOCTOSHHOM OCHOBE
aHTUBHUPYCHOE IpOrpaMMHOE obecreueHue
C MoceIHeN aKTyaabHOU Bepcueil 0as.

e PerynmsipHo (He pexe OIHOroO pas3a B
HEJIEIII0) BBITOJIHSTD AHTUBUPYCHYIO
IIPOBEPKY TUIS CBOEBPEMEHHOI'0
oOHapyXeHHsI BpEJOHOCHBIX MPOTrpamMmM.

e lcnons3oBarh Ha KOMIIBIOTEPE
UCKITIOYUTENIbHO JTUIEH3UOHHOE
porpaMMHoOe obecrieueHue.

e PerymsapHo (He peke OAHOrO paza B Mecsll
uiy 1o (pakTy myOIuKaIi) yCTaHABJINBATh
OOHOBJICHHS OTIEPALIMOHHOMN CUCTEMBI.

Annex No. 4
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of unauthorized
access to the Client’s Accounts by law
violators and the compromise of key data, the
Bank strongly recommends its Clients to
comply with the following information safety
measures:

e To choose a computer that shall be used
solely for the purpose of working with the
System; not to access the Internet from such
a computer and, if possible, to prevent all
Internet connection from such a computer,
except for the connection with the Bank
services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

e To replace all default passwords set out at
the moment of System installation with
unique passwords; to change passwords
regularly (not less than once in three
months);

e To constantly use anti-virus software with
the latest versions of databases;

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not later than once a month or upon
launching);
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[IpoBeputsh rpynny «AIMHUHUCTPATOPHD> HA
BBIJICJICHHOM  KOMIIBIOTEpPE,  HCKIIOYUTH
BCEX PSAOBBIX TIOJb30BaTelied M3 OITOM
rpymisl, He padoTtaronux ¢ CHCTEMOH.

[Ipy HanMUUM TEXHUYECKOW BO3MOXKHOCTH,
Ui TIONIb30BaTeNiei, paloTarommx ¢
Cucremoii, co3aTh OTAEIBHYIO TPYMIIOBYIO
MOJIUTHUKY, Pa3pelIaloIIyi0 3alyCK TOJBKO
OTIpeICTICHHBIX MPUIOKEHHIH.

Jna  nmoctyma k- cepepam  banka
HCIIOJIb30BaTh TOJBKO 3aBEJJOMO M3BECTHBIC
Bawm anpeca unrepner cepBepoB banka.

B chnygae oTcyTCTBUSL  BO3MOKHOCTH
TIOJIKITFOYCHUS K cepBepy banka
HE3aMeUINTEIbHO  COOOIIATh TOM
banky.

XpaHuTh B Oe3omacHOM MecTe (B ceiide) u
HUKOMY HE TepelaBaTh HOCHTEIH C
KJIFOYeBOM HMH(pOpMaIeii, o0ecreuynB K
HUM JIOCTYII TOJBKO YIIOJTHOMOYEHHBIX JIUII.
Hukorna He ocCymecTBIATH KOMUPOBAHHE

00

3aKPBITHIX (CEeKpeTHBIX) KJIFOUEH
JIEKTPOHHOM TOJAMMCH Ha  JIOKAJbHBIN
JKECTKMA JUCK KOMIBIOTEpa, Jlaxke C

MOCTIEIYIOIUM €r0 yaJIeHUEM.
Perynsapuo (He pexxe 0HOTO pa3a B MeECSIT)
IIPOBEPSATH LIEJIOCTHOCTh KITFOYEBBIX
HOCHTENIEH, MPOBOS MPOBEPKY HATMYMS Ha
HUX (hallyIOB 3JEKTPOHHON MOIHCH.
CBoeBpeMEHHO (B COOTBETCTBMM  C
ycaoBusmu  CornamieHus)  NPOBOAUTH
[1nanoByto cMeHy pabounx KIHOYeH.

He ocTaBnaTh HOCHUTENM C KIIOYEBOH
uHpopmanuei 6e3 mpucMoTpa, NOJKIYATh
UX K KOMIBIOTEpY TOJBKO Ha BpeMs
UCMOJb30BaHUS M HE3aMEJUIMTENbHO HX
OTKJIIOYATh MOCIIE MPOBEAEHHS] OaHKOBCKHUX
ornepauuii. Ilpu octaBneHun paboyero
Mecta Cucrembl 0e3 mpucMoTpa Bcerjaa
OJOKMpOBAaTh JKpaH C  MOCIETYIOUINM
BBOJIOM MapoJIst IS €ro pa30I0KUPOBKH.
[Ipon3BoNTh HE3aMEUIUTENIBHYIO 3aMEHy
KJIFOUeH 3JIEKTPOHHOM MOJIHUCH B Cllydae uxX

KOMIIPOMETAllMd WM  TOAO3PEHUH  Ha
KOMITPOMETAITHIO.
CBOEBpEMEHHO yCTaHaBJIUBATh BCE

oonosieHust CUCTEMBL.

He ycranaBnuBaTh OOHOBICHHUS, a TAKXKE HE
OTKPBIBaTh CCBUIKH B ITOYTOBBIX
COOOIICHHUSX, MTOJYYCHHBIX OT UMeHH baHka
[0 D3JIEKTPOHHOM I0YTE; TOJIYYHB TaKOE
cooOIIeHre, He3aMEIMTEILHO COO00IIaTh

To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store data carriers with key information
in a safe place (a vault), never to transfer
them to third parties, to limit access to them
only to authorized persons;

Never to copy private (secret) digital
signature keys on the local hard drive of the
computer, even in case the copies are
deleted immediately;

Timely (according to the terms and
conditions of the Agreement) perform the
Planned change of Operational Keys;

To check the integrity of key carriers and
the presence of digital signature files on
them on a regular basis (not later than once
a month);

Not to let the carriers of key information
unattended; to connect them to the computer
only for the time of use and immediately
disconnect after the completion of banking
operations. In case a work place with the
System is left unattended, to block the
screen and to use a password for its further
unlocking;

e To immediately replace digital signature

keys in case of their actual or alleged
compromise;

e Timely update the System;

Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such e-
mails;
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00 sTom banky.

E>xeniHEeBHO, B T€UEHHUE OINEPALMOHHOTO THS
banka u no oxonHuyanuu PabOouero mus,
OCYIIECTBISITh JIONMOJHUTEIBHBIA BXOJ B
Cucremy Il KOHTpOJIA  MEpeuHs
UCXOJSIINX JTOKYMEHTOB 33 TEKYIIUU JCHD.
I[Ipu  oOHapyXeHUU  MOJO3PUTEIBHBIX
JOKYMEHTOB, He3aMeUTUTEIbHO
oOpamiathcs B baHk.

B cinywae mnonospeHud Ha 3aMelNiieHUE
paboThI KOMIIBIOTEpa OTKJIFOYUTH
KOMIIBIOTEP (PU3HUECKU OT JIOKAJIBHON CETH
nu ceru «UuTepHer» U 0OpaTUTBCS K
CHCTEMHOMY aIMHHHCTPATOPy € MPOCHOOit
0 HEOOXOAMMOCTH TPOBEICHHUS IOJIHOM
AHTUBUPYCHOW TIPOBEPKU CKaHUPOBAHUEM
Bcex (pailyioB ¥ MaMaTH KOMIBIOTEPA.

B ciy4ae, eciu WHLUJICHT
nH(OPMALIMOHHONW OE€30MacHOCTH BCE IKE
IIpOM30LIeN, HU B KOEM Clly4ae He

BBIKJIIOYATh KOMIIBIOTEDP, & OTKJIKOYUTH €r0
(U3MYECKN TOJBKO OT JIOKAJIBHOH CEeTH W

ceTu «HTEpHETY, HE3aMeIJINTEILHO
00paTUTHCS K CUCTEMHOMY
aJIMUHHUCTPATOPY u COOOIIUTH 00
WHIMACHTe B bBaHK g TpoBeICHUS

OIICPAaTUBHOI'O PACCICHOBAHUSA WU IPUHATUSA

HEO0OXOMMBIX Mep TUTSt cbopa
JI0Ka3aTeNbCTB.
B ciiydae BBISBICHUSA Knuentom

MOO3pUTENbHBIX onepanuii B Cucreme
HEe3aMeINTEILHO COo00Iare 00 JTOM B
bank.

To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a banking
day and at its end. In case of detection of
any suspicious documents, to inform the
Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator,;

In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident in order
to carry out on-the-spot investigation and
take measures to collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.
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Hpniaoxenne Ne S
Kk CorJameHu10 00 UCMOJIb30BAHUM 3JI€KTPOHHOM CHCTEMBbI
JUCTAHIIUOHHOT0 0AHKOBCKOI0 00C/Iy:KMBAHUSA

Ne 0T « » 20 1.
Annex No. 5
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
DOPMA
FORM

JAHHBIE O BJIAJJEJIBIHE CEPTU®UKATA KJIIOYA ITPOBEPKH 311
INFORMATION ON THE ES VERIFICATION KEY CERTIFICATE HOLDER

HaumenoBanue OpraHusanvu — Bna]:[em,ua CepTPId)PIKaTOB KJIF0uei
Organization — Key Certificate Holder

YnonHomoueHHbli npeacraButens Kimenta - ®@amunus Mms OtuectBo
Authorized Representative of the Client - Full name

[NacnopT/ynocroBepeHue JTUIHOCTH No BbIJIaH
Passport/ identity card Cepus Homep issued on
series number

KEM BbIIaH HaCHOpT/yZ[OCTOBepCHPIe JINYHOCTHU

Issued by/ID
JaTa BbIIa4n MECTO U JaTa pOXKIACHUSA
Date of issue place and date of birth

aJipec MECTa KUTEIbCTBA (PErucTpaIun)
Residence address (registration)

I'paxxnancTBO neHTHGHUKAINOHHBIH HoMep Haoromtarensmuka (MHH)
Citizenship (Tipu €ro HaJIKUYKH, IPH €r0 OTCYTCTBUH - YKA3aTh «OTCYTCTBYET»)
taxpayer's identification number (INN)
(if available, if not available - indicate «not available»)

JaHHbIC MI/IFpaL[PIOHHoﬁ KapTHI.
Migration card information

Jlorun (6-10 cuMBOIIOB):
Login (6-10 symbols)

HpaBo IMOAIMMUCH JOKYMCHTOB: CAMHCTBCHHAA, I€pBadA, BTOpal, oe3 IpaBa IoANMnuCHu
(HeHY)XHOE 3a4epKHYTb)
Right to sign the documents: single, first, second, without the right to sign documents
(delete as applicable)

IosHoMouns npu HaaM4YuM npasa noanucu: noanucanue Il Bcex DIeKTPOHHBIX TOKYMEHTOB,
npenycMotTpeHHbix CorsamenneM, HanpasisieMbIX Kinenrom B bank nocpencreom Cucremsl.
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Authorities, in case of availability of the right of signature: signing with the Electronic signature of
all the Electronic documents, as provided for by the Agreement, directed by the Client to the Bank
through the System.

IMotHOMOUYMS «0€3 mpaBa MOAMMCH»: BXO B CHCTeMy, co31aHue JIOObIX JJIeKTPOHHBIX JOKYMEHTOB,
NpeayCMOTPEHHbBIX CoramenueM, YCTAHOBJICHUE 3allIUIIEHHOI 0 coeuHeHnsl ¢ BankoMm 11 mpuema
Hu OTIIPABKH JI00BIX 3JIeKTp0HHl>IX AOKYMEHTOB, MOANMUCAHHBIX Y101HOMOYEeHHBIMH
NpeacTaBUTEIAMHA Kiauenra.

Authorities «without right of signature»: log-in the System, creation of any Electronic documents,
provided by this Agreement, establishment of protected connection with the Bank for receiving and
sending of any Electronic documents signed by the Authorized Representatives of the Client.

(HOL[HHC]: V110JIHOMOYEHHOT'O
npezncrasurens Kinenra)
(signature of the Authorized
Representative of the Client)

PykoBoautens
Director:
/ /
(momnucek) (®.1.0.)
(signature) (Full name)
M.II.
Stamp here
OtMerku banka
Bank mark

AnmunucTpaTop (3amectutens aamunucTparopa) C3U banka
IPF Administrator (deputy administrator) of the Bank

/ /
(roxmucs) (©.11.0.)
(signature) (Full name)

(nara nomy4enus JIaHHbBIX)
(date of receipt of the Information)
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Hpuioxenue Ne 6
Kk CoryameHuro 06 UCIOJb30BAHUM 3JIEKTPOHHOM CHCTEMBI
AUCTAHIMOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUS

Ne 0T « » 20 1.
Annex No. 6
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
OOPMA
FORM
AKT
NPU3HAHUS OTKPBITOro KJIK04a (cepruduxara)
JJIS1 00MEeHa COO0IeHUIMHU
ACT
of acknowledgement of the public key (certificate)
for message exchange
« » 20 T.

Hacrosimum AKTOM NpU3HAETCS KIFOY IMPOBEPKU JICKTPOHHOM MOANUCH U OTKPBITHIH KJIFOY IIU(POBAHMS,
MpUHAATISKAIIUN YIOTHOMOYEHHOMY npecTaBuTento Kinnenra:

The electronic signature verification key and public encryption key of the authorized representative of the
Client is acknowledged by this Act.

Csenenns o Kinnenre:
Details of the Client:
1. HaumenoBanue:

Name

2. MecTo HaxX0XKIECHHUS:
Location

3. Ten 4. dakc
Tel. Fax

CBeZ[eHHH 00 YII0JTHOMOYEHHOM IpeaACTaBUTEJIC Kiauenra:
Details of the Authorized Representative of the Client:
1. ®damunus, UMs, OTYECTBO:

Full name
2. VYnmocroBepeHHE THIHOCTH/TIACTIOPT: CEPUU Ne R
ID/passport: series
BbIJAH «_ » T
issued on

3. Mecro u fara poxIeHus;
Place and date of birth
4. Anpec MecTa KHUTEITbCTBA (PETHCTPALIHN):

Residence (registered) address

5. T'paxxmgaHCTBO:
Citizenship
WHH (nipu ero Hanu4uu, Mpy €ro OTCYTCTBHH — YKa3aTh «OTCYTCTBYET»)
Taxpayer Identification Number (INN) (if available, if not — specify “none”)
JIaHHbIE MUTPALIMOHHOMN KapThl
Migration card information

JInunas noanuce YnoiHoMo4deHHOTo nipeactaBuTels Kinuenra
Personal signature of the Authorized Representative of the Client

IlapaMeTpsl KJaK0YA:
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Parameter of the Key:

AuroputM: (YKa3bIBACTCSI AlITOPHTM)
Algorithm (algorithm is specified)
Hauano cpoka neicTBus: « »

Valid from
OxoHYaHHE CPOKA JEHCTBHUS: « »

50

20

20

Valid till

TeKCT OTKPLITOI'O KJKYa:
Open Key text:

JLlonmoJIHUTE/IbHbIE 110J151 OTKPBITOI0 KJIKYa (ceme]_mKaTa)

Additional lines of the Open Key (certificate):

WmMs Bnagenbna Kiaroda:
Name of the key owner:
Kon crpansr:

Country code:

Crpana:

Country:

T'opon:

City:

HaunmeHoBaHue KIKMEHTA:
Name of the Client:

Unentudukarop kinenta B cucreme/identifier of the Client in the System
Hannsie 06 uzparene/Information about the issuer:

Ku1104 3aperucTpupoBaH U MOKeT HCIIOJIb30BATHCA 1J1s1 00MeHA COO0LeHuSIMH.

The Key is registered and may be used for message exchange.

AnMuHHCTpaTOp/3aMecTHTEND
ammunanctparopa CK31 BAHKA/
Administrator/Deputy
Administrator of the BANK’s
information cryptosecurity software

M.IL
Stamp here

PykoBonutens KIMEHTA
Director of the CLIENT

M.IL
Stamp here
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