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YCJIOBUA JMCTAHIIMOHHOTI'O
BAHKOBCKOI'O OBCJIIY KUBAHUA
OU3NYECKHUX JINI TIOCPEACTBOM
CUCTEMBbI EUROLINK
B AO AKBb «<EBPO®UHAHC
MOCHAPBAHK»

TEPMHHBI U OITPEJEJIEHUA

ACII KimenTa — aHasor cOOCTBEHHOPYYHOH HOIIHACH
Knuenta, ymocroBepsromunii (akT CcoOCTaBICHUS U

MOJIUCAHUS ONeKTPOHHOTO JIOKYMEHTa,
nepeaasaemMoro B bank ot wumenn Kimenra c
UCIIOJIb30BaHHEM Cucremsl, YIOCTOBEPSIOIIUI

MO/UIMHHOCTh  TaKOT0  OJEKTPOHHOTO JIOKYMEHTa,
BKJIIOYass BCE €ro o0s3aresNbHble  PEKBU3UTBHI,
MO3BOJIIIOIUI ~ JOCTOBEPHO  YCTaHOBUTh,  UTO
ONEeKTpOHHBIM JOKyMEHT ucxogut ot Kiuenrta. B
kauectBe ACII wucnons3yercst Pa3oBblii ceKpeTHBII
MapoJb.

AyTeHTH(UKALUSA — npoueaypa MIPOBEPKU
noanuHHocTy Knuenta ¢ nomomsto Jloruna, Iaposs,
Bpemennoro mapons, KomoBoro cioBa wWiM HHBIM
crocoooM, MPeyCMOTPEHHBIM YcaoBusaMu.
ITonoxurenbHbIl pe3yibTar AyreHTuduKau
MOATBEPXKIACT, YTO popMUpOBaHKE U Nepenada B bank
DJIeKTPOHHBIX JOKyMeHTOB/oOpalieHue B baHk uepes
Cnyx0y KIHEHTCKOM TOANEPKKH, MPOU3BOIUTCS
camuM Knuenrom.

Bank - AKIMOHEPHBIN KOMMEPYECKHIA
BAHK «EBPO®MHAHC MOCHAPEAHK»
(akmmoHepHOE  00mEecTBO). MeCTO  HaXOXKICHHS:
121099, Poccus, . Mocksa, yi. Hosrit Apbar, a. 29.
I'enepanbnas nuuen3us banka Poccun Ne 2402.

BanwTHble omepanMu — ONEpalUH, SBISIOLIAECS
BAJIFOTHBIMHU ornepanuaMu B COOTBETCTBUHU C
JIEUCTBYIOIIMM  3aKOHOJaTelabcTBOM  Poccuiickoit
®denepanuu.

Bpemennbrii napoJjb - YHUKaJIbHAsI
MOCJIEI0BATENILHOCTD CHMBOJIOB, HampasisieMas
Knuenty bankoM mocpencTBoM cMmc-cooOmeHus Ha
3aperucTpUpOBaHHBIA ~ HOMEp, W  HCIOJb3yeMas
Kinenrom B kauectBe Ilaposns npu mepBoMm Bxoie B
CucrteMy, a TaKKe B CIIy4ac BOCCTAHOBJIEHHS IOCTyIa K
Cucreme mocme Kommpomeramuw/yTpaTsl WA
OJIOKHPOBKH Cucremoit Maposns W/unm
Jlornna/mprocranoBnenus gocryna k Cucreme.

JucTaHnMoHHOe 0aHKOBCKOe O0CIy:KHBaHHE —
npenocTapieHne bankom KiueHTy ¢ ucmonb30BaHIEM
KananoB poctyma BO3MOXXHOCTH Tiepenaun baHky
DONEKTPOHHBIX JIOKYMEHTOB B IEJAX IPOBEICHHS
Onepanwmii, mnpenocraBineHue bankom Kiuenty c
ucrnonb3oBanueM KananoB poctyma wH(pOpMamuud o
MONMY4YeHHBIX B baHke Kpeawrax, pa3MemeHHBIX
CPOYHBIX BKJajgaX, BBINYIIEHHBIX Ha UM Kimenta
0aHKOBCKMX KapTax, octarkax u Omeparusax 1o
Cuerawm, HWHBIX CBeJICHU, MIPEIOCTaBIICHIE
BO3MOXXKHOCTH OCYILECTBJICHUSI TEPEHNUCKUA MEXKIY
bankom u Kimentom c¢ wucnonbszoBanuem Kananos
JlocTyna.

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password, Memorable Word or any other means set
out in the Terms and Conditions. The positive
outcome of Authentication verifies that the creation
and submittal of electronic documents to the Bank/the
application to the Bank’s customer support is carried
out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions — transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or
Login/suspension of access to the System.

Remote Banking Services — rendering by the Bank
to the Client, using the Access Channels, possibility
to transfer to the Bank Electronic Documents for the
purposes of Transactions conduction, and the Bank's
submittal of information to the Client on the credits
obtained in the Bank, opened term deposits, bank
cards issued out in the name of the Client, balances
and Transactions on the Accounts, other information
via the Access Channels, as well as providing
possibility to hold correspondence between the Bank
and Client using the Access Channels.
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Jorosop AUCTAHIIMOHHOTO 0aHKOBCKOI0
oocayxuBanusa (Jorosop) — pmoroBop Mexay
Knuentom u  bBaHKOM, 3aKiIOYEHHBIH  IyTeM

npucoenunenus Kimenra kx  YcnoBusM. Jlorosop
BKJIIOYaeT B ce0s moAamucaHHoe 3asBIEHHE O
NPUCOETUHEHUN K Y CIIOBHSIM, HACTOSIIUE YCIOBHS U
Tapudsr banka.

3asBjieHHEe O TMpPHCOEAMHEHHM K YCJIOBHAM —
MMMCEMEHHOE BOJICH3bsABICHHEe KimenTa 3aKkiIio4YnTH
Horosop.

3aperucTpupoBaHHbIii HOMEpP — HOMEpP MOOMIBHOTO
tenedona, ykazaHHBIH Kiumerrom B 3asgBiIeHHH O
NPUCOCANHEHHUN K Y CIOBUSM WM 3asBJICHHU O CMEHE
HOMEpa MOOWJILHOTO Tele)OHa IS IeTIeH MOMydeHHS
nH(OpMaLUK B COOTBETCTBHH ¢ JJoroBopom.

Unentuduxarop mnojayyarenass CpPeACTB — HOMEp
MoOmIbHOrO Tenedona KimeHTa, TO3BOJISIOLIHIA
OJHO3HA4YHO YCTaHOBHTh Knunenra cpeau

OTIPEeNIeICHHOTO MHOXKECTBa KIMEHTOB B baHke
OTIPENICIIUTh PEKBU3UTHI JJIS OCYIISCTBICHHS IIePeBOIa
JeHexxHbIX cpeactB Knnenty Ha ero Cuer B banke co
Cuera npyroro Knuenra, oTkpeiToro B banke.

Kanan pocryma — xaHaym mnepenadd OJIEKTPOHHBIX
JIOKYMEHTOB, o0ciTy>)KHBaHUe o KOTOPOMY
MIPOM3BOJUTCS c HCIIOJIb30BaHHEM
CHEeIIHATU3UPOBAHHBIX TEXHUYECKUX CpencTB
(UaTepner) ©6e3 ywactus paboTHHKOB banka,
obecrieunBaromuit Knuenram BO3MOXHOCTb
caMoCTOATeNIbHO (DOPMHUPOBATh M IiepenaBath B baHk
OJeKTpOHHBIE JOKYMEHTHl W TIOJy4aThb OT baHka
DJeKTPOHHBIE TOKYMEHTBHI.

Kauent — ¢pusndeckoe o, nmeromee Cyera B banke,
OTKPBITHIC HA OCHOBAHHH JOTOBOpa OaHKOBCKOTO CUETa
(He Kacaromerocs CYeTOB I pPacdeToB  C
UCIIONIb30BaHUEM OAaHKOBCKMX KapT) W/WIH JIOTOBOpa
cyeTa BKJIaJia «J0 BOCTPEOOBAHHMSI.

Kon aocryna - YEeThIPEX3HAYHBIN KOJI,
ycraHaBnuBaeMblii KimeHTOM B MOOWIBHOW Bepcuu
Cuctems! EuroLink, ms 6s1cTpoit AyTeHTH(UKAIIH.

KonoBoe ci10B0 — mocnemoBaTelbHOCTH CHMBOJIOB,
u3BectHas Tojbko Kimenty u banky, ucnomnb3yemast
it Ayrentudukanuun KimeHnTta npu o0ciayXKHBaHUU
yepes Cayx0Oy KIHeHTCKOW momaepxkkn. KomoBoe
CJIOBO MOXKET MCTIOJIb30BAThCS MHOTOKPATHO.

Komnpomeranuss — yrpara KnneHToM KOHTpons Haj
3aperucTpupoBaHHbBIM HOMEPOM, a TaKkKe yTpaTa
bankoM wnnu KiMeHTOM YBEPEHHOCTH B TOM, 4TO
KoHpuIeHnnanpHas napopmarms (Jlorun, Bpemennsrii
napoib, [lapoms, KomoBoe ciioBo) HEe MOXeT OBITH
UCIIOJIb30BaHa TPETbUMH JTHLIAMU.

Jlorun —  yHUKaJbHas TIOCIIEA0BATEILHOCTD
OYKBEHHBIX/IIM(PPOBBIX CHMBOJIOB, MCIOJIb3yeMast sl
Ayrentuduxanun  Kimmenta B Cucreme. Ilpu

peructpanuu Knuenra B Cucreme Jlorun ¢popmupyercst
Bankom B aBTOMaTmueckoMm pexume. B mocneactBuun

Remote Banking Services Agreement (the
Agreement) — an agreement between the Client and
the Bank concluded through affiliation of the Client to
the Terms and Conditions. The Agreement includes a
signed Application on affiliation to the Terms and
Condition, these Terms and Condition, and the Rates
of the Bank.

Application on affiliation to the Terms and
Condition — a written expression of the Client’s will
to enter into an Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on
affiliation to the Terms and Condition or an
Application on changing the mobile telephone
number for the purposes of receiving information
under the Agreement.

Recipient Identifier - a mobile telephone number of
the Client, which allows to unambiguously identify
the Client among a certain number of the Bank Clients
and determine the details for transferring funds to the
Client's account with the Bank from the account of
another Client opened with the Bank.

Access Channel — electronic documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
electronic documents on their own.

Client — a physical entity, holding Accounts in the
Bank opened under the bank account agreement (that
is not related to any settlement accounts with bank
cards linked to them) and/or the "on-demand" deposit
account agreement.

Access Code — a four-digit code set by the Client in
the mobile version of the EuroLink System for fast
Authentication.

Memorable Word — a sequence of symbols, known
only by the Client and the Bank, used for
Authentication of the Client when dealing with the
Client Support Service. The Memorable word can be
multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by
the Bank or the Client with regards to the fact that the
confidential  information  (Login, = Temporary
Password, Password, Memorable Word) cannot be
used by the third parties.

Login — a unique sequence of alphanumeric
characters used for the Client Authentication in the
System. When the Client is first registered in the
System the Login is generated by the Bank
automatically. The Client has the right to later on



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and
http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

Knuent BnpaBe wusmenutrs Jlorun B

YCTaHOBJIEHHOM VcnoBusaMu.

TIOpsIIIKE,

Omnepanusi — He MNpoTUBOpevalnas AeHCTBYIOIIEMY
3aKoHoAaTenbcTBY Poccuiickoii denepanuu onepauus
MO PacHOPSKEHUIO IEHEKHBIMH cpeacTBamMu KineHTa,
ucronHAeMas baHkoM Ha OCHOBaHMM OJIEKTPOHHBIX

JOKYMEHTOB, TIIepEelaBacMbIX B COOTBETCTBUU C
YcaoBusamu.
IMapoas - I10CJIEOBATENHHOCTD CHMBOJIOB,

CaMOCTOSITENILHO co3faHHas KimeHToM, ucnonezyemas
st Ayrentudukanun Kitmenra npu o6¢cykKMBaHUH 10
Kananam poctyna. Ilaponbp MoOXeT HCIOJIB30BaThCA
MHOT'OKPATHO.

Pacnopszkenme  —  DIEKTPOHHBIH  JIOKYMEHT,
coepkamuii pacnopsbkenne Kimenra Ha coBepiieHue
onHOW WM Heckonbkux Omnepauuii, mnepeIaHHBIN
Kinentom banky ¢ ucnonszoBanuem Kananos nocryma.

Perncrpanusas — aBTOMAaTHYECKOE BHECEHHE B
3JIEKTPOHHOH (opMe 3amucH O Todyd4eHHH bankom
OneKTpoHHOro JOoKyMeHTa KiuneHTa B HPOTOKOJIBI
paboTBHl TPOTpPaMMBI, XpaHsAmuecs B 0a3e TaHHBIX
CucteMbl, KOTOpbIe aBTOMaTHueCcKH (GopMHUpYIOTCS U
Beaytcss B Cucreme. Perucrpanus 3aBepuaercs
MPHUCBOCHHEM OJEKTPOHHOMY JIOKYMEHTY cTaryca
«IpunsaT».

Pa3oBblii  cekpeTHbI MNAapoJb —  YHUKalbHas
MOCJIEIOBATEIEHOCTE CHMBOJIOB, HCIOJb3yeMas [l
MOATBEPKIICHUST  TOJUHHOCTH, HEU3MCHHOCTH H
[EIOCTHOCTH DJEKTPOHHOTO JOKYMEHTa, a TaKXke
aBTopctBa KileHTa B OTHONICHHH TiepeIaBacMBIX
Banky DJIEKTPOHHBIX JIOKYMEHTOB. [ocne
UCIONB30BaHUsl ~ Pa3oBbli  CEKpeTHhIM  mapoib
CTAaHOBUTCS HeIEUCTBUTEILHLIM. Kaxapii Pa3oBbIii
CEKpeTHBIN Mapoib npusHaercs CTOpOHAMH aHAJIOTOM
COOCTBEHHOPYYHOH IOJNUCH M TPH COBEPIICHHU
Omneparnuii ABISETCS CPEACTBOM YIOCTOBEPEHHS IPaB
pacropspKeHns JICHEKHBIMH CpeICcTBaMH,
HaxonsamuMmucs Ha Cdere, B COOTBETCTBHHU CO CTaThEH
847 I'paxxmanckoro konekca Poccuiickoit deneparmm.
PazoBbIif ceKkpeTHBI Maposib MOXKET OBITh MOJIydYeH
KnueHToM  mocpencTBOM  CMC-COOOIICHMSI WU
nocpenctBoM  PUSH-cooOmenus (npu  HaTHIuH
TEXHUUYECKON BO3MOKHOCTH).

Cucrema EuroLink (Cucrema) —  cucrema
JIMCTaHIIMOHHOTO 0aHKOBCKOTO o0cmy)KuBaHUS
(bU3MYECKHUX JIMI[, HCIOJb3yeMas, B TOM YHCIE, B
Ka4yecTBE DIIEKTPOHHOIO CPEICTRA IJIaTeXka.

Cayxéa KJIMEHTCKO# MOIIePKKH — TOJpa3zciieHue
banka, ocymectBistomee oOciyxuBanue KimeHTOB

npu  obpameHun B bank mo  Tenedony,
OMmyOJMKOBAaHHOMY HAa KOPHOpaTuBHOM HTepHeT-
caiite banka.

CoequHeHHe — TIOCJEIOBATEIILHOCTL  JCHCTBUH

Knuenra, HEOOXOMUMBIX UIS TOJIYYCHHs JOCTyIa K
Cucteme mo Kamanmy poctyma B mpezesiax OJIHOTO
HENPEPHIBHOTO HMHTEpBaja BpeMeHH. [l Kaxmaoro
Coeauaenns AyTeHTUDUKAIWS TPOU3BOJHUTCS OJIUH

change the Login following the procedure stipulated
in the Terms and Conditions.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation
of the Russian Federation, implemented by the Bank
based on the Client’s Order transferred according to
the Terms and Conditions.

Password — a sequence of symbols created by the
Client and used to authenticate the Client for servicing
through the Access Channels. The Password can be
multiply used.

Order — an Electronic Document containing the
Client’s instruction for conducting one or several
Transactions, transferred by the Client to the Bank by
means of Access Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored
in System database, which are automatically
generated and maintained within the System. The
Registration is deemed complete when the Electronic
Document is assigned "Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A
Session Key becomes invalid after it is used. Every
Session Key is acknowledged by the Parties as an
equivalent of handwritten signature. When making
any Transactions, the Session Key certifies the rights
to dispose of the funds on the Account under Article
847 of the Russian Federation Civil Code. The
Session Key can be received by the Client via SMS or
a PUSH message (subject to technical capability).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of
Payment.

Clients Support Service — a Bank unit servicing
Clients upon referring to the Bank by the telephone
published on the Bank’s corporate website.

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
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pa3 U cuuTaeTrcs JSHCTBUTEILHOW B TEUEHHUE BCErO
CoennHeHus.

Cropons! — bank u Knuenr.

Cuer — cuer Kimenra, orkpeiTiii B banke Ha
OCHOBAaHHMHM JIOTOBOpa OaHKOBCKOTO cueTa W/Win
JIOTOBOpA CUeTa BKJIA/Ia «10 BOCTPEOOBAHUMY.

Tapudsbl banka — pasMmep Bo3HarpaxaeHus baHka 3a
npefocTasieHre KnuneHty yciayr mo HCnojb30BaHHIO
CuctemMbl, B TOM 4YHCIE 3a IPEIOCTABICHHE
BO3MOXHOCTH TposeneHns Omnepanuit mo Cuery c
UCTIONb30BaHHEM CHCTEMBI.

YciaoBusi — Hacroslye YCIOBUS JUCTAHIMOHHOIO
0aHKOBCKOTO  OOCHYyXHWBaHUS  (DU3WYCCKUX  JIHII
nocpeactBom Cucrembr  EuroLink B AO AKB
«EBPOD®PHMHAHC MOCHAPBAHKY.

DuiekTponHoe cpencTBo miarexa (ACII) — cpenctso
u (unmu) cnocoO, mno3Boistomue Kimenty banka
COCTaBJIATH, yIOCTOBEPSTH u nepenaBaTh
pactopspKeHUsl B LIENSX OCYIIECTBJICHHUS IepeBoja
NICHEe)KHBIX CPEICTB B paMKax IMPHUMEHSIEMBIX (opM
OC3HATIMIHBIX pacueToB c HCTIOJTb30BaHUEM
HHPOPMAINOHHO-KOMMYHHKAIIHOHHEIX  TEXHOJIOTHH,
SJIEKTPOHHBIX HOCHUTENEH MHPOPMALUH, B TOM dYHCIE
IUIATCKHBIX KapT, a TakKe WHBIX TEXHUYECKUX
YCTpPOMCTB.

DJIEKTPOHHBII JOKYMEHT — JIOKyMEHT,
noanucanHbiit ACIT Kiuenra, nHpopManus B KOTOpOM
MpeJCcTaBIeHa B IIEKTPOHHOH (opme, BKIIOUasi, HO HE
OTPAaHUYNBASCH, PACTIOPSKEHUS O TIEPEBOE ICHEKHBIX
CPEICTB, YBEJIOMJICHHE 00 W3MEHEHHUH/OTCYTCTBUH

W3MEHEHU panee HpEeCTaBICHHBIX
UIeHTH(HUKAMOHHBIX CBEACHUH B paMKax IPOBEICHHS
Bankom MEpOTIPHATHH, HarpaBJIeHHBIX Ha

UIEHTU(HUKALIUIO ¥ €XEeT0HOE OOHOBJICHHE CBEICHUH O
CBOMX KJIMEHTAX, UX MPEJCTaBUTEIISX, OCHe(UIINapHBIX
BIafeNbllaX M  BEITOAONpHOOpETareNnsix,  HHbIC
3agBneHUsA. KIMEHT mpH3HAeT, YTO DIEKTPOHHBIN
JIOKYMEHT (B TOM YHCJIE IPUIO0KEHHUS K 3JIEKTPOHHOMY
JIOKYMEHTY, eciau TaKOBbIE UMEroTCs),
cOPMHUpPOBAHHBIH W TEpeHaHHBIA B  TOPSAIKE,
IpelyCMOTPEHHOM  J[OrOBOpOM, HMMEET  PaBHYIO
IOPUINYECKYIO CHIIy C JOKyMEHTOM Ha OyMa)kKHOM
HOCHTEIE, MOANKMCAaHHBIM COOCTBEHHOPYYHOU
MOAIHUCHIO.

PUSH — coobuieHne — coo0uieHne, UCIoIb3yeMoe s
nepenayy MHGOPMAIIMKM HA MOOWIbHBIE TeJIe(OHBI 1101
ylpaBieHHueM onepanroHHbIx cucrteM i10S, Android OS
(o texnonorusim Apple Push Notification Service n
Google Cloud Messaging).

1. OBLUYME INOJIOXEHUA

1.1 HaCTOHHH/Ie VcenoBus YCTaHaBJIUBAOT TOPAAOK
06CHy)KI/IBaHI/IH (1)PI3PI"ICCKI/IX JiL € HCIIOJIb30BaHHUCM
Cucrtemsl u OMpeAC/ISIIOT BO3HUKAOIIUC B 3TOH CBS3U
IpaBa, 00513aHHOCTH U OTBETCTBEHHOCTD CTOpOH.

1.2. YcnoBust SBISIIOTCS TUIIOBBIM (opMyiisipoM banka
¥ MOT'YT OBITh NPUHATHI KITMEHTOM He MHa4e Kak IyTeM
NPHCOCANHEHN K YCJIOBHAM B ILEJIOM B IIOPSJIKE,
YCTaHOBJICHHOM Y CJIOBHSIMH.

Authentication is performed once and considered
valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement and/or under the
"on-demand" deposit account agreement.

Bank Rates — the size of Bank fees for the System
usage services rendered to the Client, including for
providing with an opportunity to conduct Account
transactions by means of the System.

Terms and conditions — the present terms and
conditions on remote banking services rendered to
physical entities via EuroLink system in Evrofinance
Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication technologies,
electronic information carriers, including payment
cards, as well as other technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and annual update of information about
its Clients, their representatives, beneficial owners
and beneficiaries, other applications. The Client
acknowledges that an electronic document (including
attachments to the electronic document, if any)
generated and transferred in the manner provided for
in by Agreement, has equal legal force with the
document on paper signed with the handwritten
signature.

PUSH message - a message used to send information
to mobile phones running i0S, Android OS (via
Apple Push Notification Service and Google Cloud
Messaging technologies).

1. GENERAL PROVISIONS

1.1. The present terms and conditions stipulate hereby
the physical entities service procedure in connection
with the System and identify the rights, obligations
and responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and




1.3. 3axmouenne  JloroBopa  ocymiecTBISiETCS
KnuentoMm B cooTBeTCcTBUM cO  craTtbeil 428
I'paxnanckoro kogekca Poccuiickon ®Pepepanuu
myTeM TIpeAacTaBleHuss B bauk 3asenenus o
npucoedunenuu K Ycnoeuam Ha OyMaKHOM HOCHUTEIE
B JBYX O5K3eMIULIpaX, COCTaBJIEHHOro mo dopme
IIpunoxenus Nel k YcenoBusim.

1.4. Ins moxTBepkaeHus (akra 3aximoueHus JJorosopa
n peructpannu B Cucreme bank mepemaer Kimenty
9K3EMIULIP 3aA6/1eHUA 0 RPUCOEOUHEHUU K YCN06UAM
¢ ommemkoil 0 nonyuenuu bankom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

1.5. bak c mensio o3HakoMmieHus Kiumenra c
uHdopmanmeid, npexycMoTpeHHoit JloroBopom, B ToM
qucie ¢ YCIOBHAMHM, pa3MellaeT BCIO HEOOXOIUMYIO
uHdopmanuio Ha KopropatuBHoM HTepHer-caiiTe
banka  www.evrofinance.ru  wmumm  pasmeriaer
OoOBSABICHUS  Ha  CTEHIaX B CTPYKTYPHBIX
HNOJpa3AeIeHHIIX banka, OCYILECTBIIIOLINX
obcmyxuBanue KimeHToB.

1.6. MomeHTOM ITyONUKanuy Y CIIOBUH U HH)OpPMAITHH,
a TakkKe MOMEHTOM oO3HakowsieHHs Kimenra c
ONyOJINKOBAaHHBIMU ~ YCIOBUSIMH M MH(pOpMaImen
CUMTAeTCS] MOMEHT HX IIepBOr0 pa3MeUleHHs Ha
koprnoparusHoM MHTepHeT-caiite banka.

1.7. Onosemnienne KnueHTa mo Bonpocam, CBS3aHHBIM C
ucronHeHneM JloroBopa, B TOM YHCIIE OIIOBEUICHHE
Kiuenta 00 orpaHHYeHUN/IPUOCTAHOBICHUH JAOCTyIa
k Cucreme mo wmHHIuatuBe banka, 00 Omepanmsx,
COOTBETCTBYIOIINX MpU3HAKaM OCYIIECTBIICHUS
mepeBoJia JCHEKHBIX cpelncTB Oe3 cornmacus KimeHra,
ocymecTBisieTcs bankom mo Cucreme WM TIO
3aperucTpUpOBaHHOMY  HOMEpy  W/WIH  IIyTeM
HaIlpaBJIeHUs NMHUCHBMEHHOTO YBEIOMJICHHS IO aJpecy,
ykazaHHOMY KimeHToOM B KOHTakTHON WH(OpMAaIUn
3asBieHUS O TMPUCOCTUHEHUH K YCIOBUSIM. baHk He
HECEeT OTBETCTBEHHOCTH 32 HETaTHUBHBIE IMTOCIIEICTBUS,
KOTOpble MOTYT BO3HHKHYTh y KumeHTa BciencTBue
HenoJiyueHus: yBenomJieHUs oT baHka ykazaHHBIMH
BBIIIE criocobamu B CBSI3U c
HEJIOCTOBEPHOCTHIO/HEAKTYaIbHOCThIO  MH(OpPMAINH,
yka3aHHOH KieHTOM B KOHTakTHOW MH(popMaruH, a
TaKXKe B CBSA3M C HEAOCTYHNHOCTbIO Ans Kimenra
YKa3aHHBIX CIIOCOOOB CBSI3H.

1.8. JluctaHimoHHOEe OAaHKOBCKOE OOCIY)KHBaHHE
KimenTa ¢ ucronb3oBanneM CHCTEMBI IPOU3BOIUTCS B
COOTBETCTBHM C 3aKOHOJATEICTBOM Poccuiickoi
®denepanumy, YcnoBusmu u JIOTOBOpaMH,
3aKIIIOYCHHBIMU Mexny banxkom u Kimentom, wnm
WHBIMH  JIOKYMEHTaMH baHKa,  ONpenesionuMu
MOPSAIOK [IPOBEJICHUS onepanui o
cooTBeTcTBy0IIEMY CHUeTy.

1.9. bank B coorBerctBHM C JloroBopom U Ha
OCHOBaHUU COOTBETCTBYIOIIUX ONEeKTPOHHBIX
JIOKYMEHTOB  oka3biBaeT KimeHntam ycnyru 1o

Conditions in general according to the procedure
stipulated by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the
Client in line with the Article 428 of the Civil Code
of the Russian Federation by presentation to the Bank
an Application on affiliation to the Terms and
Conditions in hard copy according to the form
presented in Appendix No. 1 to the present Terms and
Conditions.

1.4. To confirm the Agreement conclusion and
registration in the System the Bank provides the
Client with a copy of the Application on affiliation to
the Terms and Conditions with the Bank’s receipt
mark and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
provision to the Client as set out by the Agreement,
including the Terms and Conditions.

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be
the time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be notified by the Bank of the
issues related to the performance of the Agreement,
including notification of the Client of any
restriction/suspension of access to the System on the
Bank’s initiative and Transactions with the signs of
money transfer performed without the Client’s
consent, via the System and/or the Registered Number
and/or by written notification to the address specified
by the Client in the contact information of the
Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any
adverse effects that may occur due to the Client’s non-
receipt of a notification from the Bank via the above
communication means due to wrong/outdated
information specified by the Client in the contact
information, as well as due to the inaccessibility of
such communication means for the Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Termsand
Conditions, and the agreements concluded between
the Bank and the Client, or any other documents
setting out the procedure of performing transitions on
the respective Account.

1.9. The Bank, according to the Agreement and based
on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
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IIPpEa0CTABJICHUIO
HCIIOJIb30BAHHUEM

BO3MOXXHOCTH  TIPOBEACHHS  C
CHCTEeMBI CIeIyIONUX OTIepaInii:

NEPEeBOJl  JEHEXKHBIX CPEJICTB B
POCCHHCKHX pPYyOJIIX MEXIY CBOUMHU
Cueramu B baHke n Ha cBoM cuera B
JPYTUX KPEIUTHBIX OPraHnu3aIusiX;
NEpeBOJl  JEHEXKHBIX CpEJICTB B
pOCCHICKHMX pYyOJIsIX Ha cYeTa HMHBIX
noxydaTeneli  (TOpUAMYECKHX U
(U3NIECKUX JINII);

MEpeBOA  JICHEXKHBIX CPEICTB B
poccuiickux py0isix Ha cueT banka;
MEpeBOA  JICHEXKHBIX CPEICTB B
pOCCHICKHX pyOJIsSIX M B HHOCTPAaHHOU
BaJIOTe Ha OpoKepckue cuerTa,
oTKphITEIe B banke st Knnenra;
IIEPEeBOJl  JIGHEXKHBIX CPEJICTB B
MHOCTPAaHHOW BAJIIOTE HA CBOM CYETA,
Ha CcYeTa HHBIX [OJydyarenen
(ropuanyeckux U (PU3MYCCKUX JIVII) B
Banke, a Taxke Ha CBOM cyeTa, cyera
WHBIX TIONydaTenel (FOpUIMIeCKuX U
¢usmdeckux M) B APYTUX
KPEOUTHBIX OPraHN3aIysax;
MOKYTIKH-TIPOAAXKH HMHOCTPaHHOH
BaJTIIOTHI 32 pyOIIH;

JOCTYI K COXPaHEHHBIM KOIMSIM
OJIEeKTPOHHBIX JOKYMEHTOB,
MOJTydeHHEe J>KypHaja oIepaunuil mo
Cuetam (B pyOmsiX W WHOCTPAHHOMN
BaJTIOTE);

NoJTydeHne MH(OPMAIMH O CPOYHBIX
BKJIaJIax;

MOJTy4eHHe HHPOPMAIINHU O KpeIHTax;

MOJTy4eHHe uHdopmanuu 0
0aHKOBCKMX KapTax;
MOJIy4YeHHE uHpOpMAITUU o

OpOKEPCKUX cYeTax;

nosydenue uHpoOpMaIMKu 00 3dTamax
o0paboTku B baHke oTnpaBieHHOTO
Kinentom OIEeKTPOHHOTO
JOKYMEHTa;

MOJTy4eHHe YBEIOMIICHUH 0
HEOoIUTauYeHHBIX mTpadax W Halorax
(B ciny4dae odopmtenns
COOTBETCTBYIOLIEH MOJMUCKH);
camocrosTenbHas cMeHa Ilapois,
Jloruna,

(dhopmupoBanme cBoei 6a3br
1a0JIOHOB TJIATEXKEH;

obMen c¢ bamkoM cooOmeHusIMu
cB0OOTHOTO ¢dopmara (c
BO3MOXKHOCTBIO MPUCOEANHEHNUS
¢aiinos), B ToM uucie o0 OT3bIBE
DJEKTPOHHOTO  JIOKYMEHTa  JI0
MOMEHTa ero UCIOJIHeHHsI baHkoMm.

conduct the following transactions by means of the
System:

— money transfer in Russian Rubles
between own Accounts opened with
the Bank and to own accounts with
other credit organizations;

— money transfer in Russian Rubles to
other recipients’ accounts (legal and
physical entities);

— money transfers in Russian Rubles
to the Bank account;

— money transfers in Russian Rubles
and foreign currency to brokerage
accounts opened for the Client with
the Bank;

— money transfer in foreign currency
to own accounts, to other recipients’
accounts (legal and physical
entities) opened in the Bank, as well
as to own accounts and to accounts
of other recipients (legal and
physical entities) in other credit
organizations*;

— foreign currency exchange for
Rubles;

— access to stored copies of the
Electronic Documents;

— retrieval of a transactions statement
(in RF Rubles or foreign currency);

— retrieval of information on term
deposits;

— retrieval of information on credits*;

— retrieval of information on bank
cards™;

— retrieval of information on
brokerage accounts;

— retrieval of information on the
Electronic document processing
phases in the Bank;

— receiving notifications about unpaid
fines and taxes (if there is a
corresponding  subscription  in
place)*;

— independent change of Password
and/or Login;

— creation of own base of payments
templates;

— exchange of free format messages
with the Bank (that provides for
the possibility of file
attachment), including on the
revocation of the Electronic
document until its execution by the
Bank.
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1.10. Yeayru B pamkax MoOuinbpHOM Bepcuu CHCTEMBI
EuroLink! noctynuel  Kimentam — Bamka,
3apeructpupoBanHbiM B CHCTeMe H  HMCIOLIUM
TEeXHHYECKYI0 BO3MOXHOCTh Ui  HCIIOJIb30BaHUS
MoOuibpHOU Bepcun Cuctemsl EuroLink.

1.11. IIpeacraButenr KnueHta npu  Haauyuu
COOTBETCTBYIOIIEH JOBEPEHHOCTH BIIPaBE B paMKax
Jorosopa ot nMenn KimeHTa nmoamuceBaTh U NOABATh
3asBIICHUS O:

- OmoxupoBanuy CHUCTEMEL,

- cmeHe JloruHa;

- HampaBJIeHUN BpeMeHHOTO0 maposs;

- pactopxkeHuu Jlorosopa.

Bce ocranbHble [OE€WCTBUS B paMKax HacCTOSLIETO
HoroBopa KnmeHt 00si3aH coBepliath JUYHO, €CIU
WHOE TMPSIMO HE TPEyCMOTPEHO Y CTIOBHUSIMH.

1.12. JIns wueneit VYcnoBuil HepaOOYMMHU  JTHSIMHU
CUHTAIOTCA CYOOOTHI M BOCKPECEHBS (BBHIXOIHBIC JHU),
32 HCKIIOUYEHHEM OOBSIBICHHBIX pabOYMMHU IHSIMH B
YCTaHOBJIEHHOM  3aKOHOJATeIbCTBOM  Poccuiickoit
Oeneparuyl MOPSAKE, a  TaKKke Hepaboure
Mpa3THUYHBIE  THHW, YCTaHOBJICHHBIE TpYZOBBIM
kogekcoM Poccuiickoit ®enepanuu, W TE€ AHU, Ha
KOTOpBIE B cuIy HOpM JIEHCTBYIOIIETO
3aKOHOJATEJIbCTBA Poccuiickoit Denepanuun
MIEPEHOCSTCS BBIXOJHBIE THHU. PabounMu AHSIMH IS
nener YcCIoBUM CUMTAIOTCS JHH, HE SIBJISTIOIIMECS
HEpabOUYMMHU JHSAMHU COTJIACHO HACTOAIIEMY ITYHKTY
YcnoBuid.

1.13. OTHOIICHUS banka u Knuenra,
HeyperyJIupOBaHHbIE HACTOSIIMMHU Y CIOBHSIMH,
pEryupyroTcsi  JEUCTBYIOIUM  3aKOHOJATENILCTBOM

Poccuiickoit ®enepauuu, HOPMATHUBHBIMU aKTaMU
Banka Poccun, a Takke ITOTOBOpaMH, 3aKITFOUCHHBIMHU
Mexny barkom u KimeHTOM, Ha OCHOBaHHH KOTOPBIX
Knunenty otkpeiTer Cuera.

1.10. The services provided via the mobile version of
the EuroLink System1 are available to the Bank's
Clients who are registered in the System and have the
technical capability to use the mobile version of the
EuroLink System.

1.11. Where there is a corresponding power of
attorney in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the Agreement;

- for System blocking;

- for Login change;

- for receiving the Temporary Password;

- for the Agreement termination.

All the other actions and measures hereunder shall be
taken by the Client personally, unless provided
otherwise by these Terms and Conditions.

1.12. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the
purposes of these Terms and Conditions shall be
deemed days that are not non-business days
hereunder.

1.13 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.

2. UCIIOJIb3OBAHUE CUCTEMbI

2.1. JOCTYIN K CUCTEME

2.1.1. loctyn k Cucreme npexnocrasisiercsi Kinuenrawm,
3aKITIOYMBIIMM J[0rOBOp JUCTaHIIMOHHOTO OAHKOBCKOTO
00CITy)KMBaHMS IIyTE€M NPHUCOEANHEHUS K Y CIOBUSM, U
3aperucTpupoBaHHeiM bankom B Cucreme.

2.1.2. Jocryn Knmenta k CHcTeMe OCYIIECTBIIACTCS
TOJIBKO TIPH YCJIOBHM 00s3aTenbHON AyTeHTH()HUKAaNU
Kinenra.

2.1.3. Odunmansublii agpec CHCTEMBI B CETH HHTEPHET:
https://dbo.efbank.ru.

2.1.4. JlormH &mns BXOAa B CHCTEMY IPHUCBAaWBAETCS
bankom B MomeHT peructpainuu Knuenta B Cucteme. B
ciyuae ytpatsl/KoMnpomeTanun/610KupoBKH
Cuctemoii JloruHa, a Takke B MHBIX ciydasx KnueHT

2. UTILIZATION OF THE SYSTEM

2.1.ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed Agreements on remote
banking services by means of affiliation to the Terms
and Conditions and registered in the System by the
Bank.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the
Internet network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by
the Bank at the moment of registration in the System.
In case of loss/Compromise/blocking by the System
of the Client’s Login and in other cases the Client (the

! TIpu nanuuuyn TexHudecKoii BosmMoxkHocTH y banka / Subject to technical capability of the Bank
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(npencraButens KiimenTa) BripaBe 0OpaTUTHCS JTHYHO B
opuc banmka mns mpucBoeHus HoBoro JlormHa c
COOTBETCTBYIOIIUM IMTUCEMEHHBIM 3asiBiieHHeM. KineHt
BIIPaBE CaMOCTOSITEIFHO U3MEHUTH JIOTHH ITocpeIcTBOM
CucteMsl.

2.1.5. BpemenHblii maposs HampasisieTcss KimeHty
Bankom HOCPEICTBOM CMC-COOOIIEHUS Ha
3aperucTprupoBaHHEI HOMep npu mnojade KimeHtom
3aaenenus o npucoedunenuu K Ycinoeuam, TpH

BO300HOBJICHUN paboThI Cucremsl mocie
MPUOCTAHOBJIICHUS [JOCTylla K HEW TMpH THojaye
Kinentom COOTBETCTBYIOLIETO MMMCEMEHHOTO

3asiBIICHUS/TI0O MHUNIMATHBE banka. BpeMeHHbIi mapois
JEHCTByeT B  TEYEHHE CPOKa, YKAa3aHHOIO B
HaIrpaBjIeHHOM cMc-cooOmieHuu. [lpu HampaBiaeHun
Knnenty Bpemennoro mapons bank aHHydIHpyer
nerctByromui [Tapons Knuenra.

2.1.6. KnueHt 00s3aH n3MeHNUTHh BpeMeHHbIH napoiis B
TEYEHHUE CPOKa ero AeHCTBUs Ha NOCTOSIHHBIN Ilapoib,
npu 3ToM BpemeHHbll naponb aHHyaupyetcs. s
pooIDKeHUs paboTel B CHCTEME, B TOM YHCIIE B CITydae
yrpats/KoMrpoMeTannn/0JI0KUPOBKH Cucremoit
Bpemennoro maposst/ITapons Knuent (mpencraButens
Kiuenta) nomker o0paTuTbes THIHO B oduc banka s
MONy4eHHsT  HOBOro  BpemenHoro  mapois ¢
COOTBETCTBYIOIINM ITUCbMEHHBIM 3asIBIICHUEM.

217.B cnyyae Kommpomeraruu  BpemeHnoro
naposs/Iaposs/Jlornna/3aperucTpupoBaHHOTO
Homepa/KomoBoro cinoBa KimeHT BrpaBe cOOOIIUTH
banky o ¢akre Kommpomeramun uepe3 CyxOy
KIIMEHTCKOW TTOJIIEPKKHU C YIETOM HOJIOKEHUH IMyHKTa
2.3.7 Hacrosmux YCIOBUH Ais  HOCHeAyoLIeH
omoxuposku bankom mocryna Knnenra B Cructemy.

2.1.8. bank 6moxupyer moctyn Kimenra B Cucremy Ha
OCHOBaHMM TpeboBaHus KineHTa, nepeflaHHoro UM 1pH
JUYHOW sBKe B baHK (mepenaHHOTO MpeacTaBUTENEM
KnuenTa npu nuanoit siBke B bank) unu yepes Ciyx0Oy
KIIMEHTCKOM MOAJEPKKHU.

2.1.9. Jlns nponomkeHus padotsl B CructeMe B ciiydae
yTpaTsl Kinenrom KOHTPOJIA Haxg
3aperucTpupoBaHHEIM ~HOMepoM  KUIMEHT  J1oiKeH
obpaTuThbes T4HO B ohuc banka i yka3aHUst HOBOTO
3aperucTpupoBaHHOTO HOMEpa.

2.1.10. HUcnonb3oBanue Bpemennoro
naposs/Ilapons/Jlornna/KonoBoro cnoBa, aeiictBue
KOTOpOro ObuTO TpekpaiieHo bankom (1o TpeGoBaHMIO
Kinnenrta, mo coOCTBEHHON WHHIIMATHBE B Cllydae
Kommnpomeranuu u T.71.), HE TOMyCKaeTCsI.

2.1.11. Cwmena KomoBoro ciioBa NPOU3BOIUTCS
Kimmentom npu nmuaaOM oOpameHuu B opuc banka.

2.1.12. TogxnroueHne kK MOOWIBHOM Bepcuu CHCTEMBI
EuroLink ocymectsisiercst Knmentom camocTosiTensHO
MOCPE/ICTBOM CKauMBaHMS M YCTAaHOBKH MOOMJIBHOTO
npwioxenust Evrolink (s 10S B App Store, s
Android B Google Play), ee 3amycka Ha cBoeM
MoOmIbHOM ycTpoiicTBe. it paboThl B MOOHIBHOM
Bepcurn  Cuctembl  wucnonedyorcss  Jlorun  u

Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change
the Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the
Registered Number upon the Client submitting the
Application on affiliation to the Terms and
Conditions upon resumption of the System’s
operation after suspending access thereto upon
submission of a respective written application by the
Client/at the initiative of the Bank. The Temporary
Password shall be valid for the period specified in the
SMS. When sending a Temporary password to the
Client, the Bank cancels the current Client Password.

2.1.6. The Client must replace the Temporary
Password within its validity with a permanent
Password. Then, the Temporary Password will
become null and void. To continue working in the
System, including in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) shall personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered
Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point
2.3.7 of these Terms and Conditions, for subsequent
blocking by the Bank of the Client's access to the
System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request
submitted in the Bank personally (submitted by the
Client's Representative personally) or through the
Client Support Service.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client shall personally apply to a Bank Office to
specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word
terminated by the Bank (upon the Client’s request on
their own initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s personal request submitted in the Bank
personally.

2.1.12. Connection to the mobile version of the
EuroLink System is carried out by the Client himself
by downloading the Evrolink mobile application
(from App Store for iOS, from Google Play for
Android), installing and launching it on his mobile
device. The Login and Password/Temporary
Password used to enter the System are used to work
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ITaposs/BpeMeHHbIN TapoJib, UCTIONB3yEeMbIE JIJIS BXO1a
B Cuctemy. KimieHT MOKeT TakKe YCTaHOBHUTH IIPaBHUIIO
JUTS BXO/1a B MOOMIIbHOE nipuiioxkenue mo Koay mocryma
(mpennaraeTcs MPUIIOKEHUEM TIPU TIEPBOM BXOJI€) JTHOO
¢ nmomotpo Touch ID, Face ID u mpyrux crmoco0os,
MPEIYCMOTPEHHBIX B MOOWIBHOM MPUIOKEHUH (TIpH
HAJIMYAMA TEXHUYCCKOW BO3MOXKHOCTH MOOMIBHOTO
YCTPOICTBA).

2.1.13. WadopMmarms O TOCTaBIIUKE MOOWIBHOTO
npmwioxenus: Evrolink m ycrmoBus ero MCmonb30BaHUS
pa3MelarTcs Ha KoprnopatuBHOM MHTepHeT-caiite
Bauka www.evrofinance.ru u Ha CcTeHmax B
CTPYKTYPHBIX TIOJpa3ACIeHUAX banka,
OCYLIECTBIISIOIINX o0ciry)KHBaHHe Knuenros.
Pasmerienne  yka3aHHON  WH(pOpPMANUU  O3HAYACT
TMOATBEPIKIACHUC BO3MOXHOCTHU HCIIOJIb30BaHUA
Knuenrom  moOunpHOM  Bepcun  Cucrtemsl B
COOTBETCTBUU C Y CJIOBUAMH.

2.2.[IPUOCTAHOBKA U
OIrPAHUYEHWE
OBCIIYXXUBAHUA

2.21. bamk BmpaBe 0e3  MPEABAPUTEIBHOTO
yBenomieHus KimeHta, B TOM 4ucie, HO He
OTpaHUYMBAsCh, B ciy4ae HapyumeHus Kiuerrom
HoroBopa, Kommnpomeraruu, BbisBIeHUS Omneparmid,
COOTBETCTBYIOIIUX HpU3HaKaM OCYIIECTBIICHUS
MepeBojia JIEHEXKHBIX CcpelcTB 0e3 cornacust Knuenra,
BPEMEHHO TPHOCTAHOBUTH WJIM OTPAaHUYUTH JOCTYI
Kinenrta k Cucreme. B sTom ciiydyae bank B cpok He
Mo3MHee  CIEAyIoImero  pabodero  IHS — IOCHe
MIPUOCTAHOBKW/OTPAHUICHUS JIOCTYTNA YBEAOMIIET O
(hakre MPUOCTAHOBJICHUS/OTPAaHUICHUS.  JOCTyIa
Kmuenta B Cucteme B TOpsAKe, MPETyCMOTPEHHOM
MyHKTOM 1.7 HacToAIMX Y CIOBHIl.

2.2.2. bank BOpaBe BBOJUTH OrPaHUYEHHs Ha
ucnone3oBanne Kmmenrtom KananoB noctyma, B TOM
YHCcI€ OTrPaHWYHUTh IEPEUCHb BHUIOB OJIEKTPOHHBIX
JIoKyMeHTOB, Onieparuii u PactiopsoxeHnit, mpoBeaeHne
U Teperada KOTOpbIX Bo3MoxkHa Kiuentom 1o
ompeneneHHoMy Kanamy gocTyna, a Takke HM3MEHATh
nepedens Omepanuii W QYHKIMH, KOTOpBIE MOTYT
oCyllecTBIATbCS  KiMeHToM ¢ HMCHOJb30BaHUEM
CucteMbl U OrpaHMYMBaTh BpeMs @pueMa U
ucnosnHeHus PacnopsoxeHuH.

2.2.3. dakr MIPUOCTAHOBJICHNS/OT PAHNICHUS
obcmyxuBanusi B CUCTeMe HE OTMEHSIET 0053aTeIhCTB
KiueHTa, BBITEKAIOMINX U3 DJICKTPOHHBIX IOKYMEHTOB,
MOATBEPKICHHBIX Pa30BbIM  CEKPETHBIM  I1apOJIEM,
MOJy4YEHHbIX bBaHKOM H  3aperiCTpUPOBaHHBIX B
CucreMe 10 MPUOCTAHOBIICHUS JeicTBUS CHCTEMBI.

2.2.4. Cucrema aBTOMaruuecku Onokupyer Jlorun
Knuenra Ha 60 cekyHn mocne Tpex HENpaBHIBHBIX

HOIBITOK BBOJA [Mapomns. Iocne Tpex
nocyieioBatenbHbIX  OnokupoBok Ilapons Kimenra
Cucrtema aBTOMAaTHUYECKU MIPUOCTAHABIUBAET

obcmyxuBanue Kinunenta. s nponopkeHus: paboThl B
Cucreme KnmeHT BnpaBe OOpaTUTHCSA JIMYHO B OQUC
banka.

in the mobile version of the System. The Client may
also set a rule to login to the mobile application via
the Access Code (offered by the application at the
first login) or via Touch ID, Face ID and other
methods supported by the mobile application (subject
to technical capability of the mobile device).

2.1.13. Information on the provider of the Evrolink
mobile application and terms of its use are placed on
the Bank's corporate website www.evrofinance.ru
and on information boards in the structural units of
the Bank servicing the Clients. The placement of the
said information shall mean the confirmation of the
Client's ability to use the mobile version of the
System in accordance with the Terms and Conditions.

2.2.SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or
restrict the Client’s access to the System without
preliminary notification, including, but not limited to,
in case of violation of the Agreement by the Client or
a Compromise, identification of Transactions that
qualify for a case of fund transfer without the Client’s
consent. In this case the Bank, not later than the next
working day after suspension / limitation of access,
should notify on the fact of suspension/ limitation of
the Client’s access to the system according to the
procedure mentioned in point 1.7 of the present
Terms and Conditions.

2.2.2. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client using the System and to limit
the time of acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services
in the System does not cancel the obligations of the
Client arisen from the Electronic Documents verified
by the Session Key, received by the Bank and
registered in the System before suspension of the
System operation.

2.2.4. The system automatically blocks the Client’s
Login for 60 seconds after three incorrect password
attempts. After three consecutive cases of the Client’s
Password blocking the System automatically
suspends service rendering to the Client. To continue
working in the System the Client may personally
apply to a Bank Office.
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2.25. bamk BmpaBe 0e3  IPEABAPHUTEIBHOTO
yBemomieHuss ~ KilMeHTa  BBOAMTH  OrpaHHYCHUS,
NPUOCTAaHABINBATH U (WJIN) NMpEKpaIiaTh BO3MOKHOCTh
pUMEeHeHUs1 MOOMIIbHOTO npritoxkeHust Evrolink.

2.2.5. The Bank may introduce restrictions, suspend
and/or terminate the usability of the Evrolink mobile
application without prior notification of the Client.

2.3.MOPSIJOK B3AMMOLEUCTBHS
BAHKA U KITMEHTA

2.3.1. baumk ocymectBiaser Omepanuun mo Cuery
Knuenta Ha ocHoBanmm Pacnopsokenwii Kiuenra.
Vka3anuele PacnopspkeHust mnepenarorcs KimeHTOM
banky ¢ HCMob30BaHHEM OMPEACICHHBIX Y CIOBUAMHU
Kananos nocrymna.

2.3.2. TloxTBepkaeHue aBTOpCTBa PacnopspkeHuit u
MHBIX ~ OJEKTPOHHBIX JOKYMEHTOB  IPOM3BOIUTCS
Kimertom npu nomomnu Pa3zoBoro cekpeTHOro napois.

2.3.3. Onepanuu, nepedrcieHHble B .1.9 HacToAIIIX
VYcnoBuid, ocylecTBIAIOTCS baHKOM B COOTBETCTBUU C
JIEHCTBYIOIIUM 3aKOHOIaTEILCTBOM Poccutickoii
®enepanuu, HopMaTUBHBIMU akTamu banka Poccun,
HACTOSAIIUMHU Y CIOBHSIMH M YCIOBUSIMH JIOTOBOPOB
0aHKOBCKOTO  cueTa, JOTOBOPOB  BBIMyCKA W
obcmyKuBaHuUs 0aHKOBCKHX  Kapr, JIOTOBOPOB
OpOKEpCKOro OOCTYKHMBAaHUSA, M WHBIX JIOTOBOPOB,
3aKII0YaeMbIX Mexay bankom u Kimentom.

2.3.4. Vcnomp3zoBanme CuHCTeMBl Ui —Iepegadu
DNEeKTPOHHBIX TOKYMCHTOB HE OTrpaHMYMBAcT IIpaBa
Kimenra §(0) MPEI0CTABICHUIO B bank
COOTBETCTBYIOIINX PacropshkeHuii Ha MpoOBeICHUE
Omneparnuii, W/HWIN COOTBETCTBYIONINX JOKYMEHTOB Ha
ocyIecTBIicHHEe baHKOM ompeneneHHBIX NeicTBUI Ha
OyMa)XHOM HOCHUTEJE, COCTaBJICHHBIX II0 (opme,
MPEeIyCMOTPEHHOH  COOTBETCTBYIOIIMM  JIOTOBOPOM,
3aKIOYCHHBIM Mexay CTOpOHAMH, W/WIA C YYETOM
TpeboBaHuit 3aKOHO/ATENIbCTBA Poccuiickoit
®denepanuu.

IIpu 3ToM CTOPOHBI COTTIAMIAIOTCS C TE€M, YTO B CIy4ae
nocTymiaeHuss B baHk DIEKTpPOHHOro IOKyMEHTa IO
Kananam noctyma M COOTBETCTBYIOILErO JOKYMEHTa
WIK pacnopsbkeHus Ha mnposeneHue Onepanuu Ha
OyMa)XHOM HOCHTENE, COJEpKAIIUX HJICHTUYHbIE
ycioBusl, JMOO TOCTyIJIEHUS B bBaHK HMIEHTHYHBIX
ONEeKTPOHHBIX JIOKyMEHTOB, bank Oyzmer
paccMaTpuBaTh KOXKIBIH U3 yKa3aHHBIX JOKYMEHTOB KaK
CaMOCTOSITENIFHBI  JOKYMEHT, M OCYIIECTBHT BCE
JefcTBUsA, HeoOXoauMble i mpoBeneHus Omnepanun
M0  KaXIOMY W3  TPEICTaBICHHBIX/TIEPEIaHHBIX
Knunentom 10KyMeHTOB.

2.3.5. Ecnut B TekcTe Y CIIOBHIA SIBHO HE OTOBOPEHO HHOE,
MOMEHTOM TOJYYEHHS OJIEKTPOHHOIO JIOKYMCHTA
Bbanxowm sBnsiercs ero Perucrpauus B Cucreme.

2.3.6. CTOpOHBI IPU3HAIOT B KaYECTBE €IMHOM IIKaJIbI
BpeMeHu npu padore ¢ CrctemMoit MoCKOBCKOE MOsSICHOE
BpeMsa. KOHTPOJIbHBIM SIBJISETCS BpeMsl CHCTEMHBIX
YacoB alIapaTHbIX cpeacTs banka.

2.3.7. CropoHBI NPH3HAIOT, YTO CBA3b KimeHra co
Cryx60ii KIIMEHTCKON IO IJIEPIKKH banxka

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND
THE CLIENT

2.3.1. The Bank conducts Transactions on the
Account of the Client based on the Clients’ orders.
These Orders are transferred by the Client to the Bank
using the Access Channels established by the Terms
and Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the
Client by using Session Keys.

2.3.3. Transactions listed above in point 1.9 of the
present Terms and Conditions are conducted by the
Bank in accordance with the effective legislation of
the Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
issuing out and maintenance of bank cards as well as
brokerage service agreements, and othek agreements
signed between the Bank and the Client.

2.3.4. The applied systems for transferring Orders
and/or free format messages to the Bank do not limit
the rights of the Client on submitting to the Bank
corresponding orders on conduction of Transactions,
and/or corresponding documents on conduction of
specified actions by the Bank in hard copy, made in
the form provided for by the relevant agreement
between the Parties and/or considering the legal
requirements of the Russian Federation .

Thereat, the Parties agree that in case the Bank
receives an Electronic document via the Access
Channels and corresponding document or order on
transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC
of the Bank hardware.

2.3.7. The connection between the Client and the
Client Support Center of the Bank is established on
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ycTaHaBiuBaeTcs mo pabounm masM banka ¢ 09.30 mo
18.304., B maraumy — c¢ 09.30 mo 17.154., mo
MOCKOBCKOMY BpEMEHM B TMpEANpa3fAHUYHBIE AHU B
COOTBETCTBHH C ITPHUKa30M 110 baHKy, OIyOJIMKOBaHHBIM
B IIOPsIZIKE, IPEYCMOTPEHHOM NyHKTOM 1.5 Ycnosuid.

2.3.8. Ilpuem DneKTpOHHBIX JOKYMEHTOB CucTeMoit
OCYIIECTBIISIETCS] KPYTIIOCYTOYHO.

2.3.9. UVcromHeHne  DNEKTPOHHBIX  TOKYMEHTOB
KnneHToB OoCyIIecTBIsIETCSI B CPOKH, yCTAaHOBIICHHBIE
3aKOHOJATEeNbCTBOM  Poccuiickoit  ®enepauuun U
JIOTOBOPOM MEXAY Bankom u Kinenrtom,
OTIPEACIAIONIMM HOPAAOK IPOBEACHUS ONEpanuil 1o
cooTBeTcTByMOmEMY CUery.

2.3.10. Bantornbie omneparmu no Cueram KimeHTOB C
ucnoib3oBaHueM CHCTEMBbI OCYLIECTBIISIOTCS C YYETOM

TpeboBaHuit BQJIIOTHOTO 3aKOHOJATENbCTBA
Poccuiickoit @enepanuu.

2.3.11. CropoHBbl TpHU3HAIOT, YTO IEpeJaHHbIC
KimeHToM,  mpolemmuM B KaXIOM  CiIy4ae

HaJUIeXaIuM 00pa3oM mpouenypy AyTeHTH(UKaIny,
DJEeKTPOHHBIC IOKYMEHTHI, HOATBEPKICHHBIC Pa3oBbIM
CEKPETHBIM T1apOJIEM, COOTBETCTBEHHO:

- YIIOBIIETBOPSIIOT TpeboBaHMIO
3aKIIOYCHNSI CHCIKH B  IIPOCTOH
NUCBMEHHOH  QopMe H  BIEKYT
IOpUANYECKUE MOCIIEACTBHS,
aHaJIOTUYHbIE HIOCJIE/ICTBHSM,
MOPOXKAAEMBIM C/IeNKaMH,
3aKJIFOUYEHHBIMHU IIyTE€M TIOAIUCAHUS
JOKYMEHTOB  IpH  (pusnueckoM
(B3aUMHOM)  TIPHCYTCTBHUH  JIWII,

COBEPIIAIOIINX CICIKY;

- PaBHO3HAYHEL, B TOM YHCIE HMEIOT
paBHYIO FOPUINICCKYIO i
JTOKa3aTeNbCTBEHHYIO cuITy
AQHAJIOTHYHBIM TIO0 COJEPXKAHUIO U
CMBICITY JIOKYMEHTaM Ha OyMa)XHOM
HOCHTEIIE, COCTaBJICHHBIM B
COOTBETCTBHM C  TpeOOBAaHUAMH,
MPEeIbABIIEMBIMA K JIOKyMEHTaM
Takoro poja, ©  TOANMHCAHHBIM
COOCTBEHHOPYYIHOM TTOITUCKIO
Knuenra, u sBISIIOTCS OCHOBaHUEM
st npoBeaenus bankom Omnepanuii
oT umeHu KimeHnra, ocyuiecTBieHus
bankom COOTBETCTBYIOIINX
JIeHCTBH;

- HE MOTyT OBITh OCTOPEHBl WIH
otpuniathcsi CTOpOHAMHU U TPETHUMHU
JUIAMU WM OBITh  MPU3HAHBI
HEJICHCTBUTEIILHBIMUA TOJIBKO Ha TOM
OCHOBaHWHW, YTO OHHU TIepelaHbl B
bank ¢ ucnonszoBanuem CucTeMbl U
Kananos nocryna;

- MOTYT OBITh  NIPEACTABICHBI B
Ka4yeCTBE JI0Ka3aTeIbCTB,
PaBHOCHJIBHBIX MMUCHMEHHEBIM
JI0Ka3aTeIbCTBaM, B MOpAIIKE,
MIPEeTyCMOTPEHHOM
3aKOHOIaTEILCTBOM Poccuiickon

®denepanuu.

working days of the Bank from 9:30 a.m. till
6.30 p.m., on Friday from 9.30 a.m. till 5.15 p.m.
(Moscow time)on days before holidays according to
the order of the Bank published in compliance with
the procedure, stipulated by paragraph 1.5 of the
present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the
System 24 hours a day.

2.3.9. The Client’s Electronic Documents are
performed within the timing established in
accordance with the legislation of the Russian
Federation and the agreement between the Bank and
the Client setting out the procedure of performing
transitions on the respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in
compliance with the foreign currency legislation of
the Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedure of Authentication,
confirmed by means of a Session Key,
correspondingly:

- meet the transaction conclusion
requirements in a simple written
form and bring to legal
implications, originated by the
transactions, concluded by means
of ratification of documents in
physical (mutual) presence of
individuals concluding the
transaction;

- are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
handwritten signature of the Client,
and are considered as foundation
for transactions conduction by the
Bank on behalf of the Client, for
making corresponding actions by
the Bank;

- cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred to the Bank by means of
the System and Access Channels;

- can be presented as testimonies,
equal to written evidences,
according to the procedure
stipulated by the legislation of the
Russian Federation.
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Ilpuy »sTtomM coobmeHuss cBoOogHOTO  (hopMmara,
nepenanasle  Kmmenrom mno Cucreme, B 49acTu
pacniopsbxeHust KimieHTa AeHEXHBIMHM CpelCTBAMU Ha
Cuere (BKJIaje), a TaKKe B YaCTH PaCIOPSDKEHUST 00
OTKPBITUM M 3aKpBITUM cueTa (BkiIaza) baHkom k
UCIIOJIHEHHIO HE IPUHUMAIOTCSI.

2.3.12. CTopoHbI IIPU3HAIOT, YTO NepeiaHHble bankom
co00IIeHNs CBOOOHOTO popmarTa:

- pPaBHO3HAYHBI, B TOM HYHCJIE HMEIOT
paBHYIO IOPUIMYECKYTO u
JIOKa3aTEIbCTBEHHYIO CHITY
AQHATOTUYHBIM 110 COJCPXKAHHIO U
CMBICITy HOKYMEHTaM Ha OyMakKHOM

HOCHTEIIE, COCTaBIICHHBIM B
COOTBETCTBHM C  TpeOOBaHUAMH,
MpCaABABIIACMbIMU K HOKYMEHTaM
TaKoro pona, u oA CaHHbIM
COOCTBEHHOPYYHOI MOJIITUCHIO
YIOJTHOMOYEHHOIO  IpeACTaBUTENS

banka, 3aBepeHHoi neyaTthio baHka;

- HE MOTYT OBITh OCIIOPEHBI WU
orpunatscsi CTOpOHAMH U TPETEUMH
TUIaMd WA OBITh  TPU3HAHBI
HEJICHCTBUTEILHBIMUA TOJBKO HA TOM
OCHOBAaHMH, YTO OHH IIEPEJaHbI
Bankom ¢ ucnonp3oBanueM CHCTEMEBI
n Kananos nocryna;

- MOTYT OBITh  TIPEJCTAaBIIEHH B
KadyecTBE JI0Ka3aTeIbCTB,
PaBHOCHIIBHBIX MMUCbMEHHBIM
JI0Ka3aTeIbCTBaM, B MOpsJIKE,
MPEIyCMOTPEHHOM
3aKOHOJATEILCTBOM Poccuiickoit

denepanuu, Mpy 3TOM JOIMYCTUMOCTh
TaKUX JIOKa3aTeJbCTB HE MOXKET
OTpPUIATBCSI  TONBKO  Ha  TOM
OCHOBAHHWH, YTO OHH NIPEICTABIICHHI B
BU7I€ DJIEKTPOHHBIX TOKYMEHTOB.
23.13. B  coorBercTBMM ¢  TpeOOBaHHUAMH
3akoHojaTtenbcTBa  Poccuiickoit  Pepepaunu 00
MHQOPMHUPOBAHUH KJIHEHTAa O COBEPIICHUH KaKIOH
OTIepallii C MCIIOJIB30BAHUEM JJIEKTPOHHOTO CPE/ICTBA
mwiatexxa bank ¢ momompro CucTeMBl yBeAOMIISET
Knuenta o coBepmenun kaxnod Omnepauun c
UCTOJIb30BaHNEM Pa30BOro cexpeTHoro napois.

ITo mepe coBepuieHuss Onepauuid ¢ MCIOIb30BAaHUEM
PazoBoro cekperHoro mapoisisi, bank He mno3aHEe
crenyromero  pabosero  aHs  dopmupyeT B
ABTOMAaTHYECKOM pEeXHME IKypHaI oOIepanudii B
Cucreme, kK koTopomy y KireHra umeercst oCTOSTHHBIN
(e>xemHEBHBIN, KPYTIOCYTOUHBINA) goctyn mo Kanamam
jocryna. B ykazaHHBIX  KypHaJax  onepanui
comepkutcss WHGOpMaNMs O JABMKEHUH JEHEKHBIX
cpencts no Cuery u o cocrossHuu Cuera.

Taxxe baHk He3aMemUTENBPHO MO Mepe 00pabOTKU
Pacniopspxenuit KimenTa dhopmupyer B
aBTOMAaTHYECKOM pexume Hu nepenaer B Cucremy
HHPOPMALUIO O cTaTyce PacopsnkeHUH.

®opmupoBanre baHKOM BBILIEYKa3aHHOTO KypHalla
oneparuii B Cructeme, a Takke MpHcBoeHHe baHkoM B
CucreMe COOTBETCTBYIOIIETO cTaTyca PacmopspkeHuio,

ABJIACTCA HAUICKAIUM YBEJOMIICHUEM KHI/ICHTa, B TOM

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds
on the Account and to open/close an account (deposit)
with the Bank transferred by the Client via the System
are not accepted and given effect to.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
holographic  signature of the
authorized representative of the
Bank and verified by the stamp of
the Bank;

cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred by the Bank by means
of the System and Access
Channels;

can be presented as testimonies,
equal to written evidences,
according to the procedure,
foreseen by the legislation of the
Russian Federation, thereat the
admissibility of such testimonies
cannot be denied only due to the
fact that they have been presented
in the form of Electronic
documents.

2.3.13. In accordance with the legislation of the

Russian

Federation on

informing clients of

transaction performance with the use of electronic
means of payment, the Bank shall notify the Client of
each Transaction performance using the System
confirmed with a Session Key.

Upon conduction of Transaction by means of Session
Key, the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.

The creation of the mentioned statement in the System
as well as assigning corresponding status of the Order
by the Bank is considered to be proper notification
given to the Client, including related to the results on
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YHCIIe 0 pe3yNbTaTax MpHueMa K MCIOJHEHUIO, OT3BIBA,
0TKa3a B MCIIOJHEHUU PacmopskeHnsI B COOTBETCTBHH C
HOpMaTHBHBIMH akTamu banka Poccuu, n He TpeOyer
JIOTIOJTHUTENBHOTO  HampasyieHHss bankom Kiumenty
KaKuX-JIM0O yBEJIOMIICHHUH.

Juem nonyuenust Knuentom ot banka yBenomieHus o

COBEPILICHHOM Onepanun, SIBIIACTCS JICHb
(dopmupoBanus BaHKOM BBIIICYKA3aHHOTO >KypHAla
omepanuid B CucTeMe - 1O Mepe COBEPLICHHS

Omneparnwii, HO He TI03HEe pabodero AHS, CIEIYIOIIEro
3a JIHEM COBEpIICHHsI COOTBETCTBYIOIIEeH Onepannu.

2.3.14. KimneHT 00s13yeTcs He peske 0JHOTO pa3a B IeHb
OCYILECTBIIATH JocTym kK Cucreme o Kanamam gocryna
JUISL TIONy4eHHs MH(GOPMAIMH O 3aperiCcTPUPOBAHHBIX
Pacnopspxkenusix, u o cocrosHun Cuera B LEJIX
MPOBEPKU TpoBeleHHbIX bankoMm Omepanuii, a Takxke
JUIA TIOJyYeHMs JKypHajla olepaluii 0 COBEPIICHHBIX
Omnepanysx ¢ UCNOIb30BaHUEM Pa30BOro cekpeTrHoro
napoJs.

2.3.15. Hemocrymienne B TeueHume 10 (mecsTn)
KaJCHIapHBIX nHER c aThl Perucrpamumn
Pacnopspkenuss nuceMeHHod npereHsun  Kinenra,
COCTaBJIICHHOH B CBOOOMHOW (hopMe, HAmpaBIIIeMOW B
Bank ¢ momompro Cuctemsbl mo Kanamam moctyma/Ha
Oyma)kHOM HocuTene, o Hecornacuu ¢ Omneparuei,
MIPOBEJEHHON Ha OCHOBAaHUU JaHHOTrO PacrnopspkeHus
W/WIIA CIUCAHHBIM KOMHCCHOHHBIM BO3HArPaXKICHHEM,

CUUTAETCS [IPU3HAHUEM Knuenrom TaKoro
PacniopsikeHuss W NOATBEPXKIEHUEM IIPOBEICHHOU
Onepanun/CrucaHHoro KOMUCCHUOHHOTO
BO3HArpaXJACHUsI.

2.3.16. TIlocme momydyernms bankom ot Kimenra
MUMCBbMEHHOW MpeTeH3uu 0 Hecoryacuu c¢ Onepatuei,
MPOBEICHHOH HAa OCHOBaHHH COOTBETCTBYIOIIETO
PacrnopspkeHust/crimcaHHbBIM KOMHMCCHUOHHBIM
BO3HarpaxaeHueMm, baHk mprocTaHABIMBACT JeiicTBHE
Cuctemsnl B oTHolIeHHH KieHTa 1 BO30OHOBIISIET €ro
TONbKO mocie mepeaaun  Kinmentom B baHk
COOTBETCTBYIOIIIETO 3asBICHUSI HA OYMaKHOM HOCHTEIIS
pu 1u4HOM Busute Kinenra B bask.

23.17. Tlpu BoisiBnenuun bankom  Omneparmi,
COOTBETCTBYIOLIUX IMpHU3HAKaM OCYILECTBIICHUSI
nepeBosia JICHEXXHBIX cpelcTB Oe3 cormacust Kimenra,
Bbank BpeMeHHO nmpuocTaHaBiaMBaeT focTyn Kimenra k
CucrteMe M He3aMeJUINTEIbHO YBEAOMISIET 00 3TOM
Knuenta B nopsake, mnpeaycMoTpeHHoMm —1m.1.7
HACTOSIIUX Y CIIOBUH.

Knuent MTOJITBEPXKIACT/HE MOATBEPKIAET
BO300HOBJICHHUE HCTIOTHEHUS Pacnopsoxenust
obparuBmmce B bank depes CmyxOy KIMEHTCKON
TIOJIICPIKKH.

B cnyuae, ecnu Knuent nocne nposeaenus bankom
npoueaypsl  AyTeHTU(UKAMA HE  IMOATBEPIKAACT
BO30OHOBJICHHSI ~ WCIIOJIHEHUS  PacmopspkeHus, TO
COOTBETCTBYIOIIIEE Pacniopspxenune CUHTAETCS
0TO3BaHHBIM KJiHMeHTOM, mpu 3TOM BO30OHOBIICHHE
pabotel CHCTEMBI OCYIIECTBISIETCS TOJILKO TIOCHE
nepegaun  Kimnentom B bBaHK COOTBETCTBYIONIETO
3asBJICHUS Ha OyMa)KHOM HOCHUTEJIC TIPU TMYHOM BH3HUTE
Kimnenra B bank.

accepting for execution, revocation, refusal from
execution of the Order according to the regulatory
acts of the Bank of Russia, and do not require
additional submittal of any notification to the Client
by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank - upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
at least once a day via the Access Channels for
obtaining information on registered Orders, and on
the account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission
fee, formed in free format and submitted to the Bank
by means of the System via Access Channels / in hard
copy within 10 (ten) working days as of the date of
Order registration, such Order is considered
acknowledged by the Client of such Order, and such
Transaction/deducted commission fee - confirmed by
the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank suspends the System service
for the Client and renews it only after submittal of
corresponding written application in hard copy by the
Client upon in-person visit of the Client to the Bank.

2.3.17. Should the Bank identify any Transactions
qualifying for a case of fund transfer without the
Client’s consent, the former shall temporarily suspend
the Client's access to the System and immediately
notify the latter in the manner prescribed by para. 1.7
hereof.

The Client confirms/does not confirm that the
execution of the Order has been resumed by
contacting the Bank’s Customer Support.

If the Client, identified by the Bank through the
Autentification procedure, does not confirm that the
Order is executable again, the corresponding Order
shall be considered to have been withdrawn by the
Client, and the System’s operation shall be resumed
only after the Client files the relevant application to
the Bank in hard copy during the Client's personal
visit to the Bank.
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B cunyuae, eciu Kiment nocie nposenenus bamkom | If the Client, identified by the Bank through the
TPOTIEYPHI AyTeHTHOUKAIINA noxrBepxmaer | Autentification procedure, confirms that the Order is
BO300HOBJICHUE HcIoJHeHHs1 Pacnopsbkenus, To bank | executable again, the Bank shall resume the System’s
B0300HOBIsIET pabory CucTeMbl U cooTBeTCTBYIOIIee | operation, and the respective Order shall be executed
Pacnopsbkenne wucmonnsercss bankom B cienyromeMm | by the Bank in the order as follows:

HOpPSIKE:

- mpu noctyieHnd B bank moatBepkmenus | - if the Bank receives confirmation of execution
WCIIOJTHEHHsI B TEUEHHE OTIEPaIMOHHOTO JHs, AeHexHbie | Within the banking day, the funds shall be debited
cpencrtia crucsiBatorest co Cuera B Tekymmit padouwmit | from the Account on the current business day of the

neHb banka; Bank;
- §Opu TocTymieHuH — moArBepxkaeHus — mocne | - if the Bank receives confirmation outside the
OTEPAIIMOHHOTO JTHS, JICHE)KHBIE cpexactra | business hours, the funds shall be debited from the
cruceiBatorcst co Cuera He mnosaHee crienyromero | Account no later than the next business day of the
pabouero nus banka. Bank.
Bank CaMOCTOSITEIIHHO ompenemsier | The Bank shall independently determine the length of

OPOJOIDKUTENIBHOCTh  omeparmonnoro  ausi.  O6 | the banking day. The Client shall be notified of the
OTePaIIOHHOM JiHE Knuent yeempomisieTcst | banking day through the System or by placing the
MOCpEICTBOM HarpasieHus uHdopmarmu o6 3tom o | relevant information on the Bulletin Board in the
Cucrteme WM  pa3MeIIeHHWs  COOTBETCTBYIOmIEH | customer area or on the Bank’s corporate website.
WHPOPMALNU Ha JOCKE OOBABICHHN B OMEPAIIIOHHOM
3aJ1€ 06CJ'Iy>KI/IBaHI/I$[ (1)I/ISI/I‘IGCKI/IX JIMIT HWJIHM Ha
KoprnoparuBHoM MHTepHeT- caiite baHka.

IIpu uemonyuenun ot Kiumenrta BeimeykasanHoro | No such a confirmation/non-confirmation received
MOATBEPIKICHUS/HE MOITBEPIKICHHS Bauk | from the Client, the Bank shall resume the System’s
Bo3oOHOBIsIeT pabory Cucrembr wu  wucnonssier | functioning and execute the Orders upon expiry of the
PacriopsikeHusI 10 HCTEUCHUH CPOKOB, ycTaHoBIeHHbIX | terms established by the laws of the Russian
3aKOHOAATEIBCTBOM Poccuiickoit deneparum. Federation.

2.3.18. bank He pacceutaet coobmieHust mocpenctsom | 2.3.18. The Bank shall neither send SMS to the
cMc-coo0meHnit Ha 3aperucTpupoBanHblii Homep w/unu | Registered Number and/or mobile phone number
HOMep MoOmIIbHOTO Tenedona, ykasanusiii B 3asisnenuun | specified in the Application for Accession to the
0 IIPUCOEAVHEHHH K Y cIIOBHSM miH afpec arekTpoHHoi | Terms and Conditions nor messages to the Client’s e-
noutsl Kitnenra, a taxoke He npousBoaut tenedonnsie | mail address, and shall not make phone calls for the
3BOHKH C IIEJIbIO MOJYYEHUs yKa3aHHbIMU criocobamu | purpose of obtaining any information about the Client
Kakoi-nmubo uHpopmanuu o Knmenre winm ganHbix o | Or the System.

Cucreme.

2.4. TEPEBO/L] AEHEXHbIX | TRANSFER OF FUNDS WITHIN THE
CPELJICTB BHYTPU BAHKA C | BANK USING MOBILE PHONE
HNCIIO0JIb3OBAHUEM HOMEPA | NUMBER / BANK CARD NUMBER /

MOBUIIbHOIO TEJIE@OHA/HOMEPA | ACCOUNT NUMB ER?
BAHKOBCKOU KAPTbI/HOMEPA
CYETA?

2.4.1. bauk B pamkax Cucremsl EuroLink, B Tom uncnie | 2.4.1. The Bank via EuroLink System, including its
ee MoOwibHON Bepcuu, mnpenocrasisier Kimenry | mobile version, provides the Client with the following
BO3MOKHOCTB: opportunities:

- coBepmaTh omnepaumu 1o nepeBoxy | - to conduct transfers of funds from his/her own
JEHEeXHBIX cpencTs co cBoero Cuera B banke Ha Cuer | account with the Bank to the account of another Client
npyroro Kimenra, oTkpwIThiii B banke, ¢ ykazanuem | opened with the Bank, indicating Recipient Identifier/
Wnentnduxaropa HOJTydaTess cpencts/Homepa | Bank Card Number/ Account Number of the
OankoBckoil  kaprtel/Homepa  Cuera  Kmmenrta— | Receiving Client — user of the EuroLink System
noxyyatens JEHEXHBIX cpenctB — nousb3osarens | (hereinafter referred to as the Receiving Client).
Cucremsl EuroLink (mamee — «Knuenr-monyuarens»). | Transfer of funds from the account of the Client with
IepeBox nenexHsIx cpencts co Cuera onnoro Kimenra | the Bank to the account of another Client opened with
B banke na Cuer apyroro Knuenra, otkpoiteiii B banke, | the Bank is hereinafter referred to as Internal
Jlajee TakyKe UMEHYETCSl — «BHYTPEHHHM TEPEBOY; Transfer;

- noxyuyath Ha cBoil Cuer B Banke nenexusie | - to receive funds by means of internal transfers to
cpeicTBa BHYTpeHHHUM mepeBozoM mocpeactBoM | his/her own account with the Bank by indicating the

2 [Ipu Hanuuuy TeXHUYECKOi Bo3MoxkHOCTH y banka / Subject to technical capability of the Bank
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ykazanus KimenroM-mnatensiukom Maentudukaropa
MOJTy9aTeINs cpeIcTB/HOMEpa 0aHKOBCKOM
kapThel/HoMepa Cuera KireHnTa — nosyuaress.

2.4.2. KnueHT HacToAIMM JaeT CBOE COIJIAaCHE Ha
HCIIOJIb30BAaHUE €r0 3aperucCTPUPOBAHHOIO HOMEpa B
kadecTBe MmeHTH(UKATOpa MOIyYaTeNist CPEICTB MpPHU
BHYTPCHHEM IEPEBOJIC B €rO MOJIB3Y.

KnueHT yBeOMIIEH U COTJIaceH, 4TO B CIydae, eciii
3apeructpupoBanHelid HoMep KimeHta coBmamaer ¢
3aperncTpupoBaHHEIM HOMepoM Japyroro Kimenra,
BHYTPEHHUI TIEpPEeBOJ, C HCIIOJIB30BAHHUEM TAaKHX
3aperucTpupOBaHHBIX HOMEPOB B KavecTBe
Wnentnduxaropa TOTy9aTeIs CpenCTB HE
OCYIIECTBIISETCS.

24.3. Tlpu yxazanuum KiHMeHTOM-TIATENBIINKOM
3apeructpupoBaHnHoro Homepa Kinenra-momydartens B
KagecTBe VneHTHpUKaTOpa TONydaTeNsi CPEICTB
JICHEeXKHBIE cpencTBa 3auucisitorcs Ha Cuer Komenra,
OIPEJCIICHHBI bBaHKOM CaMOCTOSTENIBHO U3 4YHUCIA
CueroB  Kimenrta. Ilpm ykazanum  Knmenrowm-
TUTATENBIIMKOM HOMepa OaHKOBCKOW KapThl Kimenra —
MOJyJaTensl, JCHEXHbIe CpPEeACTBA 3a4MCIIIOTCA Ha
Cuer, COOTBETCTBYIOLIMH JaHHOH OaHKOBCKOIl KapTe.
Ilpu ykazanuu KnuentoMm-nmarensiiukoM Cuera
Knmenta — momydaTens, J€HEXHbIE CpEACTBa
3auncisitorcss Ha Takod Cuer Knumenrta—mosydarens.
[Ipu 3TOM HEHEXHBIE CPEICTBA MO COOTBETCTBYIOMICH
orepanydyd MOTYT OBITh 3a4yMCIeHBl TOoNbKo Ha Cuer,
PEXHUM  KOTOPOTrO IpeaycMaTpHUBaeT BO3MOXKHOCTh
TaKOTO 3aYHCIICHHUS.

24.4. JIna cosepmeHus KimeHTOM—IIIATEIbIIAKOM
omepalMu MO  BHYTPEHHeMy  nepeBoay  baHk
npezocrasisier KiMeHTy-IuIaTenblIIMKy BO3MOXHOCTb
UCIIOJIb30BaTh Wnentnduxarop MOJTy4aTest
cpeacTB/HoMep OaHKOBCKO# kapTbl/HOMep Cuera st
ueneii  ¢gopmupoBanuss B Cucreme  EuroLink
Pacnopsoxenust. Unentudukarop HOJTyYaTeIst
cpencte/Homep OaHKOBCKoW — KapTel/Homep Cuera
BBOJUTCS KUIMEHTOM-IIIaTeNnbIMKOM B HHTepdeiice
“TlepeBon knmueHty 6anka” Cucremsl EuroLink.

Knuent yBemomileH U coriaceH, 4YTO B LENAX
COBEpLICHHs OMNepaluil M0 BHYTPEHHEMY IMEpPEBOAY
UCIIONIb3YIOTCS CBE/ICHHS B 00beMe, MPeyCMOTPEHHOM
JICUCTBYIOIIMM  3aKOHOJATeNbCcTBOM  Poccuiickoi

denepanuu.
IIpn YKa3aHAA KineHTOoOM-naTesb KoM
Wnentnduxaropa HOJIy4aTest cpescTB/HOMEpa

OankoBckoi  kapTel/HomMepa Cuera Juia  1eiei
cocraBiieHUs  PacnopsbkeHust A BHYTPCHHETO
MepeBoJia UCHOJB3YIOTCS JaHHBIC, IMPEIOCTaBICHHBIC
Bankowm.

[pu YKa3aHUH KiueHTOM-I11aTe b IUKOM
Wnentudukaropa rmosrydarenas/HoMep  OaHKOBCKOM
kapTel/HOMep CueTa CpencTB A IeNiel COCTaBJICHHUS
Pacnopsbkennst  bank  mpepocraBmsier  Knmenty-
TUTATENBIIHKY COOTBETCTBYIOIIHE YKa3aHHOMY
Wnentudukaropy TTOJTy9aTest CPEIICTB/HOMEPY
OaHKOBCKOW KapThl/HOMepy CueTa CBeOeHHS I
NPOBEPKH: (aMUIUS, UMS, OTYCCTBO (MPU HATHIHMH)
Knuenrta — nonyuatens ((pamMuins nperocTaBiseTcs: B

MAaCKUPOBAHHOM BI/IILG). Kiuent YBEAOMIJICH U COIJIACCH

Receiving Client’s Recipient Identifier / Bank Card
Number / Account Number by the Paying Client.

2.4.2. The Client hereby gives his/her consent to use
his/her Registered Number as the Recipient Identifier
for internal transfers in his/her favour.

The Client is notified and agrees that in case the
Registered Number of the Client is the same as the
Registered Number of another Client, an internal
transfer using such Registered Numbers as the
Recipient Identifier of the funds will not be
performed.

2.4.3. If the Paying Client specifies the Registered
Number of the Receiving Client as the Recipient
Identifier, the funds shall be credited to the Client's
account determined by the Bank from the list of the
Client's accounts. If the Paying Client specifies the
Receiving Client's bank card number, the funds shall
be credited to the Account of this bank card. If the
Paying Client specifies the Receiving Client's
Account, the funds shall be credited to such Account
of the Receiving Client. In this case, the funds under
the respective transaction can be transferred only to
an Account, the mode of which provides for the
possibility of such transfer.

2.4.4. In order for the Paying Client to execute an
internal transfer, the Bank shall provide the Paying
Client with the possibility to use the Recipient
Identifier / Bank Card Number / Account Number for
the purposes of forming an Order in the EuroLink
System. The Recipient Identifier /Bank Card
Number/Account Number is entered by the Paying
Client in the interface "Transfer to Bank Client" of the
EuroLink System.

The Client is notified and agrees that for the purposes
of internal transfers the information is used to the
extent provided by the current legislation of the
Russian Federation.

The data provided by the Bank shall be used for
internal transfers for the purposes of drafting the
Order, when the Paying Client specifies the Recipient
Identifier / Bank Card Number / Account Number.

If the Paying Client specifies the Recipient Identifier
/ Bank Card Number / Account Number for the
purposes of drafting an Order, the Bank shall provide
the Paying Client with the following information
corresponding to the specified Recipient Identifier /
Bank Card Number / Account Number to verify:
name, surname, patronymic (if any) of the Recipient
Client (surname provided in disguise). The Client is
notified and agrees to convey this information for
verification to another Client who specified the
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Ha [Mepenady yKa3aHHBIX CBEOCHUH U1 TPOBEPKU
npyromy  Kiwmenty, ykasaBmemy A Lenei
BHYTPEHHETO IepeBoAa cooTBeTcTByromuil Kiuenrty
Wnentuduxarop MOJIyJaTens CpelCTB/HOMEp
OanKoBcKoi KapThl/HOMep Cuera.

B caydae ycnemHoi npoepku KmmeHtom -
IUIATENIBIIMKOM — NIPEJOCTaBIEHHBIX CBEACHUIl, OH
noAnuceiBaeT U mnepenaer B bank PacnopsokeHue B
MOPSJKE, ONMPEICICHHOM HACTOAINMH Y CIIOBHSMHU.

2.45. bamk BmpaBe ompemeniats Buisl CUeToB, ¢
KOTOPBIX/HA  KOTOPBIE ~ MOXET  OCYIIECTBIIATHCS
BHYTPEHHUI IIEpPEeBOA B MHOPSAKE, NPEIYCMOTPECHHOM
pa3zenom 2.4 HacTOSIIUX Y CIIOBHH.

2.5. XPAHEHHUE PACHOP‘J}I)I(EHHI? 0
IIPOBE/IEHHUH OIIEPAIIHHU, 3AIIHCEH
TEJIE®QOHHBIX PA3I'OBOPOB

2.5.1. bank 00s13aH 00ecneYnTh XpaHEHUE NOTYUSHHBIX
oT Kinne\ura Pacniopsxenuit B TEUEHHE
MPeAyCMOTPEHHBIX 3aKOHOAATENbCTBOM Poccuiickoit
@Denepalliyl  CPOKOB  JUI  XPAaHEHMS aHAJIOTHYHBIX
JIOKyMEHTOB, COCTaBJICHHBIX Ha OyMa)KHOM HOCHTEIE.
Cnoco6 n Qopmar xpaHeHHs ompenersorcss bankom
CaMOCTOSATEIBHO.

2.5.2. Bce omeparum, mnpousBoanmblie CTOpOHaMHU B
Cucreme, (QUKCHUPYIOTCSI B TPOTOKOIAaX PabOTHI
MPOTPaMMBI, XpaHAIKXcs B 0ase maHHBIX CHCTEMbI B
banke. B cnyuae pasHornmacus wmexay baHkoMm u
KnmeHToM B OTHOLICHMH MNEpEeJaHHBIX DJIEKTPOHHBIX
nokyMeHTOB  CTOpOHBI  NPU3HAIOT B KayecTBe
JIOKa3aTeNbCTB YKa3aHHBIC 3aIMCH, a TAaKXKe 3allUCH B
npoTokoiie pabotsl Cucremsl, xpansamuecs B banke.

Cuctema BemeT Yyd4eT JCHCTBUHM, NPOU3BOAMMBIX
Croponamu B Hell. CdopmupoBanHble bankom
COOTBETCTBYIOIIIE  OTYETHl IO  MPOHM3BEICHHBIM
omepanusaM (neictBusM) B CuctemMe Ha OyMaKHBIX
HocuTensx 1o  Qopme bBanka, mommucaHHBIE
VIOJTHOMOYEHHBIM JIMIIOM baHKa © CKpeIUICeHHBIE
[1€YaTHIO Banka SIBJISIFOTCSE JIOCTATOYHBIMHU

JoKa3aTenbcTBaMu  (akToB coBepiieHnss CTopoHaMu
omepanuii u geiictBuii (B ToM umciae Cucremoi
ABTOMATHYECKH), TPEIYCMOTPEHHBIX  HACTOSLIMMH
YcnoBusiMA, W MOTYT OBITh HCIIOJIB30BaHB MpHU
pa3pemIeHn  TI00BIX CIIOPOB, a TAKXKE IPETOCTABIICHEI B
cya.

2.5.3. KiieHT yBetoMiIeH 0 TOM, YTO Bce Telae(OHHbIE
pasroBOpBI 3aNUCHIBAIOTCS M XpaHsATcd B baHke B
TEUCHHE CPOKa, YCTAHOBJICHHOTO 3aKOHOAATEIbCTBOM
Poccuiickoit ~ @enepamuu.  3amucu  yKa3aHHBIX
TeNeOHHBIX Pa3rOBOPOB MOTYT OBITH HCIIOJIB30BaHBI
NPy paspelieHuy  JIOOBIX  CHOpOB, a  TakkKe
MPEOCTABIICHBI B CYI.

3. KOHOULOEHLUNATIbBHOCTb

3.1. bank 00s13yeTcst IPUHSATH BCE AOCTYITHBIE MEPBI IS
NPEJOTBPAIIECHNS HECaHKIMOHUPOBAHHOIO JIOCTYIa
TPETbUX JHML K HHPOpMAIMH, COCTABISIOLICH
OankoBckyro TaiHy Kimenra. JlroGas wndopmanms

TAKOTO poJa MOXKET OBITh IMPEJOCTaBIEHA TPETHUM

respective Client's Fund Recipient Identifier / Bank
Card Number / account number for internal transfer
purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and
submit the Order to the Bank in the manner
determined by these Conditions.

2.4.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer
can be conducted in accordance with the procedure
stipulated in Section 2.4 of these Conditions.

2.5. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.5.1. The Bank shall ensure that Orders received
from the Client are stored within the term stipulated
by legislation of the Russian Federation for storing
similar documents drawn up on paper. The method
and format of storing are determined by the Bank
independently.

2.5.2. All the operations carried out by the Parties in
the System are fixed in the protocols of the System
operations, which are kept in the database of the Bank
System. In case of disagreement between the Bank
and the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol stored in the Bank, as evidences.
The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Bank, made in hard copies according
to the Bank’s form, signed by the authorized signatory
of the Bank, and sealed by the Bank , are considered
to be sufficient evidences of facts of operations and
actions made by the Parties (including automatically
by the System), foreseen by the present Terms and
Conditions, and can be applied for settlement of and
disputes, as well as submitted to the court.

2.5.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank
within the time period established by the laws of the
Russian Federation. Records of these telephone
conversations can be used when resolving any
disputes, as well as submitted to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures
for preventing the unauthorized access of third parties
to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
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JUIaM HE WHa4Ye KaKk B TOPSIKE, YCTAHOBICHHOM
3aKoHOAaTeascTBOM Poccutickoit denepanuu.

3.2. Hacrosiumm KimeHT pu3HaeT, 4To HCHOJIb30BaHUE
B COOTBETCTBHM C HACTOALIMMHU YcIOBUSAMHU Pa30BbIX
CEKPETHBIX napouei, a TaKxke HOPSIOK
Ayrentudukamun u pocryna Kimenra k Cucreme
JIOCTAaTOYHBI JJIsl 00ecTieueH s 3alUThl NepeiaBaeMoin
o Kananam JocTyma nHdopmanuu oT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K HEH TPETHUX JHII.
IIpu sToM KnneHT noaTBepx’AaeT, 4To eMy U3BECTHO O
TOM, YTO B mporecce J[MCTaHIMOHHOTO OaHKOBCKOTO
00CITyKMBaHHS BO3MOXEH pHCK
HECAaHKIIMOHUPOBAHHOTO JOCTYIA TPETHUX JIUI K TAKOH
MH()OpPMALUH 1 HACTOSIIITIM BBIPAXKaeT CBOE COTJIACHE C
TeM, 4YTo baHK He HeceT OTBETCTBEHHOCTH 3a
pasriamenye uHpopmanun o KiueHnre B citydae Takoro
HECaHKIIMOHUPOBAHHOT'O JOCTYTIA.

3.3. Ilepemaua Kmumenrom Jloruna, BpemenHoro
napouis, [Taposs, KogoBoro crnoBa, Pa3oBbIX ceKpeTHBIX
mapojell TPeTbUM JHIAaM HE JOMYCKAaeTCs, TaK Kak
BJICYET PHCK HECAaHKIIMOHUPOBAHHOTO JOCTYIA TPETHUX
o K mepenaBaemoit  mo  Kamamam - moctyma
uHpopmanuu. B ciryuae mepenaun Kimmentom Jloruna,
Bpemennoro maposia, Ilapons, Konmosoro cioga,
Pa30BBIX CEKPETHBIX MapoJiei TpeThiM JHaM bank He
HECeT OTBETCTBEHHOCTH 3a HECAHKIIMOHMPOBAHHBIN
JIOCTYIl K IiepeJaBaeMoil wuHpoOpManud U ymepo,
npuuuHeHHblit  Kimenty BCJIEACTBHE  TaKOTO
HECaHKIIMOHUPOBAHHOT'O I0CTYTIA.

3.4. Hacrosumm KnwmeHT mpusHaer, 4To B Ipolecce
nepeaayn HMHGOpPMAIMM IIyTEeM HANpaBICHUS CMC-
coo0IeHns Ha 3aperucTpupoBaHHbII HOMEP BO3MOXKEH
PHCK HECAaHKIMOHHPOBAHHOTO JOCTYIA TPETHHUX JIHI[ K
TakoH WH(MOPMALMM W HACTOSIIMM BBIPAXKAET CBOE
corjiacue ¢ TeM, 4To baHk He HeceT OTBETCTBEHHOCTH 3a
pasriamenne nHpopmaunu o Kimenre, Onepanusax B
Cilyyae TaKoro HECAaHKIMOHHUPOBAHHOTO AOCTYTIA.

4. BO3HAIPAXOEHWE BAHKA

4.1. Pa3mep M TIOpSAAOK yIepXaHHS KOMHUCCHOHHOTO
BO3HArpaXJAeHUs 3a MpefocTaBieHHe bankoM ycioyr B
COOTBETCTBUM C  YCIOBUSIMHM  YCTaHaBIMBAIOTCS
cornacHo Tapucam banka.

4.2. KnueHT HacTosmMM mpenocTaBisier baHky mpaBo
CHHCHIBAaTh 0€3 JIOTOJIHUTEIBHOTO  PACIIOPSIKEHUS
Knuenta CyMMBI KOMHCCHOHHOTO BO3HATrPaKICHHUS
Banka 3a yciyru B cootBercTBuu ¢ Tapudamu banka, a
TaKXe APyTHe PACXObl, TOHECEHHbIE baHKOM B CBSI3H €

HCIIOJTHEHUEM Pacnopsxenuit n/unn WHBIX
ONEeKTPOHHBIX  JOKYMEHTOB, B  TOM  HHCIE
KOMUCCUOHHBIE BO3HAIPAKICHUS 6aHKOB-

KOHTpareHToB, ¢ 1r00bix CueroB Kinenra B banke, kak
OTKpPBITBIX Ha MOMEHT npucoeauHeHuss Kimenra k
HACTOAIIMM YcJIOBUSM, Tak U co CUeroB, KOTOpHIE
MOTyT OBITh OTKpHITHI Kimenty Bankom B Oymyriem,
COIJIaCHO COOTBETCTBYIOLIUM JIOTOBOpaM,
3aKITIOYCHHBIM MeX 1y CTOpoHaMHU.

HecmoTtps Ha ykazanHble momnoxkenust KioueHT BripaBe
OCYILECTBIISITh oriary KOMHICCHOHHOTO
BO3HArpaxaeHus: baHka 3a ycilyTH B COOTBETCTBHH C

Tapudamm banka, a Takke Jpyrue pacxojbl,

procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
procedure and the procedure regulating the Client’s
access to the System by using Identifiers are sufficient
for protection of the information transferred via the
Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of
unauthorized access of third parties to such
information in the process of remote banking services
and hereby agrees with the fact that the Bank does not
bear responsibility for disclosure of information on
the Client in case of such unauthorized access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Channel of Access. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

3.4. The Client hereby acknowledges that when
sending information by SMS to the Registered
Number the risk of third-party unauthorized access to
such information arises and hereby agrees that the
Bank shall not be held liable for the disclosure of
information about the Client and Transactions in the
case of such unauthorized access.

4. BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the
Terms and Conditions, is identified according to the
Rates of the Bank.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates of the Bank, as well as other
expenses covered by the Bank for the purposes of
execution of the Orders and/or other Electronic
Documents including the fees of banks-contractors,
from any Accounts of the Client opened in the Bank,
both opened at the moment of affiliation of the Client
to the present Terms and Conditions and from the
accounts that the Client may open in future, according
to corresponding agreements signed between the
Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
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MmoHeceHHBIe bBaHKOM B CBS3M C  HCHOJHEHHUEM
PacniopspxkeHmit 1/niay HHBIX DJIEKTPOHHBIX TOKYMEHTOB
Knuenra JIOOBIMH WHBIMU crocobamu,
MPeIyCMOTPEHHBIMU 3aKOHOJIaTeNbcTBOM Poccuiickoii
®denepanuu.

4.3. KiimeHT HACTOSIINM JaeT COTJIACHE Ha UCIIOJTHEHNE
(B TOM uncne yacTuuHoe) baHkoM, B MOJHON cymMme,
JIOKyMEHTOB, YCTaHOBJIEeHHbIX bankom Poccum, st
OCYILICCTBIICHHUSI ~ TpaB, MPEIyCMOTPCHHBIX 1. 4.2
HacTOSAUMX YCJIOBUH, B TEUEHHE CpOKa JEUCTBUSA
JloroBopa 0e3 orpaHUYCHUs IO KOJTHYECTBY PACUYCTHBIX
JIOKyMEHTOB, IO CyMMe€ U TpeOoBaHUSIM U3
00s13aTeNBCTB, BEITEKAONINX 13 JJoroBopa.

4.4. banKk WMeeT IpPaBO B OJHOCTOPOHHEM TMOPSIKE
m3MeHiaTh Tapudser banka ¢ m3pemennem Kimenra nHe
nmo3nHee, dyem 3a 10 (mecsATh) KaJeHOApHBIX JHEH 10
BCTyIUIeHUsT Tapu(oB B CHIIy, TyTEM OITyOJIHMKOBaHUS
HH(POPMALIUU B MOPSIKE, MPESIYCMOTPEHHOM B IYHKTE
1.5 macTosmux Y clIoBHii.

5. YPEI'YIIUPOBAHUE
PA3HOrJIACUN

5.1. Cnopsl, BO3HUKAIOUINE B CBA3M C HCIOJIHEHHEM
Jorosopa, CTOpoHBI 00s3yI0TCA pa3pemaTh IIyTeM
MEPEroBOPOB C YIETOM HPUHIUIIOB JOOPOCOBECTHOCTH
W B3aHMHOTO yBaXCHHsA. B cilygae HEBO3MOKHOCTH
YperyJIMpOBaHUs BO3HUKIIMX PA3HOTJIACHH IyTeM
neperoBopoB, CTOPOHBI OYAYT paccMaTpUBaTh CIIOPHI B
Cyole B  COOTBETCTBHH C  3aKOHOJATEIHCTBOM
Poccuiickoit ®enepanuu.

5.2. B ciyyae Hecormacus KimeHTta ¢ meiicTBHAMHU
banka, cBsA3aHHBIMH C  HCIOJHEHHEM baHkoM
Pacnopsxenuit n/unu HHBIX ONEeKTPOHHBIX
JIOKyMeHTOB, KineHT HampaiisgeT B baHk ¢ moMoIpto
Cucrembl mno Kananam pgocryna/Ha OyMakHOM
HOCHTEJIE 3asBJICHHE C U3JI0KEHUEM CYTH MPETSH3UU.

5.3. bank B Teuenue 14 (yeTblpHaANATH) PabOUMX JHEH
OT  jJaTel  IomydeHus  npereHsun  Kiumenra
paccMaTpuBaet 3asBiaeHue KiueHTa u, B 3aBUCUMOCTH
OT TPHUHATOTO peIleHHs, JHOO  yJOBJIETBOPSET
nperensuto  Kimenra, mmb6o mepemaer KimeHty
3aKJII0OYEHNE O HEOOOCHOBAaHHOCTH €ro IpeTeH3HH.
3akimo4eHne 0 HEOOOCHOBAaHHOCTH — NPETEH3UU
Hanpassgercs: Knuenty mo Cucrteme, a Takke MOXKET
OBITh BBIIAHO B TNHCBMEHHOM BHIE C IOAMHUCHIO
YIOJTHOMOYEHHOTO paboTHHKA Banka
Kimenty/mpencrasurento KineHnra mpu JIMIHON SIBKE B
baHk.

6. OTBETCTBEHHOCTb CTOPOH

6.1. TIPABA, OBbA3AHHOCTN U
OTBETCTBEHHOCTb BAHKA

6.1.1. banmk o00s3yeTcs mpemocTaBiasTh KimeHTy
BO3MOKHOCTb TIOJy4Y€HHS aKTyallbHOM U JOCTOBEPHOM
nHpOPMATIH 0 MepeIaHHBIX Knmenrom

Pacnopspkenmsix, omepamusax 1o ero  Cuerawm,

execution of the Orders and/or other Electronic
Documents of the Client by any other means,
stipulated by the legislation of the Russian Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2 hereof,
within the period of validity of the Remote Banking
Services Agreement without limitations in terms of
the quantity of settlement documents, sum and
requirements from obligations, arisen from the
Agreement.

4.4. The Bank reserves the right to change the Rates
of the Bank unilaterally by notifying the Client on it
not later than 10 (ten) calendar days prior to entry of
the Rates into force by means of publishing the
information according to the procedure stipulated in
point 1.5 of these Terms and Conditions.

5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the
Agreement by means of negotiations considering the
principles of fidelity and mutual respect. Provided
that it is not possible to settle the arisen disputes by
negotiations, the Parties will address the disputes in
the court according to the legislation of the Russian
Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, and/or other Electronic Documents by the
Bank, the Client transfers to the Bank an application,
mentioning the subject of complaint, by means of the
System via the Access Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes
the application of the client and, depending on the
decision, either satisfies the Client’s claim, or
transfers the Client a conclusion on groundlessness of
the claim. The conclusion on groundlessness of the
claim is transferred to the Client via the System, as
well as can be issued to the Client / Representative of
the Client upon in-person visit to the bank, in written
for with the signature of an authorized employee of
the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client with an
opportunity to obtain relevant and reliable
information on the Orders transferred by the Client,
Transactions on their Accounts, the state of their
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cocrossHu ero CueToB W WHYIO HWHGOPMALHIO B
MOPSIKE, TPEIyCMOTPEHHOM Y CIIOBUSIMU.

6.1.2. bank BmpaBe orka3arh KineHTy B McmoiHEHUU
3aperucTpUpoBaHHOr0  PacnopspkeHus, ecnau  Opu
Hocyeiylonied MmpoBepke OyAeT YCTaHOBJIEHO, YTO
UCIOJIHEHHE  IpeaycMoTpeHHod uMm  Omnepaunuu
MPOTUBOPEUUT 3aKOHOJIaTEIbCTRY Poccuiickoii
®epepanuy, HOpMaTWBHBIM akrtaM banka Poccun,
VYenosusim unu gorosopy Mexay bankom u Knnenrtowm,
ONpENENAIIEMY MOPSAOK MPOBEACHHUS ONEpanuil Mo
cooTBeTcTByOImEMY Cuery.

6.1.3. bank BmpaBe B 000if MOMEHT IO CBOEMY
YCMOTPEHHIO, B TOM YHCJE, HO HE OrpaHHYHMBAsCh, B

cirydae HapyIICHUS Kinentom JoroBopa
JINCTAHIIMOHHOTO 0aHKOBCKOT'O 00CTy)KUBaHUS,
Kommpomeraruuy, BBISIBJICHUS Oneparnuu,
COOTBETCTBYIOIIECH MpU3HAKaM OCYIIECTBICHUS

HepeBoJia JEHEKHBIX CpeAcTB Oe3 cormacus KiueHTa,
oTka3ate  KimeHTy B HCIOJHEHMM  JIOOOTO
3apErHCTPUPOBAHHOTO DJIEKTPOHHOTO
JOKyMEHTa/IIPHOCTAHOBHUTD €T0 UCIIOJHEHUE, IPH 3TOM
Knuent BnpaBe mepepats B baHk cooTBeTCTBYIOLIMIA
JOKYMEHT Ha OyMa>KHOM HOCHTEJE, COCTABJICHHBIH IO
thopme, MIPEAYCMOTPEHHOH COOTBETCTBYIOIIUM
JIOTOBOPOM, 3aKJIFOUEHHBIM MeX 1y CTOpOHaMH, H/HIIH ¢
ydeToM TpeOoBaHUIl 3akoHOAaTenbcTBa Poccuiickon
denepanuu.

6.1.4. bBank BhopaBe mnortpedoBath oT Kimenra
MpeJCTaBUTh, B TOM 4HCJE, C MOMOIIbI0 CHCTEMBI,
MOJATBEPKIAIONIUE JTOKYMEHTBI, HEO0OXOauMbIe ISt
ocyiecTBiicHHsT baHkoM ()yHKIMK areHTa BaJIOTHOTO
KOHTPOJsS, B Ciydae ocymmecTBieHus KimeHTOM
BantotHo#t onepauuy.

Bank BmpaBe orkazate KimeHTY B HCIOTHEHHH
3apeTUCTPUPOBAHHOTO  PacmopsbkeHus, B ciiydae
HECOOTBETCTBUSl MpoBoAMMON BamoTHo! onepauuu
JICHCTBYIOIEMY BaJFOTHOMY 3aKOHOJIATEIIHCTBY
Poccuiickoii ®exepanun  W/WiIM  HENPEACTABICHUS
KnuenToM moaTBepkIaromux JOKyMEHTOB.

6.1.5. Bank BOpaBe HE BO3BpAIaTh KOMHUCCHOHHOE
BO3HarpaxKJieHne, TodydeHHoe oT Kiumedra 3a
WCTIONTHEHUE PacropspkeHus, 3aperucTpupoOBaHHOTO B
Cucreme, eciu JaHHOe PacmopsbkeHre HE MOXKET OBITh
BBITNIOJIHEHO IO He3aBHUCSIIUM 0T baHka nmpuunHaM.

6.1.6. bBamk He HeceT OTBETCTBEHHOCTH 3a
HEHCIIOJIHEHHE Pacnopsoxenus WM~ HMHOTO
DJeKTpOHHOTO JoKyMeHTa KimeHTa B ciydae oTkasza
banka or ucnonmHenust PacnopspkeHWs W/uiaM HMHOTO
OnexTpoHHOTO ToKyMeHTa KimeHTa, a Taxke B cirydasx
HEWCIIOTHEHHS Pacnopspxenns n/um WHOTO
OnexTpoHHOTO MOoKyMeHTa KineHTa, eciu UCIoTHEeHne
MIpHUBEJIO OBl K HAPYIIEHUIO TPEOOBaHUH NEHCTBYIOIIETO
3aKOHO/IaTEILCTBA Poccniickoit ®deneparuy,
HOpMATHUBHBIX akTOB banka Poccun, HacTodammx
YcioBuid, 10roBopoB 0aHKOBCKOro cuera (BKiajaa), a
TaK)Ke YCJIIOBHH MHBIX 3aKIIOUCHHBIX Mexay Kimentom
n bankowm cornamenunii (1oroBopos), B TOM 4HCIIE, €CITU
PacnopsixkeHue n/uiy HHOH DIIEKTPOHHBIH TOKYMEHT He
6bu10 moaTBepkAeHO KimneHtom Pa3oBbIM cekpeTHBIM
napoJem, Jmo6o rmposepka Pa3oBoro cekpeTHOro napoiist

Jlajia  OTPUIIATENBHBIN pe3yibTaT, JIMOO JTEHENKHBIX

Accounts, and other information in accordance with
the procedure set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
the subsequent checking will identify that execution
of such Transaction does not meet the requirements of
the legislation of the Russian Federation, regulatory
acts of the Bank of Russia, the present Terms and
Conditions or the Agreement between the Bank and
the Client, identifying the transactions conduction
procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of
the Client at any time, at its own discretion, including,
but not limited to, in case of violation of the Remote
Banking Services Agreement, a Compromise, a
Transaction with the signs of money transfer
performed without the Client’s consent, thereat the
Client reserves the right to submit to the bank the
corresponding document in hard copy, made in the
form of the Bank and according to the agreement
signed between the Parties and/or considering the
legal requirements of the Russian Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by
means of the System, required for carrying out the
function of currency control agent by the Bank in case
the Client conducts Currency transactions.

The Bank is entitled to refuse from the execution of
the registered Order of the Client in case of the
mentioned Currency Transaction does not meet the
requirements of the effective currency legislation of
the Russian Federation and / or failure of the Client to
present confirming documents.

6.1.5. The Bank is entitled to refuse from refunding
the fee received from the Client for execution of the
Order registered in the System, if the mentioned Order
cannot be executed due to reasons beyond the Bank’s
control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic
Document of the Client if such execution could have
brought to violations of requirements of the effective
legislation of the Russian Federation, regulatory acts
of the Bank of Russia, present Terms and Conditions,
bank account (deposit) agreements, as well as
conditions of other agreements (contracts) signed
between the Client and the Bank, including if the
Order and/or other Electronic Document was not
verified by the Client by means of Session Key, either
the Session Key identification gave negative result,
either there are not enough funds on the Accounts of
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cpencts Ha Cuerax KimeHTa HE IOCTaTOYHO ISt
WCTIOJTHEHHUS Pacnopspxenus (w/mmm HWHOTO
DNEKTPOHHOTO JIOKYMEHTA) 15005004t YILTATHI
KOMHCCHOHHOTO  BO3HarpaxkIeHus baHky — w/umu
BO3MCIIICHHUS HWHBIX pPacxoioB baHka B CB3H C
MPOBEICHUCM Oneparmu, OCYILECTBIICHUS
COOTBETCTBYIOIIUX JICHCTBHUI, a TAK)KE B MHBIX CITy4asX,
MOPEIYCMOTPEHHBIX Y CIOBUSAMH, COOTBETCTBYIOIIUM
JIOTOBOpPOM ~ 0OaHKOBCKOTO  cueTa  (BKIama) H
3aKoHOAaTeascTBOM Poccutickoit denepanumu.

6.1.7. bamk He HeceT OTBETCTBEHHOCTH 3a
HEBBINTOJIHEHUE, HECBOCBPEMEHHOE WIIM HEIIPAaBIIIBHOE
BBITIIOJTHEHUE Pacnopsxenuit W/ HHBIX
ONeKTpOHHBIX NOKyMeHTOB KimmeHra, eciawm 3TO OBLIO
BBI3BaHO IIpefocTaBieHneM KimeHToMm HemocToBepHOH
W/UIM HETOYHOU MH(OpMaLuK NpH 3aKITI0UYEHUN W/HITH
ucnonHenun Jlorosopa, BBogoM KIilMEeHTOM HeEBEpHBIX
JIAHHBIX, a TaK)Ke 3a HapyleHue padorsl CHCTEMBI B
pe3ynbTate OIMMOOK W HETOYHOCTEW, JOIYIIEHHBIX
Knnentom.

6.1.8. bank He HeceT OTBETCTBEHHOCTH 3a yIiepo,
MPUYUHEHHBIA Knmenty BCJICAICTBHC
HECAaHKIIMOHUPOBAHHOTO  HCIIOJB30BaHMUSA TPETHHMHU
IMnaMM - 3aperucTpHpoBaHHOrO Homepa, Ilapois,
Konosoro cnoBa, a Takxe Jlornxa, Bpemennoro maposs
u Pa3oBoro cexperHoro naposs, nepenaHHbix KianeHty.
baHk HeceT OTBETCTBEHHOCTh 3a  IOCJEICTBUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIa TPETbUX JIUI[ K
CucrteMe HCKIIOYHMTENIBHO B CIlydasX, KOI/la TaKoii
HECaHKIIMOHUPOBAHHBIH JOCTYII BBI3BaH
HecoOmogeHneM baHkoM TpeOGoBaHMHA HACTOSIINX
Ycnosuil.

6.1.9. baHk He HeceT OTBETCTBEHHOCTH 3a TOJTHOE WIIN
YaCTHYHOE HEWCIIOJIHGHHE CBOUX  0053aTesbCTB,
BBITEKAIOIIUX M3 YCIOBUH, €CIIM TaKOE HEUCITOJTHCHUE
BBI3BAHO OOCTOSITEIBCTBAMH HENPEOIOTUMON CHIIBI, B
TOM YHUCIIE PEUIEHUSIMH OpraHOB 3aKOHOJATEIbHOMH,
CycOHOM H/WiIM MCIIOJHUTEIBHOM BiacTH Poccuiickoit
®enepanuy, a Takxke banka Poccuy, KoTopele aenarT
HEBO3MOXXHBIM i1  baHka  BBITIOJIHEHHE CBOMUX
00s13aTeNBCTB; 3aJepKKaMU IJIaTexxked 1mo BuHe baHka
Poccun; BOeHHBIMU NEHCTBUSMH, CTUXHHUHBIMHA WU
WHBIMU OCICTBHUSMHU, IPOUCXOIAIIMMU B palioHaX,
opUIMATEHO TPU3HAHHBIME  HAXOISAIIMMHUCS O]
BIIMSTHACM BBIIICYKa3aHHBIX 00CTOSTEIBCTB.

6.1.10. bank He HeceT OTBETCTBEHHOCTH 3a
nociencTeus HapyieHus Kiuentom tpeOoBaHUU U
MOJIOJKEHUH HACTOSAIINX Y CIIOBUM.

6.1.11. bamk He HeceT OTBETCTBEHHOCTH 3a
MOCIIEACTBHS HapyIeHUs paboTocmocoOHOCTH
Kananos nocryna.

6.1.12. baHk He HECET OTBETCTBEHHOCTH 3a HAPYIICHHE
paboTel CUCTEMBI, a TAK)KE CPEJICTB CBSI3H, C IIOMOIIBIO
KoTopblx KimenTy Hampasisiercst cMc-cooOlieHne Ha
3aperucTpupoBaHHBIA HOMEp, B pe3yiabTare JeiicTBuit
TPETHUX JIHLL.

BaHk He HeceT OTBETCTBEHHOCTH 32 KaKHe-JIO0 aBapyH,
cOou B 00CITy)XMBaHUY, CBSI3aHHBIE ¢ 00OPYIOBaHUEM,
CHCTEMaMH Mepellaun 3JIEKTPOSHEPIUU W/WIN JIMHUH

CBSI3M, CETH WHTEPHET, KOTOPhIE OO0ECTIeUYNBAIOTCS,

the Client for execution of the Order (and/or other
Electronic Document) and/or payment of the bank fee
and/or compensation of other expenses of the Bank
related to the Transaction conduction, taking
corresponding measures, as well as in other cases,
foreseen by the Terms and Conditions, corresponding
bank account (deposit) agreement and legislation of
the Russian Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate
and/or invalid information by the Client upon
conclusion and/or fulfillment of the Agreement,
entering of incorrect data by the Client, as well as for
System operations faults due to mistakes and
inaccuracies made by the Client;

6.1.8. The Bank does not bear responsibility for the
loss caused to the Client as a result of unauthorized
usage by the third parties of the Registered Number,
Password, Memorable Word, as well as Login,
Temporary Password, and Session Key transferred to
the Client. The Bank bears responsibility for the
consequences of unauthorized access of third parties
to the System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the
Bank to comply with the requirements of the present
Terms and Conditions;

6.1.9. The Bank does not bear responsibility for full
or partial non-execution of its obligations, arisen from
the present Terms and Conditions, if such non-
execution is conditioned by circumstances of the acts
of God, as well as by decisions of legislative, judiciary
and/or executive authorities of the Russian
Federation, as well as the Bank of Russia, which make
it impossible for the Bank to perform those
obligations; payments delays due to the fault of the
Bank of Russia; military actions; natural disasters and
other disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances;

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client;

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels
of Access;

6.1.12. The Bank does not bear responsibilities for
any disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of
any third parties;

The Bank shall not be held liable for any accidents,
service failures related to the equipment, power
transmission systems and/or communication lines, the
Internet, which are secured, served, operated and/or
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MOJAIOTCS, DKCIUTYaTHUPYIOTCS W/WIA OOCTYKUBAIOTCS
TPETPUMH JINI]AMH B CBSI3U C HampaBieHHeM KimeHty
CMC-COO0IIeHNT Ha 3aperucTpUPOBAaHHbIH HOMED.

6.1.13. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KineHnrta, BO3HMKIIHME BCIEICTBUE HECBOEBPEMEHHOTO
cooOwenns banky o Kommpomeranum.

6.1.14. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Kinenra, BO3HMKIIME B pe3ysibTaTe yTparthl (IOpYH,
nepexayn, yrepu, pasriamennn) Kmmenrom Jlormna,
Bpemennoro maposisa, Ilapons, Konosoro ciosa,
PazoBoro cexpeTHOro mMapos.

6.1.15. bank He rapaHTHPYET COBMECTUMOCTh CHCTEMBI
C  ONEpallMOHHOW  CUCTEMOM M CTOPOHHUM
MPOTPAaMMHBIM  O0ECIEYEHHEM, YCTAHOBJICHHBIM Ha
kommnbloTepe Kinenra.

6.1.16. Pemienne 00  OTMEHE  HCIOJHEHHMS
Pacriopsbxennst o mpoBeseHun Omnepauuu Jmdo 00
OTKJIIOHGHHH 3alpoca Ha OT3bIB  DJICKTPOHHOTO

JIOKyMeHTa baHK TpHUHUMAaeT ¢ y4eToM TpeOOoBaHUS
3aKoHOJaTeNnbcTBa  Poccuiickon denepanun 0
0C30T3BIBHOCTH IIEpPeBO/Ia JICHEXKHBIX CpEencTB. B
ciydae oTMmeHBl Pacmopsbkenuss bank BmpaBe He
BO3BpaIIaTh KOMHCCHOHHOE BO3HArpaXICHUE,
monydeHHoe oT KimeHta, ecim  OTMEHEHHOE
Pacnopspkenne 0bUT0 3apeructpupoBato B Crcreme.

6.1.17. bBauk He HeceT OTBETCTBEHHOCTH 3a
MOCIIEACTBHSI HECAHKIIMOHUPOBAHHOTO HCIOJIL30BaHUS
TpeThbuMu JUIaMu Kona gocTyma, MCHOIb3yeMOro B

MOOWIILHOM  TPWIOKEHHH, B TOM 4YHCIEe 3a
npuyrHeHHbIe KITMeHTyY BClieICTBHE 3TOTO YOBITKH.

6.1.18. bank He HeceT OTBETCTBEHHOCTH 34
HETOoJyYeHHe Knuenrom CMC-COOOLLIEHUIH Ha

3aperucTpupoBaHHblii HOMEp o BUHe KimeHTta win
MOOMJIBHOTO OIleparopa, a Takxke 3a yorITkH Kinenra,
BO3HHUKIIINE BCIIEACTBUE HeroiydyeHus KimenroMm cMc-
coobmennit mo BuHe Kimmenta winm MOOMIIBHOTO
orepaTopa.

6.1.19. DBauk He HeceT OTBETCTBEHHOCTH 3a
HECAHKIIMOHUPOBAHHBIN MOCTYI K IepeaaBacMoOi Ha
3aperucTpupoBaHHEId HOMep HH(opManuu u ymepoO,
MPUIHHEHHBIN Kiuenty BCJIEAICTBHE TaKoro
HECAHKIIMOHUPOBAHHOTO JIOCTYyIa, B TOM 4YHCIE, B
ciyvae YTpaThl Kauenrom KOHTPOJIS HaxI
3aperucTpUpoOBaHHBIM ~ HOMEPOM, JIO  MOMEHTa
nonyyeHuss ot KimeHTta yBemomiieHus o0 yTpate
3aperucTpupOBaHHOTO HOMEPA.

6.1.20. bank BmpaBe mnorpeboBate oT Kimenra
npeacTaBuTh, B TOM YHCIIE, C IOMOIIBIO CI/ICTCMBI,
MOATBEPXKIAIONINE JOKYMEHTBI, HEOOXOIMMBIC I
BBITIOJTHEHMsI baHkoM TpeGoBanuit  DenepaabHOTO
3akoHa oT 07.08.2001 Nel15-®3 «O npotuoneiicTBun
jeranu3auuy  (OTMBIBAHHUIO) JOXOJOB, ITOJYYEHHBIX
HPECTYIHBIM IyTeM, u (MHAHCHPOBAHUIO
Teppopu3May.

Bank BmpaBe orkazath KiMeHTY B HCIOTHCHHUH
3apETUCTPUPOBAHHOTO PacmopsokeHHs B Cilydasx,

MPEIYCMOTPEHHBIX EHCTBYIOMNM 3aKOHOIATEIECTBOM

serviced by third parties in connection with sending
SMS to the Client’s Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise;

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
Temporary Password, Password, Memorable Word,
Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer.

6.1.16. The decision to cancel a Transaction Order or
to reject a request on  Electronic Document
withdrawal shall be taken by the Bank based on the
requirements of the legislation of the Russian
Federation on irrevocability of money transfers. In
case of cancellation of an Order, the Bank is entitled
to refuse from refunding the fee received from the
Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorised use by third parties of
the Access Code used in the mobile application,
including losses incurred by the Client as a result
thereof.

6.1.18. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.

6.1.19. Where the Client loses control over the
Registered Number, the Bank shall not be liable for
any unauthorized access to information sent or
transferred to such Registered Number and for
resulting losses the Client may suffer till the notice of
the Registered Number loss has been received from
the Client.

6.1.20. The Bank shall have the right to demand that
the Client submit the supporting documents
(including the submission of such documents via the
System) necessary for the Bank to meet the
requirements of Federal Law No. 115-FZ dated
07.08.2001 "On the Counteraction of the
Legitimization of Proceeds of Crime and the
Financing of Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on
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Poccuiickoii ®deneparuun 0 MIPOTUBOICUCTBUU
jeranu3anuyl  (OTMBIBAHUIO) JIOXOZIOB, IOJNYYCHHBIX
MPECTYIMHBIM MyTeM, ¥ (PUHAHCUPOBAHUIO TEPPOPHU3MA.

6.2.[IPABA, OB513AHHOCTN U
OTBETCTBEHHOCTb KIIMEHTA

6.2.1. Kitnent o0s13yeTcst co0moaaTh peKOMEHAAIH 110
nHpopMalMOHHO Oe3omacHOCTH mpu  paboTe ¢
Cuctemoil, ykaszannele B Ilpunoxenunm Ne2 «k
VYcnoBusM, a TaKke MEPHUOJUUYECKH pacchbulaeMble
bankom mo Cucreme wu  nyOiukyeMmble  Ha
KoprnopatuBHoM MHTepHeT-caiite banka. KnueHt Hecet
PUCK  BO3MOXHBIX  YOBITKOB B pe3yjbTare
HECAaHKIIMOHUPOBAHHOTO [OCTYIa TPETbUX JHUI K
Cucteme, B TOM dYHCIE B pe3yJbTaTe HCIIOTHECHUS
BankoM OIEeKTPOHHBIX JOKYMEHTOB, ITI€PEIAaHHBIX B
bauk or wmmenn Kimenta u mnoanucaHueix ACII
Knuenra.

6.2.2. B cnyyae otkaza baHka OT WCHOJHEHUS
3aperucTpupoBaHHoro Pacnopspkenus, KnueHT Bmpase
oOpatutbes B baHK 3a MoTydeHHEM COOTBETCTBYIOIEH
nH(opMaLuK, B TOM YHCIIE O IPUYNHAX HEHCIIOIHEHHSI.

6.2.3. KimeHT HeceT OTBETCTBEHHOCTB 33 IIPaBHUIIHOCTh
U aKTyaJIbHOCTh BCEX CBEICHHH, COOOIIaeMBIX WM
banky, npu 3akito4€HUM U UCHOJIHEHUM HACTOSIIETO
Horosopa. IIpu u3mMeHeHUH yKa3aHHOH B 3asiBICHHUH O
MPUCOCTUHEHUN K YcioBusM wHpopMmarmu, KimeHT
00s3aH HEMEUIEHHO yBeIOMHTH 00 3ToM baHkK B
IMCbMEHHOM BHJI€ IIpU JIU4YHOM siBKe B bank. B ciyuae,
ecnim  KimeHT HapymmaeT MOpPSAZOK MCHOJIb30BAHUSA
CucteMbl B 9YacTH UCTIOJHEHHsI CBOEH 00SI3aHHOCTHU TI0
npejocTaBieHno0 baHky pocroBepHol uH(opManuu
(oOHOBIIEHHOW MH(DOpPMAIMK B CIy4yae €€ U3MEHEHHs),
bank  BmpaBe  MPUOCTAHOBUTH  HCIIOJIb30BAHUE
Kinentom Cucremsl. Jlo MoMeHTa nosyueHus: bankom
yBenomiieHus KimeHTa 00 HW3MEHEHHHM KOHTaKTHON
nHpopManuy, baHK He HeceT OTBETCTBEHHOCTH 3a
HENOJyYEHUE WM HECBOEBPEMEHHOE IOJIyYE€HUE
HanpaByieHHoW KnuenTty koppecnonaenuuu, a Knuenr
HECET BCE PHUCKHA BO3MOXHBIX YOBITKOB, BBI3BAHHBIX
HENOJyYeHUEM WIIM HECBOCBPEMEHHBIM TOJYYCHHEM
HaripaBJieHHON KITMeHTy KOoppecToHIeHIIUH.

6.2.4. Kiwmenr o0s3yercs obecneyutb XpaHEHHE
nHpopManuu 0 MOJTY4YEHHOM Bpemennom
napoJe/usmeneHHoM Ilapoie crmocoboM, jaenaromum
Bpemennsiii  maposs/[1aposib HEAOCTYITHBIM TPETHUM
JunaM, B TOM 4HCIle, He coobmars BpemeHHBIH
napoib/[lapons  paGorHukam  banka, a  Takke
He3aMeUTUTENILHO YBEIOMJISITH bank 0
Komnpowmerarm Bpemennoro napomns/Iapoms.

6.2.5. Kimmenr o0s3yercs He mpoBoauth 1o Cyeram
oTeparuy, CBsI3aHHBIE c OCYIIIECTBICHAEM
TpEIIPUHUMATEITHCKON IESTEITBHOCTH.

6.2.6. B cioydae  yTparbl = KOHTPOJS  Haj
3aperucTpupoBaHHbiM HOMepoM KimeHT o00s3yercs
HE3aMEUTHTENIEHO COO0MMTh 00 3TOM B baHk.

the counteraction of the legitimization of proceeds of
crime and the financing of terrorism.

6.2.RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 2 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
corporate web-site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of
a registered Order the Client may apply to the Bank
for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon
conclusion and implementation of the present
Agreement. In case of changes related to the
information mentioned in the Application on
affiliation to the Terms and Conditions, the Client is
obliged to notify the bank on those changes
immediately in a written form and in-person visit to
the Bank. Provided that the Client violates the
procedure on using the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client on changing contact
information, the Bank does not bear responsibility for
non-receipt or delayed receipt of correspondence
directed to the address of the Client, and the Client
bears all the risks of possible losses, related to non-
receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.
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6.2.7. KioreHT 00s3yeTcss 0OCCIECUHTh IMOAACPKAHUE
mpreMa cMc-cooOmeHnit Ha 3aperucTpupoBaHHOM
HOMepe.

6.2.8. KumeHt o00s3yercs mnpenoctaButh baHKy B
KauyecTBe 3aperucTpupoBaHHOTO HOMepa
JICUCTBUTENBHBI HOMEpP MOOWJIBHOrO TeneoHa |
o0ecreynTh  IMOCTOSHHYIO — JIOCTYITHOCTH — HOMepa
MOOMIIBHOTO TeneoHa UIA TpHeMa COOOIeHHH B
thopmaTte SMS-coo0meHwMI.

6.2.9. KnmeHT  HeceT  OTBETCTBEHHOCTH  3a
JIOCTOBEPHOCTHh HOMepa MOOMIIBHOTO TeledoHa, 00s3aH
HE JOMYyCKaTh CO3JaHUE AyONUKATOB (KJIOHOB) Sim-
KapThl, a TaKKe HE JOMyCKaTh IOJyYCHHE,
HCIIOJIb30BAaHUE M 3aMEHY Sim-KapThl H/WIH HOMEpa
MOOHJIBHOTO Tenedona, Konosoro croBa
HCYNOJIHOMOYCHHBIMU JIMTIAMU.

6.2.10. KumeHT o00s3yeTcs 0O0eCHeUUTh XpaHCHUE
napopManun 0 KoIoBoM ciioBe crocoboM, AeNaronum
KonoBoe cioBo HEOCTYIHBIM TPETHUM JIMLAM

7. U3MEHEHMUE YCJIOBUN

7.1. YcnoBus MOTYT ObITh M3MEHEHBI 10 MHUIMATHBE
banka myTeM BHECECHHS M3MEHEHHM W/ JOTIOJHEHU N
B YCIIOBUS, B TOM UHUCJIE IIyTEM YTBEPXKICHUS HOBOMU
penakuuu YCIOBHH, B MOPSAKE, YCTAaHOBJIECHHOM
HACTOSALIMM pa3/iejoM Y CIOBUH.

7.2. V3MeHeHus W/WAM JONOJHEHUS B YCIOBHI,
BHECCHHBIC baHKOM, BCTYIAIOT B crity 1o ctedeHuu 10
(mecsaTH) KaJeHIAPHBIX THEH C JaThl OMyOJUKOBAHMUS
bankom uHpOpManuu 00 3TUX H3MCHEHHUAX W/HIU
JIOTIOJTHCHUSAX JIMOO C AaThl BCTYIUICHUS H3MCHCHHU
W/WIIK JIOTIOJTHEHUH B CUITY, €CJTH Takasl Jara yKa3aHa B
OomyOJIMKOBaHHOW wWH(pOpManuu, HO He panee 10
(mecsTH) KaJeHIAPHBIX THEHW C JaThl OMYOJUKOBAHUS
nH(OpMaLH.

B caywyae uzmeHeHus 3akoHojaTenscTBa Poccuiickoit
®enepanuu, YCIoBUS, O MOMEHTa HX HW3MEHEHUs
bankom npuMeHsIIOTCS B 4acTH, HE MPOTUBOpevallei
TpeboBaHUSM 3aKOHOJIaTEJILCTBA Poccuiickoit
denepanuu.

7.3. KitneHT 00s13aH He pexe oJHoro pasa B 10 (mecsTh)
KaJICHAApHBIX JHEW 3HAKOMHUTBCS ¢ HH(DOpMamme,
myOnmkyemoii baHkoM B cOOTBETCTBUM C nyHKmoOM 1.5
VYcnosuid.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.

6.2.8. The Client undertakes to provide the Bank with
a valid mobile phone number as a Registered Number
and to ensure that the mobile phone number is always
available for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy
of the mobile phone number and shall prevent the
creation of duplicates (clones) of the sim card, as well
as the receipt, use, and replacement of the sim card
and/or mobile phone number, Memorable Word by
unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 10 (ten) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 10 (ten)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment
of their adjustment by the Bank, are applied insofar as
they do not conflict with the requirements of the
legislation of the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point
1.5 of the present Terms and Conditions at least once
in 10 (ten) calendar days.

7.4. B cinyuae Hecornacus KimeHTa ¢ U3MCHEHUSIMHU
W/WIIA JTOTIONTHEHUSIMH, BHECCHHBIMH B Y CIIOBHSA, HITH
YCJIOBUSIMH HOBOM penakiuu Y ciosuil, KinueHT Brpase
pacTopraHyTh J[oroBOp B THOpSIKE, YCTAaHOBICHHOM B
paszoene 8 Y cnoBuid.

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the Agreement according
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75. B cmywae, ecnu 10 BCTYIUICHHS B CHIY
OlyOJIMKOBaHHBIX ~ baHKOM  W3MeHEeHMH  W/WiH
JIOTIOJTHEHUH, BHECEHHBIX B Y clIoBU, baHk He momy4un
yBenomiieHus Kimenta o pacropxenun Jlorosopa,
CTOpOHBI MPU3HAIOT, YTO YKa3aHHbIE H3MEHEHHS W/HIIH
JIOTIONTHEHUs B Y clloBUs NpUHATHI KitneHToM.

7.6. bank He HeceT OTBETCTBEHHOCTH, €CIIH
uHpopManus 00 W3MEHEHWH WIIH IONOJHEHUH
VYcnoBuii, omyOIMKOBaHHAs B TOPSAKE M B CPOKH,
YCTaHOBIICHHBIE Y CIIOBHSAMH, HE OblIa MOTy4eHa W/UITN
M3ydeHa W/WIHU NIPAaBIIIFHO HCTONKOBaHa Kitmentom.

7.7. JIroOble U3MEHEHUS W/ WIHM JOMOJHEHUS B Y CIIOBUS
C MOMCHTAa HUX BCTYIUICHHS B CHIy pPaBHO
PacmpoCTPaHSIOTCS Ha BCEX JIUIL, PUCOCAUHUBIIUAXCS K
VYcinoBusiM, B TOM YHCIE [PUCOSAMHHUBIIMXCA K
VYcnoBusM paHee AaThl BCTYIUICHHS U3MEHCHUN W/WITH
JIOTIOJTHEHHH B CHITY.

8. CPOK OEWCTBMS U NMOPSIQOK
PACTOPX>XEHUA [OrOBOPA

8.1. JloroBop BCTyMHaeT B CHJIY C MOMEHTA MOJTY4YCHUS
KnuenTom 3asBrieHus 0 NpUCOeIUHEHUH K Y CJIOBUSAM C
otMmeTkoi banka.

8.2. JloroBop HEWCTBYeT 10 MOMEHTa INpeKpaleHus
BCEX JIOTOBOPOB OAHKOBCKOTO cueTa (He KacaroIUXcCs
CYETOB ISl PacUeTOB C HMCIOJIb30BAHUEM OaHKOBCKHX
KapT) ¥ JJOTOBOPOB cYeTa BKJIaJia «J10 BOCTpeOOBaHM»,
3akimoueHHbIX KnuentoMm ¢ bankom.

8.3. JloroBop MOXeT OBITh PaCTOPTHYT IO TPEOOBAHUIO
o1iHoit u3 CTOPOH B CIIEAYIOIEM MOPSIIKE:

8.3.1. B cayuae pacropxenus JloroBopa 10
nHunmatuBe banka, bank yBemomisier 00 3TOM
Knuenta He mo3gnee, wem 3a 14 ("4eThIpHAIIATH)
KaJCHIapHBIX JHEH II0 AaThl pacTtopkeHus Jlorosopa
MIOCPE/ICTBOM HAIPaBJICHHsI COOOIIEHHUS IO TIOYTOBOMY
anpecy KimeHTa, cOOOIIEHHOMY UM TIpU 3aKIIOYCHUHU
JoroBopa, 560 ¢ moMoielo CHCTEMBI, MO0 WHBIM

CIIocoOoM, YCTaHOBJICHHBIM YcnosusiMu.
Obsi3atenbcTBa baHka 1O TpHeMy M HMCIIOJIHEHHIO
Pacnopsbxenuit 1770781078 HHBIX OIEeKTPOHHBIX

JIOKYMEHTOB C MCTOIb30BaHHEeM CHCTEMBI CUMTAIOTCS
MPEKpaIleHHBIMI C JaThl M BPEMEHH, YKa3aHHBIX B
YBEJOMIICHHU.

8.3.2. B cuywae pacropxkenusi Jloropopa 1o
naunmatuBe Kiuenta, KiweHt yBemomiiser o0 3ToM
bank  myrem = HanpaBieHUsT  YBEAOMJICHHS O
pactopxkenuu JloroBopa mo Cucreme nubo myTem
npenacraBieHuss B baHk MUCEMEHHOTO yBEIOMIICHHUS O
pactopkenun JloroBopa mpu jauuHO# siBke Kimenra
(npencraBurens Knuenta) B bank. JloroBop cuuraercs
PacTOpPTHYTBIM € JaThl  perucrpauuu  bankom
YKa3aHHOTO YBEIOMJICHHUS, IIPH YCIIOBHH OTCYTCTBHUS Y
KimenTa 00s3aTenbCTB 10 MoTanmeHuio nepes bankom

to the procedure mentioned in Section 8 of the present
Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published
by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received
and/or studied and/or properly interpreted by the
Client.

7.7. Any adjustments and/or amendments in the
Terms and Conditions, as of the day of entering into
force, equally refer to all parties affiliated to the Terms
and Conditions, including parties affiliated to the
Terms and Conditions earlier dates of entering into
force of adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client receives the Application on affiliation to the
Terms and Conditions with the Bank’s mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The Agreement can be canceled upon request of
one of the Parties according to the procedure as
follows:

8.3.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to
the date of Agreement cancellation by means of
sending a message to the post address of the Client,
mentioned by the latter upon conclusion of the
Agreement either by means of the System, or by any
other means established by the Terms and Conditions.
The obligations of the Bank on acceptance and
execution of Orders and/or free format messages by
using the System are considered terminated as of the
date and time, mentioned in the notification.

8.3.2. In case of Agreement cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on Agreement
cancellation by means of the System either by
submitting a written notification on Agreement
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The Agreement is considered canceled as
of the date of registration of the mentioned
notification by the Bank provided that the Client has
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3a70/bkeHHOCTH 1o [Jorosopy. Ilpm  Hamuyum
yKa3aHHBIX 00513aTEeNBCTB o MIOTAIICHHUIO
3a/10JbKeHHOCTH Tiepen bankom JloroBop cuuTaercs
PacTOPTHYTHIM C MOMCHTA HUCIIOJIHCHHS OOSI3aHHOCTHU
IO OIUIaTe YKa3aHHOU 3aJI0JKEHHOCTH.

Bce PacmopsokeHuss wW/WiaM  UHBIE  DJICKTPOHHEIC
JokyMeHThl KitneHTa, 3apeructpupoBannbie bankom 110
MOMEHTa TofyuyeHusi yBenomisieHuss Kimenra o
pactopxeHnn JloroBopa, MOIIEXKAT HCHOTHEHUIO
bankoM B COOTBETCTBHH C Y CIIOBHSIMH.

C momenTa norydenus bankom yBenomnerns Kimenrta
0 pactopkeHuu JloroBopa baHk nmpekpamiaer npuem u
3aBepIIaeT HCTIOJTHEHUE panee HNPUHATBIX
Pacnopspxkenuit  KnueHnra, MHBIX ~ DJIEKTPOHHBIX
JIOKYMEHTOB.

B cnyuae mnomyuenuss baHkoM yBeAOMIIEHHS O
pactopkenun JloroBopa, otkmoueHue KimeHnra ot
CucTeMBbI OCYIIECTBIISIETCS

- TEKyIIUM pabo4uM JHEM - €CIIM 3asBICHHE OT
Kmuenta momydeno mo 17.30 mo MOCKOBCKOMY
BpPEMEHH (B IATHUIYY — 0 16.15, B mpenmpazqHIIHbIC
JHA — HE MeHee 4eM 3a | (oaMH) Jac 10 OKOHYaHUS
pabodero OHS, YyCTAaHOBJICHHOTO NMpHKa3oM 1o baHKy,
OITyOJINKOBAaHHOM B  TIOPSIAKE, MPEAyCMOTPEHHOM
myHKTOM 1.5 YcnoBuit) Tekymiero pabodero IHS;

- CIEyIOIUM pabo4YiM JHEM - €ClIM 3asBICHUE OT
Knuenta mosydeno mocie 17.30 mo MOCKOBCKOMY
BpeMeHH (B mATHUIY - C mocie 16.15, B
Ipenpa3AHUYHbIe JHU — MeHee 4eM 3a | (oauH) 9ac 10
OKOHYaHUS pabodvero AHSA, YCTAHOBIEHHOI'O MPUKA30M
nmo  bamky, omyOnmkoBaHHOM B TOpSIIKE,
MPEIyCMOTPEHHOM ITyHKTOM 1.5 YcnoBuii) Tekyiero
pabodero aHS UM B 1000 BpeMs BBIXOJHOTO WIIH
MPa3IHUYHOTO JHS.

8.4. Tlpekpamenune o0s3arenscTB Mo JloroBopy He
BI€YET TPEKpalleHus] O0s3aTeNbCTB IO  WHBIM
JIOTOBOpaM  (COTJIAIICHUSIM), 3aKJIIOYEHHBIM MEXAY
Knunentom u bankom.

no debt service obligations to the Bank under the
Agreement. In case of presence of such debt service
obligations to the Bank, the Agreement is considered
canceled as of the moment of performance of
obligations on payment of the mentioned debt.

All Orders and/or other Electronic Documents of the
Client, registered in the Bank till the moment of
receiving the notification of the Client on Agreement
cancellation are subject to execution by the Bank
according to the mentioned Terms and Conditions.

As of the moment of receiving the notification of the
Client by the Bank on Agreement Cancellation, the
Bank stops accepting and finalizes the execution of
early Orders and other Electronic Documents of the
Client.

In case the Bank receives notification on Agreement
cancellation, the Client is removed from the System as
follows:

- on the current working day - if the Application from
the Client is received before 5:30 p.m. Moscow Time
(on Friday — till 4.15 p.m., on days before holidays
- 1 (one) hour before the end of the working day,
stipulated by the order for the Bank, published
according to the procedure, stipulated by point 1.5 of
the present Terms and Conditions) of the current
working day;

- on the next working day - if the Application from
the Client was received after 5:30 p.m. Moscow
Time (on Friday — after 4.15 p.m., on days before
holidays - less than 1 (one) hour before the end of the
working day, stipulated by the order of the Bank,
published according to the procedure, stipulated by
the point 1.5 of the present Terms and Conditions) of
the current working day or at any time on
weekends and holidays.

8.4. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under
other agreements (contracts) signed between the
Client and the Bank.
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NMPUNOXEHUE Ne1. 3AABJNIEHUE O NPUCOEAUHEHUN K YCITOBUAM
/ APPENDIX NO. 1. APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE
O MPUCOEJUMHEHUMU K YCJIOBUSIM JTUCTAHIIUOHHOI'O BAHKOBCKOT' O
OBCJIY KUBAHUS ®PU3NYECKUX JIUI TIOCPEACTBOM CUCTEMbI EUROLINK B AO AKB
«EBPO®UHAHC MOCHAPBAHK»
APPLICATION
on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank

damunus Ums Ortuectso / Full name

Hara poxxaenus / Date of birth

T'paxnanctso / Citizenship

JIOKyMeHT, yZHOCTOBEpSIIOIIUN JINYHOCTh

(HanMeHOBaHHMeE, Cepusi, HOMEp, KOT/Ia U KeM
BbiaH) / Personal identification document
(name, series, number, date of issue, issued

by)

Anpec peructpanus /
Address of registration

Anpec haKTHIEeCKOTo NPOXKHUBaHUS /
Residential address

Jomarrauii TenedoH /
Home telephone number

MoOunbHbIH TenedoH /
mobile telephone number

Komosoe croBo: / Code word:

HaCTOS[H_[I/IM 3a4BJIAII0O O NPUCOCAUHCHUU K I[eﬁCTBy}OHleﬁ peaakuu Ycnosuit JUCTAHIIMOHHOT'O 0aHKOBCKOT'O
obcmyxuBanus ¢pusndeckux aui nocpeactsom Cucremsl EuroLink B AO AKB «kEBPOOMHAHC MOCHAPBAHK» (nanee —
VYcroBus) B nopsiake, npenycMoTpeHHoM crathel 428 I'pakaanckoro koxaekca Poccuiickort ®enepauuu. Bee mnomnoxenus
VYcnoBuil pa3bsiCHEHBl MHE B NOJHOM 00ObeMe, BKIIOYAs OTBETCTBEHHOCTH cTOpoH, Tapudpsl AO AKB «EBPO®UHAHC
MOCHAPBAHK», cny4an u TOpSIOK YBEOOMIICHHH OO0 ONepanusX, COBEPIIAEMBIX IO MOMM OaHKOBCKHM CYETaM C
HCIIOIb30BAHUEM JJIEKTPOHHOTO CPEACTBA IUIATeKa W IOPSIOK BHECEHHWsI B YCIIOBHs M3MEHEHHH u momonueHui. / Hereby |
apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services rendered to physical
entities by means of Euro Link System in Evrofinance Mosnarbank (hereinafter referred to as Terms and Conditions) according
to the procedure stipulated by Article 428 of the Civil Code of the Russian Federation. All provisions of the Terms and Conditions
are explained to me in full, including the responsibility of parties, rates of Evrofinance Mosnarbank, cases and the procedure for
the notification of transactions on my bank accounts using electronic means of payment and the procedure of changing and
amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiero 3asinenus nporry: / Therefore, please:

Ne

1 | npenocraBute MHe noctyn K CucTeMe QUCTaHIMOHHOrO OaHKOBCKoro oOciyxkuBaHus EuroLink u oGecneunth
BO3MOYHOCThb €€ MCIOJIL30BAHUS Ul JUCTAHIIMOHHOIO OaHKOBCKOI'O 060ny>1<143a1—m;1 B COOTBETCTBUH C Y CIOBUSIMH H
Tapudamu / provide me with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure
possibility of its use for remote banking services according to the Terms and Conditions and the Rates.

2 | mpemocTaBIATh BpemeHHBI maposs moctyma k CHucTeMe IUCTaHIMOHHOTO OaHKOBcKoro oGcmykuBaHus EuroLink,
PazoBrie CEKPETHLIC ITapOJIH, a TAKKE NOMOJHUTECIBHO (HOMI/IMO YBEAOMIJICHUA 110 CI/ICTeMe) I/IH(bOpMI/IpOBaTI) MCHA C
MTOMOIIBIO CPEICTB MOOMIIBHOW CBSI3M O COBEPIICHUH KaXIOH OTEPaLlH II0 MOEMY CUeTy (c4eTaM), OTKPBITOMY(-bIM) B
AO AKB «<EBPO®PMTHAHC MOCHAPBAHKY, a Taxke 06 oneparusx, COOTBETCTBYIONIUX IIPU3HAKAM OCYIIECTBICHHS
nepeBoaa JACHSKHBIX CPEJCTB 0€3 MOEro coriacusi, o (akre BXOIa/TOMBITKH BXOAa B CucrteMy ¢ HCIOJIb30BaHHEM
9IIEKTPOHHOTO CPE/ICTBA ILIATeka M0 ClieAyrolieMy Homepy Tenedona: / provide me with a Temporary Password to access
the Euro Link System of remotebanking services, Session Keys, and inform me additionally (besides the notification in
the System) via mobile communications of each transaction performed on my account (accounts) with Evrofinance
Mosnarbank, of Transactions with the signs of money transfer performed without my consent, and of any System sign-in
or attempted sign-in using electronic means of payment to the following telephone number:

SI BBIpaXKar KOHKPETHOE, HH(QOPMHPOBAHHOE H I hereby give my express and informed consent to
cosnarensHoe cormacue AO AKB «EBPO®UHAHC | Evrofinance Mosnarbank (address: 29 Novy Arbat Street,
MOCHAPBAHK» (mecto HaxoxaeHus: r1.121099, r. | Moscow, 121099, OGRN (Primary State Registration Number)
Mocksa, yn. Hoeeiit Apbar, 1. 29, OTPH 1027700565970, | 1027700565970, general license for banking operations No.
reHepajibHasl JIMLECH3HMs Ha ocyuiecTBieHHeM OankoBckux | 2402, dated 07.23.2015) (hereinafter referred to as the Bank)
omeparmii Ne2402 ot 23.07.2015) (manee — bank) na | for the processing (including receipt from me), with or without
obpaboTky  (BKimIOuas — MOJMyd4eHHe OT  MeHs) ¢ | automation means, of all my personal data contained in this
HCIIOJIb30BaHUEM CPEJICTB aBTOMaTH3aluK win 6e3 Takoseix, | Application and the documents submitted by me to the Bank
BCEX MOUX NEPCOHAIIbHBIX JAaHHBIX, YKa3aHHBIX B HACTOSAIIEM
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3asBICHNN M JOKYMEHTAX, IPEIOCTABICHHBIX MHOM B baHk,
U TOATBEpXKIAalo, 4YTO, JaBas TaKOe COTJIacHe, NEHCTBYIO
cBOOOTHO, CBOCH BOJICH M B CBOMX MHTEPECaXx.

Cornacue faeTcst MHOW B IETAX OCYILECTBICHUS
BankoM  ¢QyHKIMIA, BO3MOXKEHHBIX HA  KpPEAWUTHBIC
opraHu3alnyy 3akoHogarenbcTBoM Poccuiickoit Penepannmy,
a TaKKe AN Lenedl npuHATHA baHKOM peleHus o
BO3MOJKHOCTH OTKPBITHSI OaHKOBCKOTO cueTa, cdera Mo
BKJIany (ZIETO3HTY), B TOM UHCIIE POBEPKH JTOCTOBEPHOCTH
CBEJCHUI, yKa3aHHBIX MHOI npu oOpamenun B bank u B
NIPEOCTABICHHBIX  JTOKYMEHTaX, 3aKJIIOUeHHs  JIEOOBIX
CZICJIOK, CBSI3aHHBIX C OTKPBHITHEM OaHKOBCKOTO CUETa, CUeTa
10 BKJamy (IEMO3UTY), M UX JaJbHEHIIEro MCIONHEHHS, B
TOM YHCJE, PACTIOPSDKEHUSI JCHEXKHBIMH CPEJICTBAMU IO
yKa3aHHBIM cyeTaM Kak Ha OyMa’KHBIX HOCHTEISX, TakK H C
MOMOIIBIO  3JEKTPOHHOM  CHCTEMbI  JUCTAHIIMOHHOTO
OaHKOBCKOTO  OOCITy>KUBaHHUS, COBEpIICHUST  HWHBIX
OaHKOBCKHMX OIEpalyii, B LEJIX NMPUHATHS PELICHHH MM
COBEPIICHHUS UHBIX ACHCTBHH, HOPOXKIAIONINX IOPHITICCKHIE
TIOCJIC/ICTBYSI B OTHOLIIEHHH MEHSI W/HJIN APYTUX JIULL, B LEJISIX
peanm3anuu (MCTIOTHEHUS ) MIPEaYCMOTPEHHBIX
3akoHoAarenbcTBOM  Poccuiickoit  denepanuu  mpas
(obs3aHHOCTE) baHka mpu BeneHHHM OaHKOBCKHX CYETOB,
CYETOB IO BKJIAAy (AEHO3UTY), OCYIIECTBICHHS XPAHEHUSI, B
TOM 4HCJIE B DJIEKTPOHHOM BHJE, B LEIIX oOecHedeHHs
6ezomacHocTr Kimenra n bBaHka, mepeBO3KH M 3allUTHI
NIEPCOHANBHBIX JIAaHHBIX, NOJYYEHHBIX B BBINICYKA3aHHBIX
LIEIIIX, ¥ paCHPOCTPAHSIETCS Ha MOM IIEpCOHAIBHEIE IaHHBIC,
YKa3aHHbIE MHOW B AHKeTe (PU3NUECKOTO0 JIMIIA, MOTydaeMOoit
bankoM B COOTBETCTBMH C  3aKOHOJATEIbCTBOM O
MIPOTUBOACHCTBUN JieTanu3anuu (OTMBIBAHUIO) JOXOOB,
MOTYyYeHHBIX MPECTYHHBIM ITyTeM, U (HHAHCHPOBAHHIO
TEppopH3Ma, a TAKKe YKa3aHHBIX (COJEpIKAIUXCs) B MHBIX
JOKYMEHTaX, NpeJocTaBisieMbIX MHOU B BaHK, a Taxke Bcex
MOMX  TEpPCOHAIBHBIX  JIAHHBIX,  HAaXO[IIIUXCA B
pacnopshKeHHH TPETHUX JINI, KOTOpBIe cOCTOSAT ¢ baHkoM B
JIOTOBOPHBIX OTHOIICHUSX.

Bank wmMeer mpaBoO OCYIIECTBISTH CIEAYIONIHE
neicTBUA  (OTepaliy) WIH COBOKYNHOCTD  JICHCTBHIMA
(omepanuii) B OTHOIIEHWH MOUX II€PCOHATBHBIX JAHHBIX,
KOTOpBIE HEOOXOAWMBI MM JKeNaeMbl IS JOCTHKEHHS
BBIIICYKA3aHHBIX IIeNel, ¢ CcoOmromeHreM TpeOOoBaHMiA
0aHKOBCKOM TaWHBI: CcOOp, 3amuch, CHCTEMaTH3aLUIo,
HAKOIUICHHE,  XpaHeHWe, yTouHeHHe  (OOHOBICHHE,
HU3MEHEHUs), M3BJCUYCHHE, MCIOJNB30BaHUE, Iepenady
(mpenmocTaBneHne, TOCTYM) JHIY (-am), ¢ KOTOPBIM (1) baHk
COCTOHT B JIOTOBOPHBIX OTHONICHUSX, OOE3IMUNBaHHE,
ONMOKMpOBaHME, yHaJleHHe, yHHUUTOXeHHe. OOpaboTka
MepCOHANBHBIX ~ JAaHHBIX ~ OCYyIIecTBIsiercs baHkom ¢
NpPUMEHEHNEM CJEAYIOUIMX OCHOBHBIX CIOCOOOB (HO, HE
OTpaHWYMBAsACh MMH): XpaHEHHE, 3aliCh Ha OyMakKHBbIE W
JNIEKTPOHHBIE HOCHUTEIM W HUX XpaHEHHE, COCTaBJICHHE
nepeyHen, MapKUpOBKa.

Hacrosiuee cormacue neiicTBUTeNsHO B TeueHue 10
(mecsit) net. Ilo mcTedeHMM yKa3aHHOTO CpoKa IeHCTBHE
COTJIACHSI CUHTACTCS MPOJJIEHHBIM Ha KaXK(ble CIIECIYIOIIHe
IISITB JIET TIPH OTCYTCTBUH CBEJEHHH O €r0 OT3hIBE.

51 yBeiomIieH (a) 0 CBOEM MpaBe 0TO3BaTh COTJIacHe
nyTeéM nojia4yu B baHk MMCEMEHHOTO 3asIBJICHUS.

51 yBemomieH (a), YTO MpPEIOCTAaBIEHHE MHOIO
HETOYHOW M HEJOCTOBEPHOH WH(POpPMALUM ¥  OT3BIB
HACTOSILETO COIJIACHsI MOTYT IIOBJIEYh HEBO3MOXXHOCTB
okazaHus yciayr bankom.

Vka3piBass B JIOOBIX IIpeROCTaBIIEeMbIX baHKy
JOKYMEHTaX CBEIICHMS O TPETHHX JIMNAX, 51 Hopy4aio baHky
OCYIIECTBIIATh B COOTBETCTBUH C BBIIIEYKa3aHHBIMU LIENSIMU
00paboTKy (TepedeHb IeicTBUM (omepanuil) W OMHCaHHE
Ccrnoco0OB  yKa3aHO  BbINIE) IEPCOHAIBHBIX  JAHHBIX
yKa3aHHBIX JIUII.

IIpenocraBnennsle MHOM baHky nepcoHanbHbIE
JAaHHbIE TPETHUX JIUI[ MOJYyYEHbl MHOH B COOTBETCTBUH C
TpeOOBaHMSAMH WM B TIOpSIAKE,  YCTAHOBJIEHHBIMHU

and confirm that by giving such consent, | act freely, on my
own accord, and in my own interests.

I hereby give my consent for the purpose of the Bank
performing the functions assigned to credit institutions by the
laws of the Russian Federation, and also for the purpose of
decision-making by the Bank on the possibility of opening a
bank account, a deposit account, including verification of the
reliability of information specified by me when contacting the
Bank and in the documents provided, the conclusion of any
transactions related to the opening of a bank account, a deposit
account, and their further performance, including the disposal
of funds on the above accounts, both on paper and via the
electronic remote banking system, the performance of other
banking operations, for the purpose of decision-making or
committing other actions generating legal consequences for me
and/or others, for implementing (exercising) the Bank’s rights
(obligations) provided for by the laws of the Russian Federation
in the framework of keeping bank accounts, deposit accounts,
safekeeping, including in electronic form, for the purpose of
ensuring the security of the Client and the Bank, transportation
and protection of personal data received for the above purposes,
and my consent shall apply to my personal data specified by me
in the Individual’s Questionnaire received by the Bank in
accordance with the laws on countering the legalization
(laundering) of criminal proceeds and terrorism funding, as
well as those specified (contained) in other documents provided
by me to the Bank, as well as all my personal data held by third
parties that are in the contractual relationship with the Bank.

The Bank may perform the following actions
(operations) or set of actions (operations) with respect to my
personal data as necessary or desired to achieve the above
objectives subject to the compliance with the banking secrecy
requirements:  collection,  recording,  systematization,
accumulation, safekeeping, clarification (updating, changing),
extraction, use, transfer (provision, access) to person(s) the
Bank has contracts with,, , depersonalization, blocking, deletion
and destruction. The Bank shall process personal data using the
following main methods (but not limited to): storage, recording
in soft and hard versions, and their safekeeping, listing and
marking.

This consent shall be valid for ten (10) years. After
the expiry of this period, the consent shall be deemed extended
for every five years thereafter in the absence of information on
its revocation.

I am notified of my right to revoke my consent by
submitting a written application to the Bank.

I am notified that inaccurate or unreliable information
provided by me and the revocation of this consent may result in
the impossibility of service rendering by the Bank.

By providing information about third parties in any
documents submitted to the Bank, I instruct the Bank to process
(the list of actions (operations) and the description of methods
are specified above) the personal data of such parties in
accordance with the above-mentioned purposes.

| received the personal data of third parties provided
by me to the Bank in accordance with the requirements and the
procedure established by the personal data laws of the Russian
Federation. There are no restrictions on such personal data
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3aKOHOJATEIECTBOM Poccuiickoii Denepanuu 0
TIePCOHAIBHBIX TaHHBIX, IIPH 9TOM KaKUX-JIHO0 OrpaHUICHUH
Ha UX 00paboOTKy CyOBEKTOM IIEPCOHANBHBIX JaHHBIX HE
YCTaHOBJIEHO, YyKa3aHHbIe TPETbHU JHUIA yBEAOMIEHBI 00
00paboTKe UX TMEPCOHANBHBIX AAaHHBIX baHkoM, KoTopas
OCYIIECTBIIAETCS Bbankom c cobmoaeHneM
KOH(MUIEHIINANbHOCTH MEPCOHANBHBIX  JaHHBIX U
obecrniedeHnst 6e301MaCHOCTH MEPCOHAIBHBIX TAHHBIX IPH UX
00paboTKe U C HEH COTJIACHBIL.

Hacrossmum s yBemomieH (a) o TOM, dTO
TpeOoBaHMI K 3amiuTe 00padaThHIBACMBIX I€PCOHAIBHBIX
JAaHHBIX HEOOXOAMMBIE IPABOBHIC, OPraHU3ALIOHHBIE H
TEeXHUYECKHE MEpBI MO 3alIUTEe MEePCOHAIBHBIX JaHHBIX OT
HETIPaBOMEPHOTO WM CIydalfHOro JOCTyma K HHM,
YHUUTOXKEHUS, W3MEHEHUs, OIOKMPOBAHUS, KOIHPOBAHUS,
MIPEOCTAaBICHUSI M HHBIX HENPAaBOMEPHBIX JEUCTBUH B
OTHOIIICHNH NTePCOHANBHBIX JaHHBIX ONpenersitoTcs bankom
¢ yuetoM TpeboBanuii PenepanpHoro 3akoHa ot 27.07.2006
Nel52-®3 «O  nepcoHanbHBIX  JAHHBIX» M HHBIX
HOPMAaTUBHO-NIPaBOBBIX akTOB Poccuiickoit denepanun.

Tloamucas HacTosmiee 3asiBICHHUE, TOATBEPKIALO,
9T0 OO0  3aKmiodeHust  JloroBopa  O3HaKOMIEH ¢
PexomenmanusiMu o HHGOPMATMOHHOM 0€30MIaCHOCTH.

CormacHo TpeboBanmsm c1.9 DenepanbHOrO
3akoHa ot 27.06.2011 r. Ne 161-®3 «O HanuoOHAILHOH
IUIATEXHOM cHcTeMe» s yBEJOMIICH O TOM, 4To baHk
nadopmupyet Kimenra o coBepieHnn KaxIaoil oneparuu ¢
ucroiab3oBanreM CHCTEMBI JUCTAHIMOHHOTO OaHKOBCKOTO
obcmyxuBanuss  EuroLink myrem  ¢opmupoBaHus U
HampaBieHuss B CHcTeMy KypHama OIEpanuil 1o CcueTy
Kuenra.

Hacrosimium noaTBepkaai0, 4YTO YKa3aHHBIA B
JAHHOM 3asBJICHMH HOMep Tele()OHa MOAJEPIKUBAET MPHUEM
cMc-coo0IeHuii L.

Bce pucku, CBsS3aHHBIE C HEMOJyYeHHEM CMC-
COOOIEHN 10 MOeid BHHE WIM BHHE MOOWIBHOIO
orepaTopa, IPHHAMAIO Ha ceOs.

processing set out by the subject thereof. The third parties are
notified of their personal data processing that is performed by
the Bank in compliance with the requirements for the personal
data confidentiality and safety of personal data in the course of
their processing, and agree therewith.

I am hereby informed that the requirements for the
protection of personal data being processed, the legal,
organizational and technical measures required to protect
personal data from unauthorized or accidental access,
destruction, modification, blocking, copying, provision, and
other unlawful actions in relation to personal data shall be
determined by the Bank based on the requirements of Federal
Law No. 152-FZ, dated 07.27.2006 “On Personal Data” and
other regulations of the Russian Federation.

By signing this Application, | certify that | have read
the Recommendations for information security prior to entering
into the Agreement.

In accordance with the requirements of Article 9 of
Federal Law No. 161-FZ, dated 06.27.2011, On the national
payment system, | am informed that the Bank shall inform the
Client of performing each transaction with the EuroLink
System of remote banking services by generating and
submitting to the System of a transactions statement on the
Client’s account.

Hereby I confirm the phone number provided in this
application supports incoming SMS.

I accept all the risks resulting from failure to receive
SMS due to my own fault or the fault of the mobile network
provider.

Hoonuce / Signature

Damunus Y.0. [ Surname and Initials

3anosansiercs bankom / To be filled in by the Bank

[Mpu perucrpanmu B CucTeMe TUCTAHIIMOHHOTO OaHKOBCKOTO oOciyxuBanusi EuroLink
kiuenty npucBoer Jlorun/The following Login was assigned to the Client upon registration in

the EuroLink Remote Banking System:

PaGorHuk banka: /
Employee of the Bank:

»

noonuce / signature

Damunus U.0. | Surname and

Initials

!B ciyuae Hemoyuenus cMc-coobuenHii HeobxommMo oOpaTHThCs B Bank, a Takke k cBoeMy MoGuIbHOMY onepatopy. / If you do not receive

SMS, you need to contact the Bank, as well as your mobile operator
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NMPUNOXEHWUE Ne2. PEKOMEHOALIUM MO
WH®OPMALIMOHHON BE3OMNACHOCTH,
B TOM YUACHNE, NO CHNXEHUIO PUCKOB
NMOBTOPHOIO OCYLUECTBJIEHUA
NEPEBOAA OEHEXHbLIX CPEACTB BE3
COIrmAcwus KINUEHTA

B cBA3u ¢ ydacTMBIIMMHCS CIIydassMH HPOBEACHUS
MOILICHHUYECKUX OIepalyil Mo MepeBosy ACHEXKHBIX
CPEICTB C UCIONb30BaHHEM CHUCTEM AUCTAHLIUOHHOIO
0GaHKOBCKOTO 00CITy>)KUBaHUs Yepe3 ceTb MIHTepHeT U B
LeNsx MpeJOTBPALIeHHUs  HECAHKIMOHUPOBAHHOIO
goctyna k Cueram KnmeHTa €O  CTOPOHBI
3JI0YMBIIIJICHHUKOB baHK HACTOSITENbHO PEKOMEHAYET
¢msmyecknM Jumam - monb3oBaressiM  CHCTEMBI

cOOII0/IaTh  CHEAYIOIUEe Mepbl MH()OPMALMOHHOM
0€e30MacHOCTH:
e Hcmonp30BaTb Ha IIOCTOSIHHOM  OCHOBE

AaHTUBHPYCHOE MPOTPAMMHOE 00ECIIeUeHHE C
ToCTIeTHEH aKTyaJ bHOI Bepcueit 60a3 (Ha Bcex
YCTPOMCTBAaX, C KOTOPBIX OCYILECTBIAETCS
noctyn B CHcTeMy W/WIM Ha KOTOpBIE
npuxoauT SMs/push yBegomieHue).

e PerymipHO  BBINONHATH  AHTUBHPYCHYIO
IIPOBEPKY JUIs CBOEBPEMEHHOIO
0oOHapyXeHHs BPEAOHOCHBIX INporpamm (Ha
BCEX YCTpOWCTBAX, c KOTOPBIX
ocymiecTBisieTes: 1ocTyn B CucreMy W/uian Ha
KOTOpBIE IPUXOIHUT SMS/push yBenominenue).

e PerymipHo  ycTaHaBIMBaTH  OOHOBIICHMS
ONIEpallMOHHOW  cucTeMbl W Opaysepa
WutepHer (mocpencTBom KOTOpOTO

ocyecTBiseTcs focTyn k Cucreme) (Ha Bcex
YCTPOWCTBAX, C KOTOPBIX OCYIIECTBIIAETCS
noctyn B CucteMy W/WIM Ha KOTOpBIE
npuxoauT SMs/push yBegomieHue).

e biokupoBarh gocTynm K YCTPOMCTBaw,
MOCPENCTBOM  KOTOPBIX  OCYILECTBISETCA
noctyn  k  Cucreme. He  ocraBusaTh
Ppa30JI0KMpPOBaHHbIE YCTpPOHCTBA 6e3
IPUCMOTPA.

e  OcymuiecTBIATH BXOJ B Cuctemy
MIOCPEACTBOM  TIpsIMOro  Habopa  CCBUIKH

https://dbo.efbank.ru B ctpoke Opaysepa wiu
[0 CChUIKE Ha KOpHOpaTHBHOM WMHTepHeT-
caiite banka. IIpu 3TOM Becerzna mpoBepsTh,
YTO  COCJAMHEHHE  OCYILIECTBISETCS IO
Oe3omacHOoMy TIpoTOkKody https Ha ampec
* efbank.ru (mampumep, dbo.efbank.ru). B
aJIpeCHOil CTPOKE JOJKEH MOSBUTHCS 3HAUOK
3aKPBITOTO 3aMKa.

e He mnons3zoBatbcsi CucTeMOW C TOCTEBBIX
pabounx Mect (MHTEpHET-Kade U 1p.).

e He ycraHaBmuBaTh OOHOBICHHS CHCTEMHOTO
IporpaMMHOro obecriedeHust win Opaysepa
WurepHer, nony4yeHHsle oT uMeHH banka 1o
ANEKTPOHHON MOYTE WM IPYTHM CIIOCOO0M,
HE OTKPBIBATh CCBUIKM B TaKHX ITOYTOBBIX
coobmmennsx. [lomyduB Takoe cooOIIeHueE,
HEe3aMeUTUTEIFHO COOOIHNTh 00 3TOM baHKy.

e lcmomp30BaTh MPUIIOKEHHS HAa cMapT(oHax
TOJIBKO M3 O(UIMANTBEHBIX HCTOUHUKOB (Apple
Store, Google Play/ Play Market).

APPENDIX NO. 2 RECOMMENDATIONS
ON INFORMATION  SECURITY, IN
PARTICULAR, ON REDUCING THE RISKS
OF RE-TRANSFER OF FUNDS WITHOUT
THE CLIENT'S CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of
the Clients, the Bank strongly recommends to physical
entities - System users to meet the following measures
of information security:

e Touse on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS/push notifications).

e To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

e To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push notifications).

e To block access to the devices used to access
the System. Not to leave unlocked devices
unattended.

e |t is recommended to access the System via
direct link https://dbo.efbank.ru or the link on
the corporate web-site of the Bank. One
should always make sure that connection with
*efbank.ru  (e.g., dbo.efbank.ru) s
established via the secure protocol (https). A
closed lock icon will appear in the address
bar.

e Do not access the System using the guest
workplaces (cyber cafe, etc.).

e Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on
the above mentioned upon receiving such
messages.

e Use only those smartphone apps that are
downloaded from trusted official sources
(Apple Store, Google Play/ Play Market).



https://dbo.efbank.ru/
https://dbo.efbank.ru/
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e PerymsipHo, He pexe OTHOTO pa3a B JCHb
MOJTy4aTh HHPOPMALIHIO 0
3aperuCTPUPOBAHHBIX PacmopsikeHUsIX U 0
coctossaun CY4ETOB.
bank pexomenayer KiueHTy y4uTHIBaThH
pucku nipu padote ¢ Cucremoii uepes cetb MIHTEpHET U
IIOHMMATh, 4TO HCIOJIE30BaHUE TOJIEKO
AHTHBUPYCHOT'O MPOTPAMMHOT0 O0ecIeueHus HE JaeT
100% TapaHTUU 3aI{UThI oT IIPOBEICHUS
3TMOYMBIIIICHHUKOM MOIIICHHHYCCKUX OIEepanuii B
Cucreme.

Crnenyer YYUTHIBAaTh caMmble
pacupocTpaHeHHbIE Ha CETONHSAIIHUN ICHb CXEMBI
MOIIICHHWYECTBA B ceTH MIHTepHeT:

o «CouuanbHBId  HUHXUHUPUHT» -
3JIOYMBINUICHHUKH paccoeliaroT
coo01eHus MOCPEACTBOM
SMS/3n1eKTpOHHOW ~ MOYTHI WU
3BOHSAT OT HMMEHU baHka u 1oa
Pa3IMYHBIMA TpeUTOTaMu

IBITAIOTCS TONMy4uTh OT Kimenta
Jlorunel, Ilapomu, ®.M.0, HOMEpa
CYETOB, KapT, MMH-KOJIOB U T.JI.

o  «@DummHr» — Knnenry npuceiaercs
[0 TOYTe WIM HHBIM CIIOCOOOM
CChIJIKA Ha TMOMJENIbHBIM  CaWT,
KOTOpPBI MOXXET BU3Y&JIBHO HE
OTIMYaThcd OT MOJUIMHHOTO, C
npocs00ii BBecTH Jlorus, [Taposns Ha
noctyn k Cucrteme U Apyrue JaHHBIE
01 JTFOOBIM MPENJIOTOM (MCTEK CPOK
JEWCTBHS TIapoJisi, HEOOXOIMMOCTb
MPOUTH JIOTIOJTHUTENBHYIO
aBTOPU3AIIHNIO, pa30I0KHpOBKa
3a0JIOKUPOBAHHOTO JOCTYIA U T.II.).

e 3apaxeHHE BpPEIOHOCHBIM KOJIOM -

MIPOUCXOTUT uepes
pacrpocTpaHeHue BPEIOHOCHBIX
IpOrpaMMm uepes WHurepuer-
pecypcesl, HaIlpuMep, CalThl
COLMATIbHBIX ceTen WA
MIOCPEICTBOM CIIAM-PACCHUIIKUA Yepe3
3JIEKTPOHHYIO TOYTY. Ilocie
3apaxenuss Cucrempl  Knuenra
BUPYCOM HIIH «TPOSTHOM»

37I0YMBIIIJIEHHUK MOJIy4YaeT ITOJIHBIH
KOHTpOJb HaJ CHCTEMOI.
[Ipn ncnonszoBanun CucteMbl HEOOXOAUMO
IIOMHHUTB, YTO.

B ciayuae BoisiBiieHust KiiMeHTOM M0103pUTEIbHBIX
onepanuii B Cucreme He00X01MMO
He3aMeVINTeJbHO cBa3aThes co Cay:kooi
KJIMEHTCKOi1 moaaep:xku banka no Homepy
TesaedoHa, ony0JTMKOBAHHOMY HA KOPIOPATHBHOM
HNuTepHer-caiiTe banka.

e Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.

It is necessary to consider the most widely
spread schemes of fraudulent activities in the Internet
for today:

e  “Social engineering” — hackers send
SMS /email or call you on behalf of
the Bank and under various pretexts
try to get the Client’s Login,
Password, Print Name, numbers of
accounts, cards, pin codes, etc.

e  “Fishing” — The Client receives by
mail or otherwise a link to fake web-
site, which can be visually identical
to the official one, with a request to
enter the Login and Password for any
reasons (Password is out-of-date,
additional authorization is required,
unlocking of the blocked access,
etc.).

e Infection by a malicious code — by
means of spreading malicious
programs via Internet resources, for
example, social networks web-sites,
or by spamming via electronic mail.
After infecting the Client’s System
with a virus or a “Troyan” program
the hacker gets full control over the
System.

When using the System it is required to
remember that:

In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.




