YCJIOBUA JTMCTAHIIMOHHOI'O
BAHKOBCKOI'O OBCJIY KUBAHUA
OU3NYECKHUX JIMI TOCPEACTBOM
CUCTEMbI EUROLINK
B AO AKb «<EBPO®PHUHAHC
MOCHAPBAHK»

1. TEPMUHbI N OTPELQENIEHUA

Ecmm B Tekcte VYciaoBuil  SBHO
HEOTOBOPEHO MHOE, UCIOJIb3yeMble TEPMUHbI
Y OTIPEACIICHUSI UMEIOT CJICTYIONTNE 3HAUCHMS:

AyreHTudUKAUA —  TpOUEAYpA
noATBepxkaeHuss  Knamentom  Toro,  4to
WNnentuduxarop, Ilapons, Komooe cioBo
NEUCTBUTENBHO  NpuHamiexar  KuueHry.
[TonoxurenpHbIi pe3yibTar
AyTteHTuduxanyuu MOATBEPIKIAET, 4TO
dbopMupoBanne u mepemada B baHk
DNEKTPOHHBIX JIOKYMEHTOB IPOU3BOJUTCS
camum Kinentom.

Bank - AKIIMOHEPHBI
KOMMEPYECKUIA BAHK
«EBPO®UHAHC MOCHAPBAHK»
(axmoHepHoe 0011eCTBO). Mecto

HaxoxneHus: 121099, Poccus, r. Mockaa, yi1.
Hoseiit Apbar, 1.29. ['enepanbHas JHULEH3US
banka Poccum Ne 2402,

BasioTHble omepamuMM — pacyeThl
MEXIy pe3uJeHTaMu B MHOCTPAHHOM BaJlIOTE,
Memny pC3I/IJleHTaMI/I u H€p€31/II[€HTaMI/I B
WHOCTPAaHHOW BaJllOT€ U B POCCHUHCKHUX
pyOIIsIX, MEXIy HEpE3UACHTAMHU B POCCUMCKIX
pyOIsIX ¥ B MHOCTPAHHOM BAaNIOTE, a TaKXKe
HHBIC OHCpaHI/II/I, SABJIIAKOIINUECCA BaJIFOTHBIMHAU
ONepalns MU B COOTBETCTBUU C ACHCTBYIOIIUM
3aKOHOJIaTeNbcTBOM Poccuiickoi denepanuu.

JAucTaHuoHHOE 0aHKOBCKOE
o0ciy:KuBaHue — TpefocTaBieHHe baHkoMm
Knuenty ¢ wucnonszoBanuem  Kananos
JOCTyNa BO3MOXKHOCTH Tmepenaun  baHky
ONEKTPOHHBIX JOKYMEHTOB,
MIPEIOCTABIAIOIINX MpaBo baHKy cOCTaBIATH
oT umeHu KimeHTa pacnopspkeHus B LIETSX
npoBeneHuss  Omepanuii, npegocTaBIeHUE
bankom Kinenty uHpopMaIuu 0
MOJTyYEHHBIX B banke KpeIuTax,
pa3MeLIeHHBIX CPOYHBIX BKJIaJax,
BBINYILEHHBIX Ha nMs KineHra 0aHKOBCKUX
KapTax, ocrarkax M Omnepanusx no Cueram,

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

1. TERMS AND DEFINITIONS

The terms and definitions, used in the
present document, mean the following, unless
otherwise explicitly stipulated in the text of
Conditions:

Authentication - a procedure of
verification by the Client of the fact that the
Identifier, Password, Memorable Word really
belong to the Client. The positive outcome of
Authentication verifies that the creation and
submittal of electronic documents to the Bank
is carried out by the Client.

Bank - Evrofinance Mosnarbank.
Location: 29 Noviy Arbat, Moscow, Russia,
121099 General license No. 2402 of the Bank
of Russia.

Currency transactions - settlements
between residents in foreign currency, between
residents and non-residents in foreign currency
and Russian Ruble, between non-residents in
Russian Ruble and foreign currency, as well as
other operations considered to be currency
transactions according to the legislation of the
Russian Federation in force.

Remote banking services - Rendering
by the Bank to the Client, using the Access
Channels, possibility to transfer to the Bank
Electronic documents, entitling the Bank to
generate orders on behalf of the Client for the
purposes of transactions conduction, submittal
of information by the Bank to the Client on the
credits obtained in the Bank, opened term
deposits, bank cards issued out in the name of
the Client, balances and Transactions of the
Accounts, Bank Cards of the Clients, as well




OaHKOBCKMM KapTtam KiMeHTOB, a Takke
MPEIOCTABIICHUE BO3MO>KHOCTH
OCYILIECTBJICHHUS TIEPENUCKA MeXy bankom u
KimenTom.

Horosop MUCTAHIIHOHHOIO
0aHKOBCKOro oocayxuBanus (Jorosop) —
noropop Mexay Koumentom wu  bankowm,
3aKJIIOYCHHBIN nyTemM MIPUCOCTUHEHUS
Kinenra x Ycnosusm.

HUnentuduxarop (mmm Jlorun) -
KOMOUHaIus CHUMBOJIOB, OJIHO3HA4YHO
uaentupunmpyromias B Cucreme Kimenta
cpeau npyrux Kimenros banka.

NpenTuduxkanusa —  ONpeacsieHue
bankom nmuunoctu Knuenra no cooGieHHOMy
uM Wnentudukatopy WIM Ha OCHOBAHHUH
JAHHBIX  JTOKYMEHTa,  yJOCTOBEPSIOLIErO
JINYHOCTB.

Kanan nocryma — xaHan mnepemadu
DNEeKTPOHHBIX JOKYMEHTOB, OOCTY>KHBaHUE
1o KOTOpPOMY MIPOU3BOAUTCA c
WCTIOJIb30BaHUEM CTECIUATM3UPOBAHHBIX
texuuueckux  cpencts  (Murtepner) 06e3
y4acTus paboTHUKOB banka,
obecnieunBaromuii  KimeHTaM BO3MOXHOCTH
CaMOCTOSITENTLHO (POPMHUPOBATH U TIEPEaBATh
B baHk DnekTpoHHBIE JOKYMEHTBHI.

Kanenr —  ¢Qusuueckoe  nuIo,
pe3UAEHT WM Hepe3uaeHT Poccuiickoi
®enepaunn, umeroniee Cuera B banke.

Koxosoe CJ10BO -
MIOCJIEZI0BATEIBHOCTE CHUMBOJIOB, H3BECTHAs
tonbko KimmeHnty n banky, ncnonszyemas s
Ayrentuduxanum Knuenra pu
oOciyxuBaHun uepe3 CiayxOy KIMEHTCKON
noajaepkku. KogoBoe MOXET HCIIOJIb30BAThCS
MHOTOKPAaTHO.

Komnpomerauusa — yrpara bankom
win KJMeHTOM yBepEeHHOCTH B TOM, 4YTO
koH(puaeHmansHas uHpopMmarus (Tabnuma
ceaHCOBBIX Kitouel, [Tapons, KogoBoe ciioBo)
HE MOXET OBITh HCIONb30BaHA TPETHUMHU
JIAIIAMH.

Onepanusi — HE NIpOTHUBOpEYAIAs
JNENUCTBYIOLIEMY 3aKOHOJATEIILCTBY
Poccuiickoit  ®enepauyu  onepanus 10
PacCHOpsDKCHHUIO  JCHEKHBIMH  CPEICTBAMMU
Knuenta, ucnonnsemas  bankom  Ha

as  providing possibility to  hold
correspondence between the Bank and Client.

Remote banking services agreement
(Agreement) - an agreement between the
Client and the Bank, concluded by means of
affiliation of the Client to the Terms and
Conditions.

Identifier (or Login) - a combination
of symbols definitely identifying the Client in
the System among other Clients of the Bank.

Identification - determination of the
Client by means of the Identifier informed by
the Client or based on data mentioned in the
personal identification document.

Access Channel -  electronic
documents transfer channel, which is serviced
by means of special technical tools (Internet)
without engagement of the employees of the
Bank, providing the Clients with an
opportunity to generate and transfer to the
Bank electronic documents on their own.

Client - a physical entity, resident or
non-resident of the Russian Federation,
holding Accounts in the Bank.

Memorable word - a sequence of
symbols, known only by the Client and the
Bank, used for Authentication of the Client
when dealing with the Client Support Service.
The Memorable word can be multiply used.

Compromise - loss of confidence by
the Bank or the Client with regards to the fact
that the confidential information (Session
Keys Table, Password, Memorable Word)
cannot be used by the third parties.

Transaction - the Client’s cash assets
disposition operations not contradicting the
applicable legislation of the Russian
Federation, implemented by the Bank based on




OCHOBaHHH Pacnopsokenuii Knuenra,
nepcaaBacMbIX B COOTBCTCTBHUU C YcenoBusamm.

ITapoar —  mocnenoBaTeNbHOCTH
CUMBOJIOB, H3BecTHas ToJbKO KummeHry,
UCIOJIb3yeMast JUIS AyTeHTHpHKaUN
Knunenra npu oOcmyxuBanuu no Kanamam
nocryna. Ilaposs MoOeT HCIIONB30BaTHCA
MHOrokparso. Ilaposs  mpenocrasisercs
bankom KimeHTy mnoOCpenCcTBOM — BbIIAYH
MaTepUalIbHOIO HOCUTENSA, KOTOPBIM HMeEEeT
COOCTBEHHBIH HIEHTU(DUKALMOHHBIA HOMEP
(ID).

IMoxTBepKIEHNE Pacnopsiskenust
W/niam cooduenusi cBodoaHoro gpopmara —
mpoueaypa  YCTaHOBIEHUS  TOJUIMHHOCTH,
HEU3MEHHOCTH u LIETTOCTHOCTHU
Pacniopsbkenusi, cooOuieHust  CBOOOTHOTO
(dbopMara, a TakKe MOATBEPIKICHUS aBTOPCTBA
Kimmenra B orHomeHun Pacnopsbkenus,
COOOIIIEHNS CcBOOOIHOTO dbopmara c
UCIIONb30BaHueM  TaOnmuikl  CeaHCOBBIX
KJIIOYEH.

Pacnopsiskenue — ykazanue Knuenra
baHKy cOCTaBUTBH pPacHOpsKEHUE OT MMEHH
Kimmenra Ha coBepumieHMe OJHOM WM
HECKOJIbKUX Onepanui, MEePENAHHOE
Kimentom banky ¢ ncnonszoannem Kananos
JOCTyTA.

Perucrpanus Pacnopsixenuii u/mian
cooOmenuii  csodonHoro d¢opmara —
aBTOMATUYECKOE BHECEHHE B 3JIEKTPOHHOMU
dopme 3amucu O TOIy4eHHH baHKOM
Pacniopsixenust W/ COOOIIeHUS
cBobogHoro ¢opmara Kimenra B peectp
JIOKYMEHTOB Cucremsl, KOTOPBI
aBTOMaTH4Yecku (opMupyercs U BeaeTcs B
Cucreme.

CeaHCOBBIH KJIHOY — YHHKaJIbHAS
MOCJIEI0BATENBbHOCTh 1IH(DpP, HUCHONB3yeMast
ISt MOATBEPKICHUS MOIJIMHHOCTH,

HEU3MCHHOCTH U IICJIOCTHOCTHU PacnopaneHm{
u/unn coobieHust cBobogHoro Qopmara, a
TaK)ke aBTOPCTBA IMepelaBacMbIX baHKY
Pacnopspkenuif, cooOmieHuit  cBOOOAHOTO
dbopmara.

Cucrema EuroLink (Cucrema) -
MIPOrPaMMHO-TEX HUICCKHIMA KOMILIEKC
(xopriopaTuBHas aBTOMAaTU3UPOBAHHAs
OaHKOBCKasi cHucTeMma), OOecTeunBaroNIui
(dbopMupOBaHHe, YIOCTOBEpEHUE, TIepeaady u

the Client’s Order transferred according to the
Terms and Conditions.

Password - a sequence of symbols,
known only by the Client, used for
Authentication of the Client when serviced via
the Access Channels. The Password can be
multiply used. The Password is provided to the
Client by the Bank in a form of a tangible
medium, which has personal identification
number (ID).

Order and/or free format message
Confirmation - Order, free format message
authenticity, immutability and coherency
identification procedure, as well as Client’s
authorship confirmation with regards to the
Order, free format message by means of using
the Table of Session Keys.

Order - the Client’s instruction given
to the Bank to generate an order on behalf of
the Client for conduction of one or several
Transactions, transferred to the Bank by the
Client by means of Access Channels.

Order and/or free format message
registration - automatic electronic entry
acknowledging the receipt of the Client’s
Order and/or free format message by the Bank
in the System’s documents register, which is
automatically created and maintained in the
System.

Session Key - a unique sequence of
digits used for the Order and/or free format
message authenticity, immutability and
coherency identification, as well as the
authorship of the Orders, free format messages
transferred to the Bank.

EuroLink System (System) - a
software and hardware complex (corporate
automated banking system), enabling creation,
identification, transfer and registration of the
Electronic documents of the Clients, as well as




peructpanuio  DJIEKTPOHHBIX JOKYMEHTOB
KinuenToB, a Takke  INpeaocTaBICHHE
Knuentam wundopmanmu o MOJYYEHHBIX B
banke kpenurax, pa3MEIIEHHBIX CPOYHBIX
BKJIaJjaX, BBIMYIIEHHbIX Ha wuMs Kinenra
0aHKOBCKUX KapTax, octaTkax u Ormnepanusx
o CueraM, 6aHKOBCKMM KapTaM KineHToB.

CxkpeTy-KapTa - INIACTUKOBAs KapTa C
HaHeC6HHOW Ha HeW (IMoJ  3alIUTHBIM
HEMPO3payHbIM UM  CTHUPAIOLIUMCS  CJIIOEM)
CEKpeTHOH MHpOpMAITHEH.

Cayx0a KIMEHTCKOH MOJIEPKKH —
noJpaszienieHue baHka, OCYIIECTBIISIONIEE
MH()OPMAMOHHYIO TOANEPKKY KimeHToB
nipu obpamiennu B bank no tenedony.

CoeanHeHHe — ITIOCJIEIOBATCIBHOCTD
mevictBuii  KnomeHTa, HEOOXOOUMBIX A
nonydeHus: pocryna k Cucreme no Kanamy
JOCTyIa B TIpe/iesiax OJHOTO HEMPEPHIBHOTO

WHTEpBaja BPEMEHHU. Jost Ka)XJ10TO
CoenuHenus AyteHTuduxanus
MPOU3BOAUTCA OJMH pa3 U  CUHUTACTCS
JNIEUCTBUTEILHOU B TEeUCHUE BCETO
Coenuaenus.

Croponbl — bank u Kinuenr.

Cuer — cuer KimeHra, OTKpBITHIA B
banke Ha ocHOBaHMM J0roBopa 0AaHKOBCKOI'O
cdera (3a UCKIIOUYEHUEM CYeTa JJIsl pacyeToOB C
WCIIOIh30BaHUEM OaHKOBCKHX KapT) JHO0
JoroBopa 0aHKOBCKOTO BKJIAJa.

Tabauna ceaHCOBBIX KJIIOYell —
COBOKYNHOCTb MH(OpMAaIMM O HECKOJbKUX
npoHymepoBaHHbIX ~ CeaHCOBBIX  KJIIOYax.
VkazanHas wuHGpOpMalMA NPEIOCTaBIIsAETCS
bankom Kimenty mocpenctBoM — BblIauu
CkpeTu-KapThl, KOTOpas UMEeeT COOCTBEHHBIH
uaeHTuukanuonupiii Homep (ID) u Moxer

ObITh  TpeAOoCTaBlieHa  TOJBKO  OJHOMY
Knuenry.
Tapugsl banka - pasmep

BO3HArpakKAeHUs1 baHka 3a mperocTaBlieHHE
Knuenry ycayr no ucnons3oBanuio CUCTEMBI,
B TOM  4YHCIE€ 3a  TPEIOCTaBIICHHE
BO3MOXKHOCTH TpoBefieHus Omnepanuii 1o
Cuery ¢  wucnonb3oBaHueM  CHUCTEMBI.
WNudopmanus o Tapudax banka myGnaukyetcs
bankoM B mopsAake, NPeAYCMOTPEHHOM
paszoenom 10 YcnoBuid.

providing the Clients with information on the
credits obtained in the Bank, opened term
deposits, bank cards issued out in the name of
the Client, balances and Transactions of the
Accounts, Bank Cards of the Clients.

Scratch Card - a plastic card
containing confidential information (under the
non-transparent and removable protection
layer).

Clients Support Service - a Bank unit,
rendering information support to the Clients
upon referring to the Bank by telephone.

Connection - a sequence of Client’s
actions required for getting access to the
System via the Access Channel within the
frameworks of one continuous interval of time.
For each Connection the Authentication is
performed once and considered valid for the
entire period of Connection.

Parties - the Bank and the Client.

Account - the Client’s account, opened
in the Bank based on the bank account
agreement (excluding accounts for settlements
using bank cards) or bank deposit agreement.

Table of Session Keys - collection of
information on several enumerated Session
keys. The mentioned information is delivered
to the Client by the Bank in a form of a Scratch
Card, which has its own identification number
(ID) and can be given to only one Client.

Bank Rates - the size of Bank fees for
the System usage services rendered to the
Client, including for providing with an
opportunity to conduct Account transactions
by means of the System. Information of the
Rates of the Bank is published by the Bank
according to the procedure stipulated in
Section 10 of the Terms and Conditions.




YcaoBust — Hacrosmue YcaoBus
NUCTAHIIMOHHOI'O OaHKOBCKOTO
o0cCTy>)KUBaHUS (bU3UIECKUX JIUIT

nocpenctBoM cuctemsl EuroLink B8 AO AKbB
«EBPO®MHAHC MOCHAPBAHKY.

DJIeKTPOHHBIIi JTOKYMEHT
JNOKYMEHT,  uHpopManus B  KOTOPOM
NpEeJCTaBIeHa B AJIEKTPOHHOU (opme, a ee
HEU3MEHHOCTb M aBTOPCTBO yJIOCTOBEPEHBI C
ucnosp3oBaHueM CeaHCOBOro Kiw4a H
UMEIOLIUI pPaBHYIO IOPUIWYECKYIO CHUIy C

JOKYMEHTOM Ha OyMa)XHOM  HOCHUTEIE,
MO/ CAaHHBIM COOCTBEHHOPYYHOH
MIOJNUCHIO.
1. OBLME INOJIOXXEHUNA

1.1. Hacrosamme VYcnoBus
YCTaHABJIMBAIOT  MOPSIOK  OOCITYKUBaHMS

(1)I/I3I/I‘-IGCKI/IX JIAII C UCITIOJIB30BAHUECM Cucremsl
U ONpPEIEISIFOT BO3HUKAMOIINE B ATOW CBS3U
npaBa, OOS3aHHOCTH W OTBETCTBEHHOCTH
CropoH.

1.2. VYciuoBus SBIAIOTCS THIIOBBIM
dbopmynsipom banka ¥ MOTYT OBITH MPUHSTHI
Knuentom HE WHaue Kak myTeM
MPUCOCANHCHUS K YCIOBHSIM B IIEJIOM B
MOpSAZIKE, YCTaHOBJICHHOM YcClOBUsSMU. B
Clly4ae IPOTHBOPEYMH MEXIY PYCCKMM U

aHIJIMACKAM ~ TEKCTOM,  PYCCKMM  TeKCT
YcnoBuit OyaeT UMeTh IPUOPUTET.
1.3. 3akiroueHue Jorosopa

ocymecTBisieTcss KimeHToM B COOTBETCTBUU
co crarbeii 428 ['paxmaHckoro kojekca
Poccuiickoit Oenepanuu IIyTeM
npencrasneHuss B baHk  3asenenus o
npucoeounenuu K Ycnoeuam Ha OyMakxHOM
HOCUTEJIE,  COCTaBJIEHHOro 1o  (opme
[Ipunoxenns 1 x YcnoBusm.

14. Jlns moxarBepxkaeHus (Qakra
3akmoueHuss  JloroBopa bank  mepenaer
Knuenty Yeeoomnenue o pecucmpavyuu
Knuenma ¢ Cucmeme, conepxaiiee, B TOM
yucne, Jlorun Knuenra, ID Ilapons u ID
TabnuIrel ceaHCOBBIX KITFOUEH.

1.5. bank c 1enpi0 03HAKOMJICHUS
KnuenTa ¢ YcnoBusiMu pazMmemaer Y cioBHs
IyTEM ONmyOJIIMKOBaHUSA B MOPSIZIKE,
peIycCMOTpeHHOM pa3zdenom 10 YcnoBuid.

Terms and conditions - the present
terms and conditions on remote banking
services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank.

Electronic document - a document,
where the information is presented in
electronic form, immutability and authorship
of which is verified by means of Session Key
and having legal force equal to the hard copy
with holographic signature.

1. GENERAL PROVISIONS

1.1. The present terms and conditions
stipulate hereby the physical entities service
procedure in connection with the System and
identify the rights, obligations and
responsibilities of the Parties arisen in this
regard.

1.2. The Terms and Conditions are
considered to be a typical form of the Bank and
shall be accepted by the Client only by means
of affiliation to the Terms and Conditions in
general according to the procedure stipulated
by the Terms and Conditions. In case of
conflict between the Russian and English texts,
the Russian version of the Terms and
Conditions shall prevail.

1.3. The Agreement conclusion is
carried out by the Client in line with the
Article 428 of the Civil Code of the Russian
Federation by presentation to the Bank an
Application on affiliation to the Terms and
conditions in hard copy according to the form
presented in Appendix 1 to the present Terms
and Conditions.

1.4. For confirmation of the fact of
Agreement conclusion the Bank transfers the
Client a Notification on the Customer’s
Registration in the System, containing,
including, the Clients Login, Password ID and
Session Keys Table ID.

1.5. The Bank published the Terms and
Conditions according to the procedure,
stipulated by Section 10 of the Terms and




1.6. [ducraHmuoHHOe OaHKOBCKOE
obciyxuBanue KimeHTa ¢ MCHOJIb30BaHUEM
CucremMbl TIPOU3BOAMTCS B COOTBETCTBUU C
3akoHozarenscTBoM Pocculickoit denepanuu
Y CIIOBHSIMH.

1.7. bank B COOTBETCTBHUH C
JloroBopom u Ha OCHOBaHUU
COOTBETCTBYIOIIMX OJNEeKTPOHHBIX

JIOKYMEHTOB OKa3bIBaeT KilmeHtam yciayru mno
IIPEIOCTABIIEHUIO BO3MOKHOCTH MPOBEACHUS
¢ wucnonb3zoBaHueM CHCTEMBI CIENYIOIINX
OIIEepaLIA:

— MEpeBOJl JICHEKHBIX CPEJICTB B
pyomsix P® wmexnay cBoumu
Cueramu B banke u Ha cBOmM
cyera B JIPYTUX KPEOUTHBIX
OpraHu3alusx;

— MEpeBOJ JICHEKHBIX CPEJICTB B
pyomsix P® Ha cuera uWHBIX
noJsiyyatesield (IOpUaANYECKUX U
(UBUYECKUX JINIT);

— TMEepPEeBOJI JIEHEKHBIX CPEJCTB B
WHOCTPAHHOW BAJIFOTE HA CBOM
cyera, Ha  CcYeTa  MHBIX
nosryyatesnel (FOpuaAnYECcKuX U
¢usnueckux nun) B banke, a
TaKkK€ Ha CBOM CYE€Ta, cueTa
MHBIX noJryyaTesen
(ropuaudeckux U (pU3MUECKUX
JUL) B JPYTUX KPEIUTHBIX

OpraHu3aIusIX;
— TMOKYNKHU-TIPOAAKU
WHOCTPAHHOW  BaNIOTHI 32
pyOmu;
— TOMOJHEHUE cyera TUTST

pacyeToB € HCIOJIb30BaHHEM
0aHKOBCKMX KapT CO CBOHUX
CueroB (mo BKJIagaM 0
BOCTPEOOBAHUS» U TEKYIIHX),
OTKPBITBIX B BAJIIOTE
NOMOJHAEMOTO  CcYeTa  JUIAd
pacyeToB € HCIOJIb30BAaHHEM
0aHKOBCKHUX KapT;

— TIEPEBOJ CO CUeTa JUIs pacyeTOB
C UCTIOJIb30BaHNEM OaHKOBCKHX
kapt Ha cBou Cuera (1o
BKJIaJIaM «JI0 BOCTpEOOBaHUS»
U TEKyIIHEe), OTKpbIThIE B
BAJIIOTE CueTa JIsi pacuyeToB C

Conditions, for the purposes of familiarizing
the Client with the Terms and Conditions.

1.6. Remote banking service by means
of the System is rendered to the Client in
accordance with the legislation of the Russian
Federation and the present Terms and
Conditions.

1.7. The Bank, according to the
Agreement and based on the applicable
Electronic documents, renders the Clients
services, providing with opportunity to
conduct the following transactions by means of
the System:

— money transfer in RF Rubles
between own Accounts opened
in the Bank and to own
accounts in  other credit
organizations;

— money transfer in RF Rubles to
other recipients’ accounts (legal
and physical entities);

— money transfer in foreign
currency to own accounts, to
other recipients’ accounts (legal
and physical entities) opened in
the Bank, as well as to own
accounts and to accounts of
other recipients (legal and
physical entities) in other credit
organizations;

— foreign currency exchange for
Rubles;

— replenishment of account for
settlements from own Accounts
by using bank cards (for
demand deposits and operating
accounts), replenishable
account opened in foreign
currency for settlements by
using bank cards;

— transfer from the bank card’s
account to own Accounts (call
deposits and current accounts),
and accounts opened in foreign
currency for settlements using
bank cards.




HCIOJIL30BAHMEM OaHKOBCKHX

Kapr, C KOTOPOTO
OCYILECTBIISICTCS TIEPEBOI,;

— TIOJIyYCHHE  BBIUCKU IO
Cyeram (B pybmix wu
WHOCTPaHHOW  BAJlOTE) U
0aHKOBCKMM  KapTam®'  3a
POM3BOJILHBIN epuo.
BPEMCHU;

— monydyeHue wuHGOpMAIMH O
CPOYHBIX BKJIJIaxX;

— TMOoJydeHHe WHPOpMAIUU O
KpeIHTax;

— moiydyeHue HHGOpMAIMH O

0aHKOBCKHX KapTax;
— moiy4yeHue wuHPopMaruu 00
sTanmax oOpabotku B banke

OTIPABIEHHOTO Knuenrom
DNEKTPOHHOTO IOKYMEHTA;

— mepeaava banky
Pacnopsbkenuss Ha  OT3BIB
DJIEKTPOHHOTO JIOKYMEHTa J0
MOMEHTa €ro  HCIOJHEHUS
BaHKOMz;

— CaMoCTOsITEIbHasA CMEHa
[Tapomns;

— CaMOCTOSTEIIbHAs PErucTpanus
Ta0auIbl CeaHCOBBIX KIIFOUCH;

— ¢opMupoBaHUE CBOEHW 0a3bl
m1a0JIOHOB IIJIATEXKEI;

— o0meH c Bankom
COOOIIEHUSIMH CBOOOIHOTO

dbopmara, B TOM 4HCIIE O CMEHE
KopmoBoro cinosa.

Hns paborer B Cucreme Knment
CaMOCTOSITEIILHO OIpeeIseT Jlorum,
KOTOpBIH coobmaer banky nmyrem yka3aHus B
3aaenenuu 0 npucoeOuHenuu K Ycuoeuam.
KimeHnt BmpaBe W3MEHUTH JEHCTBYIOLIUN
JloruH myTeM JMYHOTrO OOpalieHuss B OQuc
banka ¢ COOTBETCTBYIOIIMM MHUCHMEHHBIM
3asIBJICHUEM.

bank, B COOTBETCTBHHM C MOPSIAKOM,
YCTAHOBJICHHBIM HACTOSALIUMHU Y CIIOBUSIMU,
MPEAOCTABIISIET Knuenty [Tapons,

— Acquisition of accounts (in
Rubles and in foreign currency)
and bank cards statements® for
certain period of time;

— retrieval of information on term

deposits;

— retrieval of information on
credits;

— retrieval of information on bank
cards;

— retrieval of information on the
Electronic document

processing phases in the Bank;

— transferring to the Bank an
Order on Electronic document
revocation till the moment of its
execution by the Bank?;

— independent
Password;

— independent registration of the
Table of Session Keys;

— creation of own base of
payments templates;

— exchange of free format
messages with the Bank,
including messages on
Memorable Word change.

The Client independently creates a
Login for working in the System, which
transfers to the Bank by mentioning it in the
Application on Affiliation to the Terms and
conditions. The Client reserves the right to
change the acting Login by means of visiting
the Bank’s office  personally  with
corresponding written application.

change of

The Bank, according to the procedure,
stipulated by the present Terms and
Conditions, provides the Client with the

1 l'[pe}]()CTaBneHne BBIIIACKA 00 orepanusax, COBEPUICHHBIX C IIOMOLIBIO 0aHKOBCKHMX KapT, BBIMYIIECHHBIX Ha HUMA Kinenra BaHKOM,
OCYILECTBIISCTCSI IPH HATMYIHUHU TEXHUIECKoi Boamoxkuoctu B Cucreme EuroLink./Acquisition of statement of transactions conducted by means of
bank cards, issued out in the name of the Client of the Bank, is carried out upon availability of technical possibilities in EuroLink System.

2 B03MOXXHOCTE OT3BIBATh NepeaaHHbIC BaHKy 3H€KTp0HHLIe JOKYMEHTBI IIOCPEACTBOM CI/ICTeMLI IpeaOCTaBIISIETCA K.TII/IBHTy IIpyU HaJIN4Iun
TexHUYecKoi BosmokHocTH B Cricteme EuroLink/ Possibility to revoke the Electronic Documents transferred to the Bank by means of the System
is provided to the Client upon availability of technical possibilities in EuroLink System.




HEO0OXOINMBII TUTS
WNnenrudukanumn u

Knuenta B Cucreme, a Takke TaOauisl
CEaHCOBBIX KIIIOYEH, HEOOXOOMMBIE A
noATBepkaeHus KimeHToM mepenaBacMbIX B

HPOBEICHUS
AyTeHTHpHUKAINN

bank PacmopspkeHuii w/uiaM  cCOOOIICHMIA
cBoOOIHOTO (hopMmarTa.
1.8. VYcnoBusMu yCTaHaBIWBAETCS

CIEAYIOUIMI MOPAIOK B3auMojeicTBus banka
u Knuenra:

1.8.1. bank ocymectBisier Onepanuu
nmo Cuery Kiumenra Ha  OCHOBaHUU
pacnopsbkeHuii o mpoBereHun Omnepanuu,
COCTaBJICHHBIX Ha OCHOBAHHH ITOJIYYCHHBIX U
NPUHATBHIX K MCHOJHEHHIO PacmopspkeHuit
Kimenra. YKka3aHHbIE Pacniopsoxenus
nepearTcs Knuentom banky c
WCIIOJIb30BAHUEM OTIPEIICIICHHBIX Y CJIOBHSIMH
Kananos nocryna.

1.8.2. Omepanuu, mnepeyncICHHBIE B
1.1.7 HacToAmuMX Y ClIOBUH, OCYIIECTBISIOTCS
baHKkOM B COOTBETCTBUH C [EHCTBYIOIIHUM
3aKoHOarenbCcTBOM Pocculickon @enepannu,
HOpPMaTUBHbIMM akTamu banka Poccun,
HaCTOALIMMHU  YCIOBUSIMH U YCJIOBHSIMH
JIOTOBOPOB 0aHKOBCKOTO CYeTa, JO0rOBOPOB
OAaHKOBCKOT'0 BKJaJia, IOTOBOPOB BBIITYCKa U
00CITy’)KUBaHUS OaHKOBCKHUX KapT,
3aKiIroyaeMbIXx Mexay bankom n Kimmenrom.

1.8.3. Ucnons3zoBanune CuCTEMBI IS
nepenaun Pacnopsbkenuid u/minm cooOmeHui
cBobOoaHOrO popmara banky He OrpaHUYMBAET
npaBa KimenTa mo mpemocTaBiieHnio B baHk
COOTBETCTBYIOIIUX pacropsiKeHun Ha
MPOBEJICHUE Omneparnuit, u/unu
COOTBETCTBYIOIIUX JIOKYMEHTOB Ha
ocymiecTBieHne baHkoM  ompeneneHHBIX
NeHCTBUI B OyMa)KHOM BHJIE, COCTaBJICHHBIX
mo ¢opme banka, B COOTBETCTBHH C
JOTOBOPOM OaHKOBCKOTO cyeTa (BKJIaja),
3aKJTFOYCHHBIM M1y CTopoHaMU.

ITpu sToM CTOpOHBI COIJIalIalOTCs C
T€M, YTO B cilydae NOCTymJieHus B baHk
OnekTpoHHOro JokyMmeHta no Kanamam
JOCTylIa M COOTBETCTBYIOIIErO [JOKYMEHTa
WM PacIOpsKEHUs Ha IposeieHue Onepannun
Ha OyMa)XHOM HOCHTENE, COJAEpKaIIUX
UJEHTUYHBIE YCIIOBUs NTpoBeieHus Onepanuu,
a00 TOCTyIUIeHUusT B bBaHK WAEHTHYHBIX
DJEeKTPOHHBIX JOKYMEHTOB, baHk Oyner

Password, required for carrying out
Identification and Authentication of the Client
in the System, as well as the Table of Session
Keys, required for confirmation of Orders
and/or free format messages transferred to the
bank by the Client.

1.8. The Terms and Conditions
stipulate herein the following procedure on
cooperation between the Bank and the Client:

1.8.1. The Bank conducts Transactions
on the Account of the Client based on orders
on Transactions conduction, created on the
base of received and accepted for execution
Orders of the Client. The mentioned Orders are
transferred to the bank by the Client by means
of Access Channels identified by the Terms
and Conditions.

1.8.2. Transactions listed above in
point 1.7 of the present Terms and Conditions
are conducted by the Bank in accordance with
the effective legislation of the Russian
Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and
terms and conditions of the agreements on
bank account, bank deposits, issuing out and
maintenance of bank cards, signed between the
Bank and the Client.

1.8.3. The applied systems for
transferring Orders and/or free format
messages to the Bank do not limit the rights of
the Client on submitting to the Bank
corresponding orders on conduction of
Transactions, and/or corresponding documents
on conduction of specified actions by the Bank
in hard copy, created in the form of the Bank,
according to the agreement on bank account
(deposit) signed between the Parties.

Thereat, the Parties agree that in case
the Bank receives an Electronic document via
the Access Channels and corresponding
document or order on transaction conduction
in hard copy, containing identical conditions
on Transaction conduction, either in case the
Bank receives identical Electronic documents,
the Bank will process each of the mentioned
documents as independent document and will




paccMaTpuBaTh KaXKIbI W3  YKa3aHHBIX
JTOKYMEHTOB KaK CaMOCTOSITENbLHBIHN
JIOKYMEHT, W OCYIIECTBUT BCE JCHCTBUA,
HeoOxomuMble Ui TmpoBeneHus Onepamnuu
(ocymiecTBieHHE COOTBETCTBYIOIINX
JIEHUCTBUI ) 1o KaXxa0My u3
MPEeACTABICHHBIX/TIEPEAaHHBIX Knuentom

JIOKYMEHTOB.

1.9. Eciiu B Texkcre YCIIOBUH SIBHO HE
OTOBOPEHO WHOE:

19.1. Mowmentom  Peructparumn
Pacrniopspxenus u/unu Co0O0IIeHus
cBoboaHoro opmara B Cucreme CUMTACTCs
MOMCHT BHECCHHUS BPEMEHU W JaThl 3allHCH
Pacniopsxenus A/ COOOIIIEHNS
cB0oOOHOTO (hopmMara B peecTp JOKYMEHTOB
Cucremsl.

1.9.2. JlokyMeHTBI, HaIpaBIsieMbIe
bankom KnuenTty no nmoure, HanpasJsFOTCS Ha
MOYTOBBINA ajJipec, yka3zaHHbld KimeHtom B
3aaenenuu o npucoeounenuu K Ycuosuam.

1.10. CTOpOHBI MPHU3HAIOT B Ka4eCTBE
€IMHOW IIKaldbl BpeMEHH mpu pabore ¢
Cucremoif MoOCKOBCKOE TMOSICHOE BpeMS.
KOHTpOIBbHBIM SBISETCSI BpeMs CUCTEMHBIX
4acoB almnapaTHbIX cpeacTB banka.

1.11. CropoHbI NPU3HAIOT, YTO:

1.11.1. Ces3p Kmmenrta co Cnyx00ii
KJINEHTCKOU MOJJCPIKKHU banka
ycTaHaBIMBaeTCs Mo padouyum AHsIM banka c
09.30 no 18.30u., B matauy — ¢ 09.30 mo

17.154., B mpenmpasgHUYHBIE THU B
COOTBETCTBUM C TmpukazoM 1o banky,
OIyOJIMKOBaHHBIM B MOpAJIKE,

MPEyCMOTPEHHOM pazoenom 10 Y cnosuii.

1.11.2. Hcnonuenue PacnopspkeHui
Ha TIePEeBOJ] IEHE)KHBIX CPENCTB B PyOIsAX |
uHocTpaHHoi Bamore Ha Cuer Kimenra,
OTKpBITHIN B baHKke, OcylIecTBIIsIETCS:

— TEKYLIUM pabO4YHMM JHEM - €ClIU
Pacnopsokenue ObL10
3apeructpupoBaHo B Cucreme
no 17.30 (B maTHUIy — 10

16.15, B mnpeanpa3gHUYHbBIC
aIHu - 3a 1 (omuMH) 4ac 1o
OKOHYaHUsl pabodero  mHI,

YCTaHOBJIEHHOI'O IIPUKAa30M II0

execute all actions required for the conduction
of Transaction (execution of corresponding
actions) for each document submitted /
transferred by the Client.

1.9. Unless otherwise
stipulated in the text of Conditions:

explicitly

1.9.1. The moment of registration of
the Order and/or the free format message in the
System is considered to be moment of fixing
the time and date of the note on the Order
and/or free format message in the System’s
documents register.

1.9.2. The documents, subject to
sending to the Client by the Bank, are directed
to the postal address, mentioned by the Client
in the Application on affiliation to the Terms
and conditions.

1.10. The Parties acknowledge the
Moscow local standard time as unified time-
scale when working in the System. Check time
is considered to be the RTC of the Bank
hardware.

1.11. The Parties hereby acknowledge
the following:

1.11.1. The connection between the
Client and the Client Support Center of the
Bank is established on working days of the
bank from 09:30 till 18.30, on Friday from
09.30 till 17.15, on holidays according to the
order of the Bank published in compliance
with the procedure, stipulated by Section 10 of
the present Terms and Conditions.

1.11.2. Orders on money transfer in
Rubles and foreign currency to the account of
the Client opened in the Bank are implemented
as follows:

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order of the Bank, published
according to the procedure,




banky, omyOiMKOBaHHOM B
MOpsIKe,  TPETYCMOTPEHHOM
pazoenom 10  YcnoBwi)
TEKyIIero pabovero JHs;

— creayroumMm pabodyuM JTHEM -
ecniu  Pacnopsbkenue  ObLIO
3apeructpupoBano B Cucreme
nocie 17.30 (B maATHUIYY - C
16.15, B mnpeampa3gHUYHBIC
JTHA — MeHee 4eM 3a 1 (oauH)
yac /10 OKOHYaHus pabodero
TTHS, YCTaHOBJIEHHOT'O
[IPUKA30M 1o banky,
OMyOJIMKOBAaHHOM B TOpSJKE,
PEIYCMOTPEHHOM  pazoesiom
10 YcnoBuit) TEKYILEero
pabodero AHS WiIH B JH000C
BpeMs BBIXOJHOTO WIH
MPa3AHAYHOTO JTHS.

1.11.3. Hcnomnnenue PacmopspkeHuit
Ha TEPEeBOJ] JEHEKHBIX CPEICTB B PyOIsAX H
WHOCTPAHHOW BaJlOTE HAa CUET MOJy4yaTelis,
OTKpBITHIN B baHke, OCylIeCTBIISIETCS:

— TEKYIIMM paboYuM JTHEM - €CTTU
Pacniopsbxenue OBLIO
3apeructpupoBano B Cucreme
mo 17.30 (B msATHUIY — 1O
16.15, B mnpeanpa3gHUYHbIE
oHU - 3a 1 (ogmH) wac [0
OKOHYaHus paboyero JHS,
YCTQHOBJIEHHOT'O NPHUKA30M IO
banky, onyOimMKoBaHHOM B
Hopsiike, MPEAYCMOTPEHHOM
pazoenom 10  VYcnoswii)
TEKyILEero paboyvero JHs;

— CIEOYIONIMM pabodyuM JTHEM -
ectn  Pacmopspkenuwe  ObLTO
3apeructpupoBaHo B Cucreme
nocie 17.30 (B maATHUIYY - C
16.15, B mpenmpa3aHUYHBIC
JTHU — MeHee 4yeM 3a | (o1uH)
4yac 70 OKOHYaHMsA pabouero
TS, YCTaHOBJICHHOTO
PUKa30M o banky,
OMyOJIMKOBAaHHOM B TOPSJKE,
IPEIYCMOTPEHHOM  pazoenom
10 YcnoBuii) TEKYIIEeTo
pabouero naHs WM B Jto0Ooe
BpeMs BBIXOJHOTO WIH
NPa3IHUYHOTO JHS.

stipulated by the Section 10 of
the present Terms and
Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.

1.11.3. Orders on money transfer in
Rubles and foreign currency to the account of
the recipient, opened in the Bank are
implemented as follows:

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order of the Bank, published
according to the procedure,
stipulated by the Section 10 of
the present Terms and
Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.




1.11.4. Hcnonnenue PacmopspkeHuit
Ha TEpeBOJ] ICHEKHBIX CPEICTB B PyONAX H
WHOCTPAaHHOW BaJlOTE Ha CYET MOJy4yaTelid,
OTKPBITBI B MHOW KPEIUTHOW OpraHM3alui,
OCYILIECTBIISIETCS:

— TEKYIIMM pabOYuM JTHEM - €CITU
Pacnopsokenue ObLIO
3apeructpupoBaHo B Cucrteme
no 15.00 Texymero pabodero
THS;

— CcIeayloumM pabodynM THEM -
ecin  Pacnopsbxkenue  ObLIO
3apeructpupoBaHo B Cucrteme
nocJe 15:00 TEKYIIEro
pabouero JaHS WIX B JIH00OE
BpeMsi BBIXOHOTO 170031
MPa3AHUYHOTO JTHS.

1.11.5. Hcnonuenue Pacnopspxenuit
Ha TMOKYIKY-TPOJaXKy WHOCTPAHHOW BAJIOTHI
3a pyOJIH OCYIIECTBIISICTCS:

— TEKYyLIUM pabO4YHM JTHEM - €CJIU
Pacniopsbxenue ObLIO
3apeructpupoBano B Cucreme
mo 17.30 (B msATHUIY — 10

16.15, B mnpeanpa3gHUYHbIE
aHd - 3a 1 (oamH) bac 10
OKOHYaHus paboyero JHS,

YCTQHOBJIEHHOT'O NPHUKA30M IO
banky, onyOimMKoBaHHOM B
Hopsiike, MPEAYCMOTPEHHOM
pazoenom 10  VYcnoswii)
TEKyILEero paboyvero JHs;

— CIEOYIONIMM pabodyuM JTHEM -
ectn  Pacnopspkenune  ObLTO
3apeructpupoBaHo B Cucreme
nocne 17.30 (B maTHULY - C
16.15, B mnpeamnpa3gHUYHbIE
THU — MeHee 4eM 3a 1 (oauH)
4yac 70 OKOHYaHMsA pabouero
TTHS, YCTaHOBJICHHOTO
PUKa30M o banky,
OMyOJIMKOBAaHHOM B TOPSJKE,
IPEIYCMOTPEHHOM  pazoenom
10 YcnoBuii) TEKYIIEeTo
paGouero naHs WM B Jto0oe
BpeMs BBIXOJTHOTO 17001
NPa3IHUYHOTO JHS.

1.11.6. Hcnomuenne PacmopspreHwit
Ha TIOMOJIHEHUE CYETa/TIePeBOJl CO CUeTa JUIs
pacueToB € HCHOJIb30BAaHUEM OaHKOBCKHMX
KapT (0aHKOBCKOM KapThl) OCYIECTBIISETCS:

1.11.4. Orders on money transfer in
Rubles and foreign currency to the account of
the recipient, opened in other credit
organizations are implemented as follows:

— on the current day - if the Order
was registered in the System till
15:00 of the current working
day;

— on the next working day - if the
Order was registered in the
System after 15:00 of the
current working day or at any
time of a weekend or a holiday.

1.11.5. Orders on foreign currency
exchange with Ruble are implemented as
follows:

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order of the Bank, published
according to the procedure,
stipulated by the Section 10 of

the present Terms and
Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.

1.11.6. Orders on account
replenishment/transfer from the account by
using bank cards (bank card) are implemented
as follows:




—  TEeKyImHM paboduM JHEM - eClld
Pacnopsokenue ObLIO
3aperucTpuponano B Cucreme 10
17.30 (B mataumy — g0 16.15, B
npeAnpa3THUYHbIE JAHU - 3a |

(omMH) dYac 10 OKOHYaHUSA
pabouero AHS, YCTaHOBJICHHOTO
[IPUKA30M o banky,

OIyOJIMKOBAaHHOM B  TOPSJKE,
peayCMOTpEeHHOM pa3zdenom 10
YcnoBuit) Tekymiero pabodero

THS;
— CIEIYIOIIUM pabo4yuM JIHEM -
ectn  Pacmnopsbkenue  ObLIO

3apeructpupoBano B Cucreme
nocie 17.30 (B mATHHUIY - C
16.15, B mpeanpa3aHUYHbBIE THU
— MeHee 4eM 3a 1 (oauH) yac 110
OKOHYaHusi  pabodero  JHf,
YCTaHOBJIECHHOT'O TPUKA30M IO

banky, omyOJIMKOBaHHOM B
HOpsiZIKE, HPEeyCMOTPEHHOM
pazoenom 10 YcnoBwii)

TEKyIIero pabouyero AHS WIH B
ar000€ BpeMs BBIXOJHOTO WA
Mpa3IHUYHOTO JIHS.

1.12. BamoTHBIE OTIEpaIMH 110 CYETaM
KauenToB ¢ wmcnoan3oBanueM CHCTEMBI
OCYIIECTBIISIIOTCSI € Y4eTOM TpeOoBaHUM
BaJIFOTHOTO 3aKOHOJATeJIbCcTBA Poccuiickoi
denepanuu.

1.13. IloxpobGuble mpouenypsl U
MIOPSAJIOK UCIIOJIb30BaHUs Knuentamu
Cuctemsl 111 J{MCTaHIIMOHHOTO GAHKOBCKOTO
oOCIyXKMBaHUSI B cly4asix, Korja YcloBus
IIPEyCMaTpUBAIOT, YTO TAKUE NPOLEIYpHl U
MOpPAOK  ycTaHaBluBaioTcd  bankom B
OJTHOCTOPOHHEM TMOpPSAKE, B TOM 4HCIE
dbopma, coxepkaHWe M CIOCO0 Tepemayu
Knuentom B bank Pacniopskenui,
MyOIUKYIOTCS bankom B MOPAJIKE,
PEeSyCMOTPEHHOM pa3zdenom 10 Ycnosuii.

1.14. Bank BmpaBe ONpPeneNsTb Mepbl
6e3omacHoCTH 1pH padbote B Cucreme, a Takxe
CJIy4ad TMOBBIIIEHHOTO PUCKA U OTpaHUYEHUs
CIOcO0OB U MeCT UCIoIb30BaHus CHCTEMBI, U
NOBOJUTH ATy MH(popmanmio g0 Knuenra, B
TOM u4ucie JA0 3akioueHus Jlorosopa,
MO0OBIMH  HE 3ampeuieHHbIMH  CIIOCO0aMH,
BKJIIOYasl, yKa3aHHbIE B pazdene 10 YcioBuii.

— on the current working day - if
the Order was registered in the
System till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order for the Bank, published
according to the procedure,
stipulated by the Section 10 of

the present Terms and
Conditions) of the current
working day;

— on the next working day - if the
Order was registered in the
System after 17:30 (on Friday
—after 16.15, on holidays - less
than 1 (one) hour prior to the
end of the working day,
stipulated by the order of the
Bank, published according to
the procedure, stipulated by the
Section 10 of the present Terms
and Conditions) of the current
working day or at any time on
weekends and holidays.

1.12. Currency transactions of the
Clients’ accounts by means of the System
conducted with consideration of the currency
legislation of the Russian Federation.

1.13. Detailed procedures and the order
on utilizing the Remote Banking Service
System by the Clients in such cases when the
Terms and Conditions stipulate that such
procedures and order are established by the
Bank unilaterally, including the form, content
and method of transferring to the Bank by the
Client, are published by the Bank, according to
the procedure, stipulated in Section 10 of the
present Terms and Conditions.

1.14. The Bank reserves the rights to
identify the safety measures when working in
the System, as well as cases of increased risk
and limitations on System usages ways and
locations, and inform the Client of it, including
before signing the Agreement, by any
permissible means, including those, mentioned
in limitations Section 10 of the present Terms
and Conditions.




1.15. CropoHbl NOpPU3HAIOT, YTO
nepenannele  Kimentom, mnpomenmuM B
KOXJIOM CiIydyae HaJuIexamuM o0pa3oM
IpoLelyphl Wnentudukanuu U
Ayrentudukanuu, PacnopspkeHuss —u/uim
COOOIIIEHNSA cBOOOIHOTO dbopmara,

MMOATBCPIKACHHBIC C IMOMOIIbBIO CeaHCOBOTO

KJII0Ya, HaXOMISIIErocsi B  PacHOpsHKEHUU
Knuenra, COOTBETCTBEHHO:
- YAOBJIETBOPSIIOT TpeOOBaHUIO

3aKJIIOYEHUs CHIEIIKU B IIPOCTOMN
NUCbMEHHOH (OopME U BIEKYT

IOPUINYECKHE MOCTIC/ICTBHS,
AQHAJOTUYHBIE  TIOCIEIICTBHSM,
MOPOXKTAEMBIM CHIEJIKaMH,
3aKJITFOUYCHHBIMU nyTeM
HOJIKMCAHUST JJOKYMEHTOB TpHU
¢duznyeckom (B3auMHOM)
HPUCYTCTBUH ML,
COBEPIIAIOIINX CIEIIKY;

—~  paBHO3HAYHBI, B TOM YHUCIE
UMEIOT PAaBHYIO IOPUANYECKYIO U
JI0Ka3aTeIbCTBEHHYIO CHITY
AQHAJIOTUYHBIM 110 CO/ICPIKAHUIO U
CMBICITY JOKyMEHTaM Ha
OyMaxxHOM HOCHTEIIE,
COCTaBJIEHHBIM B COOTBETCTBUHU C
TpeOOBAHUSIMHU,

IPEIbABIAEMBIMU K JOKYMEHTaM
TaKOro poja, M IOJIMUCAHHBIM
COOCTBEHHOPYYHOH  MOATMHUCHIO
Knmenra, u SIBJISIFOTCS
OCHOBAaHUEM [UIsl IIPOBEIACHUS
bankom Omnepanuii 0T HMeEHHU

Knuenra, OCYLIECTBIICHUS
bankom COOTBETCTBYIOLIUX
JIEeHCTBHIL,

- HEC MOFYT 6I)ITI) OCHOpeHBI NI
OTPULATHCS Croponamu u
TpeTBI/IMI/I JmnaMmn  HUin 6BITB
MPU3HAHbl HEJICHCTBUTEIbHBIMU
TOJILKO Ha TOM OCHOBAaHHH, YTO
OHM mepenanbl B baHk C
ncronb3oBanueM CHCTEMBI H
KanainoB nocryna;

- MOFYT 6I)ITB HpeJICTaBJ'IeHI)I B

KauecTBe JIOKa3aTeJIbCTB,
PaBHOCHIIBHBIX MUCHBMEHHBIM
JI0OKa3aTelbcTBaM, B MOPSAKE,

PEeyCMOTPEHHOM

1.15. The Parties acknowledge that
Orders and/or free format messages,
transferred by the Client, every time properly
passing the procedures of Identification and
Authentication, confirmed by means of the
Session Keys under the Client’s disposal,
correspondingly:

— meet the requirements of
requirements of the transaction
conclusion requirements and
bring to legal implications,
originated by the transactions,
concluded by means of
ratification of documents in
physical (mutual) presence of

individuals  concluding the
transaction;

— are  equivalent, including
having equal legal and

evidential force, to identical
documents in hard copies in
terms of content and meaning,
created in line with
requirements to such type of
documents with holographic
signature of the Client, and are
considered as foundation for
transactions conduction by the
Bank on behalf of the Client,
for making corresponding
actions by the Bank;

— cannot be contested or denied
by the Parties and third entities
or be acknowledged void only
based on the fact that they have
been transferred to the Bank by
means of the System and
Access Channels;

— can be presented as testimonies,
equal to written evidences,
according to the procedure
stipulated by the legislation of
the Russian Federation.




3aKOHOJIATENbCTBOM Poccuiickon
®denepauuu.

1.16. CTOopoHBI NPHU3HAIOT, YTO

nepenanueie baHkoM  cooOmeHus

cBOoOOIHOTO (hopMmarTa:

-~  paBHO3HAYHBI, B TOM 4YHCIIC
UMCIOT PaBHYIO IOPUIMYECKYIO U
JIOKA3aTeIbCTBCHHYIO CUITy
AQHAJIOTUYHBIM TI0 COJICPIKAHUIO U
CMBICTTY JOKyMEHTaM Ha
OyMakHOM HOCHUTEIIE,
COCTaBIICHHBIM B COOTBETCTBHUHU C
TpeOOBaHUSIMHU,
MPEIbABISIEMBIMU K JOKYMEHTaM
TAKOTO0 pOJia, W IOANUCAHHBIM

COOCTBEHHOPYYHOU  IOJIHUCHIO
YIOJIHOMOYEHHOTO
MPEICTABUTEIA banka,

3aBEPEHHOM IevaTbio baHka;

- HE MOTYT OBbITb OCIIOPEHBI WU
orpunarscst ~ CropoHamu U
TPETBUMH JIMLAMH WU  OBbITH
IpU3HAHbl HENEHCTBUTEIbHBIMU
TOJIBKO Ha TOM OCHOBAaHWH, 4TO
OHM ImepenaHsl baHkoM ¢
ucnoap3oBaHueM CHCTEMBI U
Kananos gocrymna;

- MOTYT OBITh TpPEACTaBICHHl B
Ka4ecTBe JIOKa3aTeJIbCTB,
PaBHOCHIIBHBIX MCbMEHHBIM
JI0OKa3aTesIbcTBaM, B IOPSAKE,
IIPEAYCMOTPEHHOM
3aKOHO/ATENbCTBOM Poccuiickoin
®denepanuy, pu 9TOM
JIOITyCTUMOCTb TaKUX
JI0Ka3aTeNbCTB HE MOKET
OTPHULIATBCS  TOJBKO HA TOM
OCHOBaHUH, 4TO OHHU
IIPEICTABIICHBI B BUJIE
ONEKTPOHHBIX JOKYMEHTOB.

2. CUCTEMA BE3OIACHOCTH

2.1. HIEHTH®UKALTUA y/4

AYTEHTHOUKALIUA

2.1.1. Unentudukanus Knuenra
TTPOU3BOTUTCS:

- npu wucnoias3oBaHuu Kananos
JIOCTyma - Ha  OCHOBaHHMHU
Wnentudukaropa, yKazaHHOTO
Knunentom B Cucreme;

1.16. The Parties hereby acknowledge
that the free format messages,
transferred by the Bank:

- are  equivalent, including
having equal legal and
evidential force, to identical
documents in hard copies in
terms of content and meaning,
created in line with
requirements to such type of
documents with holographic
signature of the authorized
representative of the Bank and
verified by the stamp of the
Bank;

- cannot be contested or denied
by the Parties and third entities
or be acknowledged void only
based on the fact that they have
been transferred by the Bank by
means of the System and
Access Channels;

— can be presented as testimonies,
equal to written evidences,
according to the procedure,
foreseen by the legislation of
the Russian Federation, thereat
the admissibility of such
testimonies cannot be denied
only due to the fact that they
have been presented in the form
of Electronic documents.

2. SECURITY SYSTEM

2.1. IDENTIFICATION

AUTHENTICATION

AND

2.1.1. The Client’s Identification is
performed by means of:

—  Access Channels - based on the
Identifier, mentioned by the
Client in the System;




- npu ucnonb3oBaHuu  CiryKObl
KJIMEHTCKOU noaaepxku banka —
MyTeM YCTAHOBJICHHS (aMWINU,
MMEHHU, OTYECTBA (IIPU HATTUYNH)
KineHta n JaHHBIX JOKYMEHTA,
YIOCTOBEPSIOLIETO ero
JUYHOCTb;

- B Cly4ae JIMYHOTO BHU3UTA
Knuenra B opuc banka — myrem
IIPOBEPKU JIOKYMEHTA,
YA0CTOBEPSIOIIETO JINYHOCTD.

2.1.2. Ayrentuduxanus Kiauenra
IIPOU3BOIUTCS:

— nOpu wucnojb3oBaHuu Kanasios
Jocryna — ¢ nomoueo Ilapomns
Knunenra;

—  npu ucnoiab3oBaHuM  CiyxObl
KJIIMEHTCKOU noaaepkku banka —
¢ noMo1ubsro Konosoro ciosa.

2.1.3. bank mpenocraBisier KimeHty
noctyn B Cucremy [uis  COBEpLICHHS
onepauui, TIEPEYUCIIEHHBIX B m.1.7
HACTOSIIIMX YCIIOBUH, TONBKO IpPU YCIOBUH
TIPOX 0K ICHHS Wnentudukammm "
AyTeHTH(pUKALHH.

2.2. HCIIOJIb30BAHHE ITAPOJIA

2.2.1. Tlaponb ucnonezyercs bankom

s Ayrentudukaunun  Kimenta — mpu
ucnosb3oBannu Kananos gocrymna.
2.2.2. TIlpu mnomaue Kimentom

3anaenenus o npucoedunenHuu Kk Ycnoeusam
[Taposie renepupyercst bankom.

2.2.3. ITapoinb IIPEIOCTABIIAETCS
bankom Knuenty B mopsake u crnocodom,
UCKJIIOYAIOIIMM  JOCTYN TPETbUX JHUI[ K
uHpopmanuu o [lapose.

2.2.4. KnueHT BIIpaBe CaMOCTOSITEITbHO
U3MEHUTh JIEUCTBYIOIINNA [Tapons,
obparuBmuck B bank no Kananam nocryna.

2.2.5. B ciydae
yrpatel/Komnpomerauuu [lapons  Knuent
BIIpaBe 0OpaTUThCs TUYHO B opuc banka s
MTOJTyYEeHUS HOBOT'O [Taposns c
COOTBETCTBYIOIINM IIMCbMEHHBIM
3asIBJICHUEM.

—  referring to the Clients Support
Center of the Bank - by justifying
of  surname, name and
patronymic name (if available) of
the Client and data mentioned in
personal identification document;

— visit of the Client to the office of
the Bank in person - by checking
the  personal identification
document.

2.1.2. The Client’s Authentication is
performed by means of:
—  Access Channel -
Password of the Client;

by the

—  referring to the Clients Support
Center of the Bank - by using the
Memorable Word.

2.1.3. The Bank provides the Client
with access to the System for conduction of
transactions listed in point 1.7 of the present
terms and Conditions only upon passing
Identification and Authentication.

2.2. USAGE OF THE PASSWORD

2.2.1. The password is used by the
Bank for Authentication of the Client upon
using the Access Channels.

2.2.2. The Password is generated by the
Bank when the Client submits an Application
on affiliation to the Terms and conditions.

2.2.3. The Password is provided to the
Client by the Bank in accordance with a
procedure and method, excluding the access of
third parties to the Password information.

2.2.4. The Client reserves the right to
change the effective Password independently
by referring to the bank via the Access
Channels.

2.2.5. In case of loss / compromise of
the Password the Client reserves the right to
refer to the Bank office in person for getting a
new Password with a corresponding written
application.




2.2.6.B cnywae Kommpomeranun
[Taposra Knuent Bupase:
—  coobmmth banky o dakre

Kommnpomeraruu uepe3 Ciayx0y
KIIMEHTCKOM  IOAJEPKKU  C
y4ETOM TOJOXKEHUH MyHKTA
1.11.1 nacrosmux YciaoBuil niu
nyTeM IpenocTaBieHus B baHk
3asBneHUs O  OJIOKUPOBaHHUU
napoJisi sl He3aMeUINTEeNIbHOTO
osioxkupoanus [lapons bankowm;

— B ciaydae  Kommpomerannn
[Taponst BO Bpemsi, OTIIMYHOE OT
BpeMeHH  paboTbl  CiryObl
NONJEPKKH,  YKa3aHHOIO B
nyukre  1.11.1  Hacrosmmx
VcnoBuii;

—  HEe3aMEeUIMTEIbHO
CaMOCTOSITENILHO U3MEHUTH
JIEUCTBYIOLLNAN [Tapous,

obpatuBmuce B bank

Kananam nocrymna.

Io

2.2.7. Bce peiictBus ¢ Ilapomem
(u3MeHeHHe, OJIOKUPOBAHUE) IPOU3BOIATCS
pu YCIIOBUH o0s13aTenbHOM
Ayrentuduxanuu Knuenra.

2.2.8. KnmneHT 00s3yercsi 00ecreunTh
XpaHeHHe UHPOpPMAallUd O MOJYyYEHHOM
[Tapone cmocobom, genatomuMm Ilapons
HE/IOCTYIHBIM TPETbUM JIMLIAM, B TOM YHCIIE,
He coobmath Ilapons pabotHukam banka, a
TaKXKe He3aMeJUIMTENbHO yBeloMIIsATh baHk o
Komnpomeranun ITapous.

2.2.9. bank o00s3yeTcsi MPUHATH BCe
HeoOXo/MMBIC M 3aBUCAIINE OT baHka meps
OpraHU3aIMOHHOTO U TEXHUYECKOTO
XapakTepa i 00ecriedeHus] HEeBO3MOXKHOCTH
J0CTyIa MOCTOPOHHMX JIMI] K MH()OPMAIUH O
[Tapose, Haxopswmielcss B PaCHOPSIKEHUU
banka, B Tom uucie npu nepenaue [lapons
Kimmenty bankom.

2.2.10. bank Onokupyer Ilapons Ha
OCHOBaHUU TpeOoBaHUs Knuenra,
[IEPETaHHOTO UM IIPH JINYHOMU sIBKE B baHk mnn
yepe3 CnyxOy KIMEHTCKOM NOIIEpKKH, a
TaKXe 10 COOCTBEHHON MHHUIIMATUBE B ClIy4yae
Hanuuusl y baHka OCHOBaHWH CUWTAaTh, YTO
Bo3MoxxHa Komnpomeranus [apons Knuenra.
B mnocnennem ciydae baHk omoBemaer o

2.2.6.In case of Password

compromise, the Client reserves the right:

— inform the Bank on the fact of
Compromise via the Clients
Support Center considering the
provisions of point 1.11.1 of the
present Terms and Conditions or
via submitting to the Bank an
Application on Password
blocking for immediate blocking
of the Password by the Bank;

— in case of Password Compromise
beyond the working hours of the
Clients Support Center,
mentioned in point 1.11.1 of the
present Terms and Conditions;

— it is required to change the
password immediately
independently applying to the
Bank via the Access Channels.

2.2.7. All actions related to the
Password (change, blocking) are carried out
only upon mandatory authentication of the
Client.

2.2.8. The Client is obliged to keep the
received Password information in a way
making the Password unavailable to third
parties, including as not to inform the
Password to the employees of the Bank, as
well as to inform the Bank on Password
Compromise immediately.

2.2.9. The Bank is obliged to take all
required  organizational and technical
measures depending on and under the control
of the Bank for preventing the access of
unauthorized parties to the Password
information, under the disposal of the Bank,
including upon handing-over the Password to
the Client by the Bank.

2.2.10. The Bank blocks the Password
based on the Client’s request transferred
during in-person visit to the Bank or via the
Client Support Service, as well as on the
Bank’s own initiative in case of availability of
foundations to consider that the Client’s
Password Compromise is possible. In relation
to the latter, the Bank notifies the Client on the
case according to the procedure, foreseen in




cnyuuBmiemcss  Knumenta B mopsnke,
MPeAyCMOTPEHHBIM B nynkme 10.4 Y clioBuid.

2.2.11. HcnonwzoBanue Ilapois,
JIeUCTBUE KOTOPOro OBbUIO  MPEKpalleHo
bankom (mo TtpeboBanmio Kimenra, 1o
COOCTBEHHOW  HMHMIMAaTHUBE B  cilydae
Kommpomeranuun Ilapons wu  T.4.), He
nomnyckaercs. [ng npoaomkeHuss paboThl B
Cucteme Knuenr Bnpase oOpatutbes B bank
11 Ioay4eHust HoBoro [lapouss.

2.3. HCIIO/IB30BAHHE  KO/JOBOI'O
CJI0OBA

2.3.1. Konosoe CIIOBO
ycraHaBimBaeTcss KimeHToM W cooOraercs
banky myrem yka3aHus B 3asneieHuu o
npucoeouHeHuu K Ycuosusm.

2.3.2. KonoBoe cIOBO HCIONB3yeTCs
bankom mis Ayrentudukarnuu KinveHnra npu

obopamennn B CayxOy  KIHMEHTCKOM
TOJIICPKKH.
2.3.3. KumeHnT BmpaBe W3MEHHUTH

Konosoe cnoBo:

—  oOpaTuBmIMCH JHMYHO B oOQuc
banka ¢ CcOOTBETCTBYIOLIUM
MUCHEMEHHBIM 3asIBIICHUEM,
COCTaBIICHHBIM B MPOHU3BOJILHOM
dopme;

— myreM mepeaaud B baHk 1O
Kanamam cBs3u  cooOiieHus
cBOOOIHOTO (hopMmarTa.

2.34. 3amena Kogosoro croBa
MIPOU3BOJIUTCS TIPU YCIOBUU 00s3aTEIBHOM
Wnentudukanuu u AyTeHTHpHUKAINN
Kimenra.

2.3.5. KnmeHnrt o0s3yercst obecreunThb
xpanenue uHpopmauuu o KogoBom criose
cnocoboM, genaromuM  KomoBoe  cioBo
HCOOCTYITHBIM TPCTHUM JIMIaM.

2.3.6. bank o00s3yeTcsi MPUHATH Bce
HEOOXO/JMMBIE MEpPHl OPTaHU3AIMOHHOTO |
TEXHUYECKOT0 XapakTepa Uil oOecreyeHHs
HEBO3MOXXKHOCTH JOCTyNa TPETbUX JIHIl K
uHpopMaIuu 0 Koznosom CIIOBE,
HaXOJAILIEHCS B pacriopsikeHnn banka.

Point 10.4 of the present Terms and
Conditions.

2.2.11. Using a Password, which was
recognized void by the Bank, (upon the
Client’s request, on own initiative in case of
Password Comprise, etc.) is not allowed. In
order to continue dealing with the System, the
Client reserves the right to refer to the Bank for
getting a new Password.

2.3. USAGE OF THE MEMORABLE
WORD

2.3.1. The Memorable Word is
determined by the Client and transferred to the
Bank by means of mentioning in the
Application on affiliation to the Terms and
conditions.

2.3.2. The Memorable word is used by
the Bank for the Client’s Authentication upon
referring to the Clients Support Service.

2.3.3. The Client reserves the right to
change the Memorable Word by means of:

— visiting the Bank office in-
person  with  corresponding
written application, created in
free format;

— transferring to the Bank a free
format message via connection
channel.

2.3.4. The Memorable Word is
changed only wupon Identification and
Authentication of the Client.

2.3.5. The Client is obliged to keep the
Memorable Word information in a way
making the Memorable Word unavailable for
third parties.

2.3.6. The Bank is obliged to take all
required  organizational and technical
measures for preventing the access of
unauthorized parties to the Memorable Word
information under the disposal of the Bank.




2.4, HCIIOJIB3OBAHHE TABJIHIIbI
CEAHCOBBIX KIIOYEH H

CEAHCOBBIX K/TIOYEH

2.4.1. TloaTBepKacHHE
Pacniopsxenuit u/unm COOO0IIeHUH
CBOOOTHOTO dopmata MIPOU3BOIUTCS
Knuentom npu nomoru CeaHCOBBIX KIIHOYEH,
MIOPSITOK UCIIOJIb30BaHUS KOTOPBIX

perynupyercs Y CIOBUSMHU.

aBTOPCTBA

2.4.2. Tabnuua CeaHCOBBIX KIIOUYEH
BbI1aeTcs KitmeHTy Ha oCHOBaHUU 3aseienus

0 npucoedunenuu K Ycnosuam (nipu
3akmoueHun  JloroBopa), a Takxke Ha
OCHOBaHUU  3aA6l1eHUA HA  NOJYYeHUe
Tabauuywt CeaHCco8bIX Knroueil,

coctaBiieHHoro no ¢opme Ilpmnoxenus 2
VYcnoBusiM (Ipu MOBTOPHBIX OOpAILEHUSAX B
bank), B opucax banka crmoco6oM u B BHIE,
JIEJIAI0IMMHU HEBO3MOXHBIM JIOCTYIl TPEThUX
min 1 paboTtHUKoB banka k uHpopmanuu o
3HAYEHUSAX CEAHCOBBIX KIIIOUEH.

2.43. B pacnopsxennn Kimenra
MOXET HaXOJIUThCS OTHOBPEMEHHO HECKOJIBKO
TaOnu1 ceaHCOBBIX KIIIOUEH, U3 KOTOPBIX B
JAHHBI MOMEHT JIEWCTBYIOLLEU SBIISIETCS
TOJIBKO OJIHA.

244. B neiictByromeit TaGnuue
CEaHCOBBIX KII04YeH TOILKO oguH CeaHCOBBIN
KJIIOY SIBJIIETCA TEKYIIUM B JaHHBI MOMEHT
BPEMEHH.

2.4.5. Tabmuma ceaHCOBBIX KIIOYEH
CUMTAETCsl  JEUCTBYIOLIEM C  MOMEHTa
peructpaimu  |D  koMmekTa CceaHCOBBIX
kmrouek B CucTeMe 1 10 HCHOIb30BaHMS BCEX
CeaHCOBBIX  KIIIOueill  gaHHOW — TaOmuIel
CEaHCOBBIX KiIoueH, 1nbo nmogaun KimeHtom
B bank TpebGoBanus  (3asBieHHS) O
OsiokrpoBaHUM TaOIUITBI CEAHCOBBIX KITIOUEH
B TOpSIIKE, MPEAYCMOTPEHHOM Y CIIOBUSMH,
nn6o no peructpanuu B Cucreme |D HOBOTO
KOMILIEKTA CEaHCOBBIX KIIIOUCH.

CeaHCOBBI KJTFO4 CUUTAETCH
JIEUCTBUTEILHBIM B MOMEHT €ro
HCIIOJIL30BAHUS, €CIIn OJTHOBPEMEHHO

BBITIOJIHEHBI CIIEAYIOLIUE YCIOBHUS:
— Mexny bankom u  Kiuentom
3akitodeH Jlorosop;

24. USAGE OF THE TABLE OF
SESSION KEYS AND SESSION
KEYS

2.4.1. Confirmation of the authorship
of Orders and/or free format messages is
carried out by the Client by using Session Keys
and the usage of Session Keys is stipulated by
the present Terms and Conditions.

2.4.2. The Table of Session Keys is
transferred to the Client based on the
Application on affiliation to the Terms and
Conditions (when signing the Agreement), as
well as based on the Application on
acquisition of Table of Session Keys, created
according to the form of Appendix 2 to the
present Terms and Conditions (upon referring
to the Bank repeatedly), in the offices of the
Bank in a way and method preventing the
access of third parties and employees of the
Bank to information on the values of the
session keys.

2.4.3. The Client can have several
Tables of Session Keys under his/her
discretion at the same time, but for the moment
only one of them can be effective.

2.4.4. In the effective Table of Session
Keys only one Session Key is considered to be
current for the moment.

2.4.5. The Table of Session Keys is
considered effective as of the moment of
registration of the 1D of Session Keys Set in
the System and till the all Session Keys of the
given Table of Session Keys, or till the request
(application) of the Client to block the Table of
Session Keys according to the procedure
stipulated by the present Terms and
Conditions, either till registration of an ID of
new Session Keys Set in the System.

The Session key is considered effective
in the moment of its usage, if the following
requirements are met simultaneously:

— an Agreement is concluded
between the Bank and the Client;




- Tabmuia ceaHCOBBIX KIIFOYEH HE
Obu1a 3a00KkupoBaHa Kimuentom
nnu bankom.

2.4.6. bank ucnonuser Pacnopsokenue

u/umn  coobmeHue cBobomHoro (Qopmara

Knunenra TOJIBKO npu yCIIOBUHI
MIOJIOKUTEIIBHOTO  pe3yjbTaTa  MPOBEPKU
bankom UCIIOJIb30BAHHOTO Knuenrom

CeaHCOBOI0 KJIIOYa.

2.4.7. KoueHT MOXeT OJIOKHUPOBATH
nerictBue TaOnMIbI CEaHCOBBIX  KIIHOYEH,
nepenaB B baHk cooTBeTcTBYIOIIEE 3asIBICHHE
npu JinuHOU siBke B bank mmm uepes CiyxOy

KIHEHTCKOMN MTO/IICPIKKH, c y4eTOM
nonoxxkennd mynkra 1.11.1 HacTosmmx
Ycnosui.

248. B cmysae Kommpomeranuu
Tabmuiel  ceaHCOBBIX — Kmroueli, KimeHnrt
BIIPaBeE:

- coobmuts banky o daxre
KomMmmpomeranuu B TOpSJIKE,
MPEAYCMOTPEHHOM  HYHKMOM
2.4.7 VYcnosui, IUIA
HE3aMeJIUTEIILHOIO
OJIOKMPOBAHUS Taomuiet
CEaHCOBBIX KIIfouei bankowm;

- CaMOCTOSTEILHO HU3MCHHTh
JEHUCTBYIOLIUN ITapous,
obpatuBmuch B  bank 1o
Kananam nocrymna;

— obpatutbcss B baHk s
nosydeHus: HoBorl  TaOmurret
CEaHCOBBIX KJIIOYCH.

HecoOmronenue BBIIIIEYKA3aHHbIX

pexkoMeHaanuii mo 0e30MacHOCTH SIBISIETCS
TaKXEC HapymeHHeM nopmea HUCIIOJIB30BAaHUA
CucreMsl.

2.49. ®akt mnepemaun Kimentom
TpeOoBaHUS O OJOKHpOBaHUM  TaOIUIIBI
CEaHCOBBIX KJIIOYEen HE OTMEHSET
oOsi3arenscTBa KimeHTa, BBITEKAIONINE W3
Pacniopsixenuit W/ COOOIIEeHUH
cBobomHOrO  (popmara, TMOATBEPKIACHHBIX
CeaHCOBBIM KJTIOYOM U3 3a0JIOKHMPOBAHHOMN
TabnuIel CeaHCOBBIX KITIOYEH, MOYYEHHBIX
bankom u 3apeructpupoBaHHbIX B CHcTeMe 10

MOCTYIUIGHUsT B baHK  BBIIIEYKa3aHHOTO
TpeOOBaHUSI.
2.4.10. Kmment o0s3yercs  He

pacKpbIBaTh TPETHUM JIMIIaM HUH()OPMAIIHIO O

—  The Table of Session Keys was
not blocked by the Client or by
the Bank.

2.4.6. The Bank implements the Order
and/or free format message of the Client only
upon positive result of checking by the Bank
the Session Key used by the Client.

2.4.7. The Client ca block the Table of
Session Keys, transferring to the Bank
corresponding application upon in-person visit
to the Bank or via the Clients Support Center,
considering the provisions of point 1.11.1 of
the present Terms and Conditions.

2.4.8. In case of compromise of Session
Keys Table, the Client reserves the right to:

- inform the Bank on the fact of
Compromise according to the procedure
foreseen by point 2.4.7 of the present Terms
and Conditions or for immediate blocking of
the Table of Session Keys by the Bank;

- independently change the effective
Password by referring to the bank via the
Access Channels;

- refer to the Bank for getting a new
Table of Session Keys.

Failure of the above mentioned a
security recommendation is also considered as
violation of System usage procedure.

2.4.9. The fact of transferring to the
Bank a request on blocking the Table of
Session Keys, do not revoke the obligations of
the Client, arisen from Orders and/or free
format messages, verified by Session Key
from the blocked Table of Session Keys,
received by the Bank and registered in the
System prior to the arrival of such request to
the Bank.

2.4.10. The Client is obliged not to
disclose to third parties information on the




Tabmuie ceaHCOBBIX KIIOYEH, HAXOMAIIEHCS B
cro pacnomeeHI/m, XpaHI/ITB 1 UCIIOJIB30BAaTh
Tabnuiy ceaHCOBBIX KIIIOUCH crocobamu,
00ecneunBaOIUMH  HEBO3MOXKHOCTh €€
HECaHKITMOHUPOBAHHOTO HCIIOJIL30BaHHA.
Hecobmonenne JTAHHBIX TpeGoBaHUI
0€30IaCHOCTH SIBJISIETCS TaK)XKE HApYIICHHUEM
HOpSI[[Ka HUCIIOJIB30BAHUA CI/ICTCMBI.

2.4.11. 3a npenocranenne KioueHty
TaOnuipl ceaHCOBBIX Kitoded baHk Bmpase
B3uMatb ¢  KimeHta  KOMHCCHOHHOE
BO3HArpaKJACHUE B pa3Mepe, yCTAaHOBJICHHOM
Tapudamu banka.

2.4.12. bank HE HECET
OTBETCTBEHHOCTh 32 yIiepOd, BO3HUKIIUN
BCJICICTBHC HECAHKI[MOHUPOBAHHOTO
HCITOJIb30BAHUS TPETbUMU JINIIAMHA
JIeHCTBUTEIILHOM Tabnuiet CCaHCOBBIX

kiroueit Kimenra.

2.4.13. Ecnu uHOE HE YCTaHOBJIEHO
Yenosusimu  w/mim - cornamenneM  CTOpPOH,
nepenaya  bankom  Knmenty — Tabmuisl
CEaHCOBBIX KIIFOYEW OCYHIECTBIISETCS ITYyTEM
BpYy4YEHUS Knuenty 1100 ero
YIOJIJHOMOYEHHOMY MIPEACTaBUTENIO,
JNEUCTBYIOLIEMY Ha OCHOBaHUU
JIOBEPEHHOCTH, YAOCTOBEpEeHHOW baHkoM,
HOTapHaJIbHO WM CIOCOOOM, MPHUPABHEHHBIM
K HOTapHaJlbHOMY, I@pU JIMYHOM BH3HTE
Knunenra (ynoaHOMOUYEHHOTO IpeACTaBUTENs)
B o¢uc banka.

B coorBercTBUM ¢ TpeOoBaHUAMHU
3akoHonarenscTBa Poccuniickoit denepanuun
bank OCYILIECTBIISAET UACHTUDHUKAIHIO
YIOJIJHOMOYEHHOro mnpeacraBurens KimeHnra
Ha OCHOBaHMUH JOKYMEHTA, YAOCTOBEPSIOIIErO
JUYHOCTH NMPEACTaBUTEIIS.

2.5. MEPbBI BE30OIIACHOCTH,

IIPUMEHAEMBIE K/TUEHTOM

2.5.1. Knuenr o0s3yercsi coOmroaaTh
PEKOMEHTaluu o nH(}pOpMaAITMOHHON
OesomacHocTn mpu padore ¢ Cucremoii,
yka3zaHHble B [Ipunoxenun 3 k YcioBusM, a
TaK)Ke MEepUOJANYECKH paccbuiaemble bankom
nmo CucreMve u  nyOnMKyeMmble  Ha
KoprniopatuBHoM HHtepHer-calite baHka B
COOTBETCTBUHU C pazdenom 10 Ycnosuil.

Table of Session Keys under his/her disposal,
to keep and use the Table of Session Keys in a
way preventing its unauthorized use. Failure of
mentioned security requirements is also
considered as violation of System usage
procedure.

2.4.11. The Bank reserves the right to
charge a commission, stipulated by the rates of
the Bank, to the Client for providing the Client
with the Table of Session Keys.

2.4.12. The Bank does not bear
responsibility for losses caused in the result of
unauthorized usage of the effective Table of
Session Keys by third parties.

2.4.13. Unless otherwise stipulated in
the text of Terms and Conditions and/or agreed
by the Parties, the Table of Session Keys is
handed over by the Bank to the Client either
handing over to the Client, or his/her
authorized representative, acting based on a
letter of attorney, verified by the Bank, Notary
or in other ways equal to notary, upon in-
person visit of the Client (authorized
representative) to the bank office.

According to the requirements of the
legislation of the Russian Federation the Bank
carries out identification of the authorized
representative of the Client based on the
personal identification document of the
representative.

2.5. SECURITY MEASURES APPLIED
BY THE CLIENT

2.5.1. When working in the System the
Client is obliged to follow the information
safety = recommendations mentioned in
Appendix 3 to the present Terms and
Conditions, as well periodically sent by the
Bank via the System and published in the
corporate web-site of the Bank according to
the Section 10 of the present Terms and
Conditions.




3. UCI10JIb3BOBAHUE CUCTEMbI

3.1. JOCTYII K CHCTEME

3.1.1. Hoctyn K Cucreme
npenocrabisiercs KimeHTam, 3aKIIOYUBIIAM
JIoroBop  JAMCTaHIIMOHHOTO  OaHKOBCKOTO
oOCTyXKMBaHUS, IyTeM MPUCOCTUHEHUS K
YCIoBHSIM M 3apeTUCTPUPOBAHHBIM baHkoM B
Cucreme.

3.1.2. Jlocryn Kmmenta k Cucreme
OCYIIECTBIISIETCS  TOJNBKO TPU  YCIOBUH
00s13aTeIbHON Wnentudukanum u
Ayrentuduxanuu Knuenra.

3.1.3. Odwunuansuerii agpec CUCTEMBI

B cetu unTepHer: https://dbo.efbank.ru.
3.2. IIPHOCTAHOBKA u
OI'PAHUYEHHE
OBCI1Y KUBAHUA
3.2.1. bank BIIPaBe 0e3

MpeIBapuTeNIbHOTO yBeaomieHus: Kinuenra, B
TOM 4YHCJIE, HO HE OIpaHUYMBAasCh, B Cllydyae
HapyILICHUS Knuentom Jorosopa,
Komnpomeranuu BpEeMEHHO NPHOCTAHOBUTH
M orpannuuth goctyn Kinnenta k Cucreme.
B stom cnydae bank B cpok He mo3nHEe

CJIE1YIOLIETrO pabouero JIHS ociie
MIPUOCTAHOBKW/OTPaHUUCHUS JIOCTYyTIa
YBEAOMJISAET 0 bakre
MIPUOCTAHOBJICHHSI/OTpAaHUYCHUS JIOCTYyTIa
Kmnnenra B Cucreme B MOPAIKE,

MpeAyCMOTPEHHOM nyHKkmom 10.4 Y ciioBuid.

3.2.2. bank BIIpaBe BBOJUTD
OrpaHWYEHUs Ha HCHoJb30BaHue KimeHtom
Kananos gocryna, B TOM 4HCl€ OTpaHUYUTH
nepedeHb BUAoB Onepanuit u Pacnopsxennid,
MPOBEACHUE U Mepeaaya KOTOPbIX BO3MOKHA
Knuentom 1o onpeaenenHomy  Kanamy
nocryma. Muadopmarnus 00 orpaHUYeHUSIX
MyOJUKyeTCs bankom B MOPSIZIKE,
PEeSyCMOTPEHHOM pa3zdenom 10 Ycnosuii.

3.2.3. KnueHt BIipaBe MpHOCTaHOBHUTH
nosnb3oBanre CucrteMon myrem nojaadu B bank
YBEIOMJICHHs, B BHJAE JIOKyMEHTa Ha
OyMaXHOM HOCHTEJIE. ITonp30Banme
Cuctemoil cumMTaeTcss MPUOCTAHOBICHHBIM C

3. UTILIZATION OF THE SYSTEM

3.1. ACCESS TO THE SYSTEM

3.1.1. The access to the System is
provided to the Clients who has signed
Agreements on remote banking services by
means of affiliation to the Terms and
Conditions and registered in the System by the
Bank.

3.1.2. The access to the System is
granted to the Client only after Identification
and Authentication

3.1.3. The official address of the

System  in  the Internet  network:

https://dbo.efbank.ru.

3.2. SERVICE SUSPENSION AND
RESTRICTION

3.2.1. The Bank reserves the right to
suspend or restrict the Client’s access to the
System without preliminary notification,
including, but not limited to, in case of
violation of the Agreement by the Client. In
this case the Bank, not later than the next
working day after suspension / limitation of
access, should notify on the fact of suspension/
limitation of the Client’s access to the system
according to the procedure mentioned in point
10.4 of the present Terms and Conditions.

3.2.2. The Bank reserves the right to
impose limitations on the usage of Access
Channels by the Client, including the number
of types of transactors and Orders, which can
be conducted and transferred by the Client
using a specific Access Channels. Information
on restrictions is published by the Bank
according to the procedure stipulated by
Section 10 of the present Terms and
Conditions.

3.2.3. The Client is entitled to suspend
the usage of the System by submitting to the
Bank a notification in hard copy. The usage of
the System is considered to be suspended as of
the moment of acceptance of the above
mentioned notification by the Bank.



https://dbo.efbank.ru/
https://dbo.efbank.ru/

MOMEHTa IpHeMa baHKOM BBIIIEYKAa3aHHOTO
YBEIOMJICHHUS.

3.2.4. B
MIPUOCTAHOBIICHHSI/OT pAaHHUYCHHS
oOciykuBaHus 1o nHuuatuBe Kinuenra bank
HE BO3BpallaeT MnojaydeHHoe oOT KimeHra
KOMHUCCHOHHOE BO3HArpakIl€HUE 3a YCIYTH,
IIPEAOCTABIEHUE KOTOPBIX IIPUOCTAHOBIICHO.

3.2.5. s
o0CITyKUBaHUS,
MIPUOCTAaHOBIIEHHOT0/OrPaHUYEHHOTO 1o
naunnvatuse Kinmenra w/minm banka, Kiuent
mepenaeT B baHK ~ COOTBETCTBYyMOIIEE
TpeOoBaHME Ha  OyMa)XHOM  HOCHUTEJE.
OO6cnyxuBanue Bo300HOBIsAETCS baHkoM He
MO3/JHEE CIIEYIOIIEero pabodero JHS OT ATkl
MOJIy4YEHHUsI COOTBETCTBYIOUIETO TpPeOOBAHUS
Knuenra B ciryqae
MIPUOCTAHOBIICHUS/OTpaHIYCHHSI
oOcinyxuBaHUS 1O WHUNMATHBEe KiuneHra.
OO6cnyxuBanre BO300HOBIsIETCS baHkoMm He
MO3/Hee CIIeNyIomero pabo4ero JHS OT ATk
YCTpaHEHUs TPHYUH, 10 KOTOPHIM TaKOE
o0cCTyKUBaHUE OBLIIO0
MIPUOCTAaHOBJIEHO/OTrpaHNYeHO baHkoM.

3.2.6. daxt IIPUOCTAHOBIICHUS
/orpanndenust oocimyxuBanusi B Cucreme He
OTMEHSIET 00s13aTeNbCTBA Knuenra,
BBITEKAIOIME ©3 PacnopsokeHuit  w/mim
cooOuIeHni CBOOOTHOTO dopmara,
NMOATBEPKAEHHBIX ~ CeaHCOBBIM  KIIIOUOM,
MOJTy4eHHbIX BaHKOM U 3aperucTpupoBaHHbBIX
B Cucreme 10 NPUOCTAHOBJIEHUS AEUCTBUSA
Cucremsl.

4. NMNEPEQAYA U UCIOJIHEHNE
PACTIOPSIXXEHUN

ciydae

BO300HOBJICHUS

4.1. ©OPMHPOBAHHE H IEPE/JJAYA
PACITIOPSKEHHH 5 0
IIPOBEJIEHHH OIIEPALIHH

4.1.1. dopmupoBaHHE U Ieperaya
Pacnopsokenuii Ha mposenenune Onepanuit
npousBoautcs Knmentamu mno Kanamam
J0CTyHa.

4.1.2. Knuent npenocrasnser banky
MpaBo i npoBeaeHusa Onepanuii COCTaBIsATh
OT UMEHU U Ha OCHOBAaHUH COOTBETCTBYIOIIUX
Pacnopsokenunii  Knuvenrta, HampaBiI€HHBIX B
bank no Kananmam nocrtyma, pacnopsikeHus,

3.2.4. In case of service
suspension/restriction by the initiative of the
Client the Bank does not refund the fee
received from the Client for the suspended
Services.

3.2.5. For the renewal of services
suspended / restricted by the initiative of the
Client and/or the Bank, the Client submits to
the Bank corresponding request in hard copy.
The Bank renews the services not later than the
next working day as of the date of such request
received from the Client in case of suspension
/ restriction by the initiative of the Client. The
Bank renews the services not later than the
next working day as of the date of elimination
of reasons based on which such
suspension/restriction was imposed by the
Bank.

3.2.6. The fact of suspension /
restriction of services in the System does not
cancel the obligations of the Client arisen from
the Orders and / or free format messages
verified by Session Key, received by the Bank
and registered in the System before suspension
of the System operation.

4. TRANSFERRING AND EXECUTION
OF ORDERS

41. CREATION AND TRANSFER OF
ORDERS ON TRANSACTIONS
CONDUCTION

4.1.1. Creation and transfer of orders
on transactions conduction is carried out by the
Client via the Access Channels.

4.1.2. For the conduction of
Transactions the Client provides the Bank with
a right to generate on behalf and based on the
corresponding Orders of the Client, transferred
to the Bank via the Access Channels, and




He00XO0oINMBIE VTS

cooTBeTCcTBYOIUX Onepanuii.
CTOpOHBI NMPU3HAIOT, YTO MEepeaaHHOe

B baHK U MOATBEPKICHHOE C UCIIOJIb30BAHHEM

MIPOBEICHHS

CeaHCcoOBOIO KJIF0Ya Pacnopsixenue,
cojziepakaiiee BCE MMOCTOSHHBIE u
WHIMBHIyQJIbHBIC rapameTphl,

npenycMorpeHHble CHcTEeMOM, a Takke Bce
IIEPEMEHHBIE MapaMeTphbl, MPEAOCTABICHHbIE
KimenToM, I0CTaTOYHBI JJI COCTABJICHHUS

bankom pacnopspkeHuidi Ha  TIPOBEICHUE
COOTBETCTBYIOIIMX Onepauui,
UCIOJIb30BaHUE KOTOPBIX MPEIyCMOTPEHO

HOpMaTUBHbIMU akTamu banka Poccuum mipu
pPEryJaupoOBaHUM OCYLIECTBICHHUS PACUETOB
(bu3HUYECKUX JTUI] B OC3HATUIHOM TIOPSIIKE.

4.1.3. PacriopsokeHue OJDKHO OBITh
MOATBEPKAEHO ¢ mnomoipto CeaHCOBOro

xnoda. Ilpm orcyrcTBMM IOATBEPKIACHUS
Pacnopsiokenue  He  peructpupyerca U
cunTtaercsa, dro KimeHT oTka3aicsa oT

nepenaun PacmopsbkeHus, gaxke eciu UM
OBLTH TTPOU3BEICHBI BCE OCTAIbHBIC ICHCTBUS,
HEOOXOUMBIC VIS €T0 TIepPeIayn.

4.1.4. baux BIpPaBE BBOJIUTE
IOCTOSIHHBIE UJIM BPEMEHHBIE OTPAHUYEHUS HA
Perucrpanuro PacnopskeHnii U BBIOJIHEHUE
Pacnopsixenuit Kinenra, B yacTHOCTH:

- OrpaHuuuBaTh BpeMs MpuemMa u

UCIoJHEeHNs PacniopskeHui;

—  3ampemarb nepenavy
Pacnopspkenuit  ornpeneneHHBIX
BUJIOB.

Nudopmanms 00 YKa3aHHBIX
OTPAaHUYEHUSX JTOBOJUTCS IO CBEIEHUS
KnuentoB mnyrem ee OmnyOJMKOBaHHS B
MOpSAZIKE, YCTaHOBIEHHOM pazodenom 10

VYcnoBui.

4.2.0TMEHA PACIIOPSKEHHH O
IIPOBEJIEHHUH OIIEPALIHH

4.2.1. KnueHT MOXeT nepenaTth B bank
Pacnopsaicenue na omsvle 00KymeHma B
MMCEMEHHOM BHJIE IO (hOpMe, YCTAaHOBIEHHOM
banakowm, WA COOTBETCTBYIOIIEE
Pacniopsoxkenne  mo  Kamamy — goctyma,
noaTBepkieHHoe CEeaHCOBBIM KITIOUOM, TIpH
3TOM pemieHue 00 OTMEHE WCIOTHCHUS
Pacnopsokenust o mnpoBenenuu  Onepanuu
1160 00 OTKIIOHCHUH PACTIOPSHKEHUS HA OT3BIB

commands required for conduction of
corresponding Transactions.

The Parties acknowledge that the
Order, transferred to the Bank and verified by
Session Key, containing all permanent and
individual parameters, foreseen by the System,
as well as all variable parameters, provided by
the Client, are sufficient for the Bank for
creating orders on corresponding Transactions
conduction, the application of which is
foreseen by the regulatory standard acts of the
Bank of Russia upon managing payment
settlements of physical entities in non-cash
form.

4.1.3. The Order should be confirmed
by the Session Key. Upon lack of
confirmation, the Order is not registered and it
is considered that the Client refused from
transferring the Order, even if all other actions
for its transfer have been carried out.

4.1.4. The Bank reserves the right to
impose permanent or temporarily limitations
on registration and execution of the Orders of
the Client, particularity:

—  To limit the time of acceptance
and registration of Orders;

To prohibit transfer of specific
types of Orders.

Information on mentioned restrictions
is provided to the Clients via publishing
according to the procedure, stipulated in
Section 10 of the present Terms and
Conditions.

4.2. WITHDRAWAL OF ORDERS ON
TRANSACTIONS CONDUCTION

4.2.1. The Client may transfer to the
Bank an Order on document withdrawal in a
written form, established by the Bank, or
corresponding Order via the Access Channel,
verified by Session Key, thereat the decision
on withdrawal of Order on Transaction
conduction or cancellation of Order on
document revocation is made by the Bank on
its disposal considering the requirement of the




noKyMeHTa baHK mIpHHMMaeT Mo CBOEMY
YCMOTPEHHIO  C  y4eTOM  TpeOOoBaHHSA
3akoHO/aTenbcTBAa P® 0 0e30T3hIBHOCTH
HEPEBOA ICHEKHBIX CPE/ICTB.

4.2.2. B ciydae OTMEHBI
Pacnopsixkenus bank BIpaBe He BO3BpallaTh
KOMHUCCHOHHOE BO3HArpaxacHue,

noyiyueHHoe oT KimeHra, ecim OTMEHEHHOE
Pacriopsbkenne OBLIO 3aperMCTPUPOBAHO B
Cucreme.

4.2.3. B cnyuae, ecnu otMeHa baHnkom
Pacnopsokenus no wuHuuuaruBe Kimenra
MOBJIEKJIa 3aTpaThl cO CTOpoHBI banka, bank
BIIpaBe B3BICKaTh YKa3aHHBIE 3aTpaTbl C
KnuenTta, B ToM uncne, 0e3 pacnopspKeHUS
Knuenra cnucate cymmy 3atpar co CueroB
Kinenra.

4.3. XPAHEHHE PACHOP}I}I(EHUPII)’I o
IIPOBE/IEHUH OIIEPALIUHU

43.1. bank o00s3aH  XPaHHTH
nonydyeHHele oT Kimenrta Pacnopsbxenus B
TEYCHHE IIPEYyCMOTPEHHBIX
3aKkoHonarenscTBOM Poccuiickoit denepanuun
CPOKOB  JUIsl ~ XpaHEHUS  aHAJIOIMYHBIX
JIOKYMEHTOB, COCTaBJIEHHBIX Ha OyMa)XXHOM
Hocutene. Crnoco®0 u ¢opmar XpaHeHHs
onpenensaorcs baHKOM CaMOCTOSITENBHO.

4.3.2. Bce omepaiuu, Mpou3BOANMBIE
Croponamu B Cucreme, GQUKCUPYIOTCS B
IIPOTOKOJIAX paboTHI IIPOrpaMMBl,
XxpaHaumxcs B Oaze gaHHbIX CucreMbl Ha
cropoHe banka. B cirydae pa3Horiacus Mexny
bankom wn KimenToM B OTHOLIEHUH
IepeJaHHbIX Pacnopsixenuit u/nim
coobuieHuit cobonHoro opmara CTOpOHBI
IPU3HAIOT B  KAauecTBE  JOKa3aTeJIbCTB
yKa3aHHbIE 3allUCH, a TaKXKe 3alucu B
poToKoJe paboTel CUCTEMBI, XpaHsIIecs Ha
cepBepe banka.

Cucrema Bezmer ydeTr JEHUCTBHIA,
MIPOU3BOAUMBIX CropoHamu B HEH.
CdopmupoBaHHbIe bankom
COOTBETCTBYIOIIIHE OTYETHI o

MIPOU3BEICHHBIM OIepanusM (IeHCTBUSAM) B
Cucreme Ha OyMakKHBIX HOCUTENSIX 10 hopMe
banka, mnoamucaHHble  YMOJIHOMOYEHHBIM
nuioM banka u ckpensieHHbIe nevaTsio banka,
SIBIISIIOTCSL TOCTATOYHLIMH J0Ka3aTeIhCTBAMH

legislation of the Russian Federation on funds
transfer irrevocability.

4.2.2. In case of Order withdrawal the
Bank reserves the right not to refund the fee
received from the Client if the withdrawn
Order was registered in the System.

4.2.3. If the withdrawal of Order by the
Bank by the initiative of the Client caused
expenses to the Bank, the Bank is entitled to
collect the mentioned expenses from the
Client, as well as to write-off the sum of
expenses from the accounts of the Client
without obtaining such instructions from the
Client.

43. FILING AND STORAGE OF
ORDERS ON TRANSACTIONS
CONDUCTION
4.3.1. The Bank is obliged to file and

store all the Orders received from the Client
within the periods of time stipulated by the
legislation of the Russian Federation for
storage of analogical documents, formed in
hard copies. The method and format of storage
are determined by the Bank independently.

4.3.2. All the operations carried out by
the Parties in the System are fixed in the
protocols of the System operations, which are
kept in the System database by the Bank. In
case of disagreement between the Bank and the
Client related to the transferred Orders and/or
free format messages, the Parties acknowledge
the mentioned notes, as well as the notes fixed
in the System operations protocol kept on the
server of the Bank, as evidences.

The System tracks the actions carried
out by the Parties therein. The corresponding
reports on conducted operations (actions) in
the System, generated by the Bank in hard
copies, signed by the authorized representative
of the Bank and sealed by the stamp of the
Bank, are considered to be sufficient evidences
of facts of operations and actions made by the
Parties (including automatically by the




(akToB coBepuienus: CTOpoOHaAMU Oomeparuii u
nevicteuidi (B ToM  umcie — Cucremoi
aBTOMATHUYECKH), MPEeyCMOTPEHHBIX
HACTOSAIIUMHU Y CIIOBUSIMH, M MOTYT OBITh
WCIOJIb30BAaHbl TMPU pa3pelieHUuu JHOObIX
CIIOPOB, a TAKXKE MPEJIOCTABIICHBI B CY/I.

4.4. HHO®OPMALIUA
PACHOPAKEHUAX
OIIEPAITUAX

o
V74

4.4.1. bank 00s3yeTcst MPeIOCTaBUTh
Kiuenty BO3MOKHOCTb MIOJIy4EHUS
aKTyaJbHOM M JOCTOBEPHOH HH(OpPMALUHU O
nepenanHelx  Kinmentom  PacnopsbkeHusx,
onepanusax no ero Cueram, COCTOSHUU €ro
CyeroB M MHYI0 MH(POPMALUIO B HOPSJIKE,
MPEyCMOTPEHHOM Y CIIOBHSIMH.

4.4.2. B COOTBETCTBUU c
TpeOOBaHUSIMHU 3aKOHOJIaTEIbCTBA
Poccwuiickoii Ddenepanun 00
MH()OPMHUPOBAHUM KIMEHTAa O COBEPIICHUU
KOKJIOM  oOmepaluy C  MCIOJb30BaHUEM
3JIEKTPOHHOTO CpeAcTBa Iularexka bank ¢
nomouipio Cucremsl yBenomuiser Knuenra o
COBEpLICHUH KaKI01 Onepanun C
ucnosib3oBaHueM CeaHCoBOro KIItoya.

ITo mepe cosepmenus Omnepauuii ¢
ucnosib3oBanreM CeaHcoBOTro Kitoua, bank He
Mo3/IHee  clenyrlero  pabodero  JHS
¢dbopMupyeT B aBTOMAaTHYECKOM pEXKUME
BbIMCKU B Cucreme, k kortopoil y Knuenra
HMEETCs ITOCTOSTHHBIN (e’xeTHeBHBIH,
KpyrilocyTouHbli) goctyn mno Kanamam
JOCTYIIA. B YKa3aHHBIX BBIIIMCKaX
cogepxxutcss uHpopMmamus o0 Omnepauusx,
COBEPILIECHHBIX c HCIIOJIb30BAaHUEM
CeaHcoBoro kitoua, o cocrosiHuu Cyera.

Taxxxe baHk He3aMeIIUTEIbHO IO
Mepe o6Opabotku Pacnopspkenuit Kimenra
dbopMupyeT B aBTOMAaTHYECKOM pexXUME U
nepeznaer B Cucremy HH(OpPMAIHMIO O CTaTyce
Pacnopsixenuid.

dopmupoBaHue bankom
BBIIEYKa3aHHOW BbIIUCKH B Cucreme, a
Takke mnpucBoeHue bankom B Cucreme
COOTBETCTBYIOIIIETO cTaryca PacnopsokeHus,
ABJIAETCA  HAJIekKAllUM  YBEAOMJICHHEM
Kimenra, B TOM 4ncie o pe3ysbTarax npuemMa
K UCIIOJTHEHUIO, OT3bIBA, OTKA3a B UCIIOJTHEHUH
Pacnopsixenus B COOTBETCTBUU c
HOpMaTUBHbIMU akTamu banka Poccuu, u He

System), foreseen by the present Terms and
Conditions, and can be applied for settlement
of and disputes, as well as submitted to the
court.

4.4. INFORMATION ON ORDERS AND

TRANSACTIONS

4.4.1. The Bank is obliged to provide
the Client with possibility of receiving relevant
and accurate information on  Orders,
transferred by the Client, operations on own
accounts, balance and other information in line
with the procedure established by the present
Terms and Conditions.

44.2. In accordance with the
requirements of the legislation of the Russian
Federation on informing the client on each
transaction conducted by means of the
electronic payment instrument of the Bank via
the System, the Bank notifies the Client on
conduction of each Transaction by means of
Session Key.

Upon conduction of Transaction by
means of Session Key, the Bank, not later than
the next working day, automatically generates
transactions statement in the System, to which
the Client has permanent access (daily, round-
the-clock) via the Access Channels. The above
mentioned statements contain information on
Transactions conducted by using Session Key,
as well as on the balance of the Account.

Also, the Bank, upon processing the
Orders of the Client, automatically generates
and transfers to the System information on the
status of the Orders.

The creation of the mentioned
statement in the System as well as assigning
corresponding status of the Order by the Bank
is considered to be proper notification given to
the Client, including related to the results on
accepting for execution, revocation, refusal
from execution of the Order according to the
regulatory acts of the Bank of Russia, and do




TpeOyeT  JOTMOJHUTEIBLHOTO  HAaNpaBJICHUS
bankom Knnenty kakux-nu0o yBeJOMIICHUIA.
Huem nonyuenus Knuenrom ot banka
YBEIOMIJIEHHSI O COBeplleHHOM Onepanuu,
aBigercs JeHb ¢opmupoBaHus bankom
BbIIIIEYKa3aHHON BbINMCKM B Cucreme - 1o
Mepe coBepuieHus: Onepanuii, HO He Mo3JHee
pabouero JHS  CIEAYIOIIETO 32  JIHEM
COBEPILEHHUs COOTBETCTBYIOLEH Onepanuu.

4.4.3. KmueHT o00s3yeTcss He peke
OJHOI0 pa3a B IeHb OCYIIECTBIATh JOCTYI K
Cucreme mno Kanamam poctyma  ans
MIOJIy4EHUs UHpOpMaLUU 0
3aperucTpUpOBaHHBIX PacnopsikeHusx, U o
cocrosuun Cuera B LeIAX IPOBEPKU
npoBeeHHbIX bankom Omnepanuii, a Taxxe
JUIA TIOJY4YEHMS BBIIMCKH O COBEPIICHHBIX
Onepanusax c ucnonb3zoBaHueM CeaHCOBOTo
KJIFO4a.

4.4.4. Henocrymnenue B teueHue 10
(mecsaTH) KaJleHAAPHBIX JHEHM C  JaThl
Peructpanuu PacnopspkeHus TMHUCBMEHHOM
nperen3un  KiueHrta, CcOCTaBI€HHOM B
cBoOoaHON ¢opme, HampaBisiemMol B baHk ¢
nomorbio Cucremsl o Kananam gocryna/na
OyMa)XHOM HOCHTENE, O HEeCOIJIaCuh ¢
Onepanyeii, NpPOBEAEHHON Ha OCHOBAaHUU
JTAHHOTO Pacnopsixenus, CUUTAETCs
MIPU3HAHUEM Knuentom TaKoro
Pacnopsixenus u MOATBEPKICHUEM
npoBeaeHHOM Oneparuu.

4.45. Tlocne nonydyenuss bankom ot
Kimmenra  nHCbMEHHOM ~ MNpETEeH3uu O
Hecormacuu ¢ Omnepanuei, TpOBEJECHHON Ha
OCHOBAaHUH COOTBETCTBYIOIIETO
Pacnopsbxkenusi, bank mpuocTaHaBiIMBaeT
nercteue CuUCTEMBl B OTHOIIEHMHM TaKOIO
Knunenra u BO30OHOBISET €ro TOJIBKO MOCHE
nepegayn Knuentom B bank
COOTBETCTBYIOIIETO 3asBJICHUS Ha OyMa>KHOM
HOCUTENE NpHU JWYHOM Bu3uTe Kimenrta B
bank.

45. HCIIOJIHEHHE

PACIIOPS’KEHUH o
IIPOBE/IEHHH OIIEPAIIHH
45.1. Pacnopsxkenus  Knnentos

WCTIOJIHSIIOTCSI B CPOKH, YCTaHOBJICHHBIE
3aKkoHOJaTenbcTBOM Poccuiickoit denepanuu
U npaBwiamMu baHka, ONpeneseHHbIMU B

not require additional submittal
notification to the Client by the Bank.
The day of receiving notification on
conducted Transaction from the Bank by the
Client is considered to be the day of generating
the above mentioned statement in the System
by the Bank - upon conduction of Transaction,
but the day succeeding the corresponding
Transaction conduction day at the latest.

4.4.3. The Client is obliged to enter into
the System at least once a day via the Access
Channels for obtaining information on
registered Orders, and on the account balance
for the purposes of checking the Transactions
conducted by the Bank, as well as obtaining
statement on Transactions by using Session
Key.

of any

4.4.4. In case the Client does not submit
a claim on disagreement with Transactions,
conducted based on the mentioned Order,
formed in free format and submitted to the
Bank by means of the System via Access
Channels / in hard copy within 10 (ten)
working days as of the date of Order
registration, such Order is considered
acknowledged and such Transaction -
confirmed by the Client.

4.4.5. After receiving by the Bank a
written claim from the Client on disagreement
on the Transaction conducted based on
corresponding Order the Bank suspends the
System service for the Client and renews it
only after submittal of corresponding written
application in hard copy by the Client upon in-
person visit of the Client to the Bank.

45. EXECUTION OF ORDERS ON
TRANSACTIONS CONDUCTION

45.1. The Orders of the Clients are
executed within the deadlines established by
the legislation of the Russian Federation and
regulations of the Bank, stipulated by the




HACTOSIIMX YCIOBUSIX, JOTOBOpax MEXKIY
bankom n KnneHToM, mim HHBIX JOKYMEHTaX
banka, onpenensironux nopsaoK NpoBeACHUS
orepaluii mo cooTBercTByromemMy Cuery.

45.2. Bbank HE HCIIOJIHSIET
3apErHCTPUPOBAHHOE Pacrniopspxenue
KinuenTa o nposenennn Oneparuu B cydasx,
MPETYCMOTPEHHBIX 3aKOHOJATEIHLCTBOM

Poccuiickoit denepanumn.

4.5.3. bank BipaBe oTka3ath KinueHty
B WCIIOJIHCHU U 3apErUCTPUPOBAHHOTO
Pacnopsixenus, eciu npu  nocieayrouen
MPOBEPKE Oyager  yCTaHOBJICHO, 4TO
HCIIOJIHEHHE MTPeAyCMOTpeHHOM uM Onepanuu
MIPOTUBOPEYHUT 3aKOHOJIaTEIbCTBY
Poccuiickoit ~ ®enepanrii, HOPMATUBHBIM
aktam banka Poccuu, VYciaoBusam uim
noropopy wmexnay bankom wu  KiueHrtowm,
ONpENENAONIEMY  TOPAIOK  MPOBEACHUS
oTepalnii Mo COOTBETCTBYIOIIEMY CUery.

4.5.4. bank BmpaBe B JIFOOOH MOMEHT
10 CBOEMY YCMOTPEHHIO, B TOM YHCIIE, HO HE
OrpaHWYMBasACh, B  CIydyae HAPYLICHUS
Kimentom  JloroBopa  IHMCTaHIIMOHHOIO
0aHKOBCKOTO o0CITy>)KUBaHMUS,
Kommpomerannn Tabmuipl  ceaHCOBBIX
kimoue, [laponsa, KonoBoro cnoBa, oTka3arsb
Knuenty B MCIIOJIHEHUU 100010
3aperucTpupoBaHHOro PacnopspkeHus, npu
strom Kiment BnpaBe mnepenate B bank
COOTBETCTBYIOIIEE IOPYUYEHHE HA IPOBEICHNE
Omneparuu B OyMa)KHOM BHJI€, COCTABIIEHHOE
no ¢opme baHka, B COOTBETCTBUH C
JIOTOBOPOM OaHKOBCKOTO cueTa (BKJIajaa),
3aKJIFOYEHHBIM Mexay CTopoHamu.

4.5.5. bank BnpaBe mnoTpeOoBaTh OT
Knuenta mnpeacraButh, B TOM 4HCIE, C
nmomMompbo  CHuCTeMBl, NOATBEpPKIAAIOIINE
JOKYMEHTBI, HE00XO0/IUMBIE JUIs
ocymectieHuss bankoM ¢QyHKIMM areHTta
BAJIFOTHOTO KOHTpOJI, B ciyyae
OCYIIECTBIECHUS Knuentom BamtotHou
OIIEPaLIUH.

4.5.6. bank BrpaBe oTka3arh KimeHTy
B HCIIOIHCHUU 3apETUCTPUPOBAHHOTO
Pacnopsikenusi, B ciaydae HECOOTBETCTBUS
MIPOBOJUMOMU BamrotHon omnepanuu
JEUCTBYIOLIEMY BAJIFOTHOMY
3aKOHOJATeNbCTBY Poccuiickonn ®Penepanuu

present Terms and Conditions, agreements
between the Bank and the Client or other
documents of the Bank identifying the
procedure of transactions conduction on
corresponding Account.

45.2. The bank does not execute
registered Orders of the Client on Transaction
conduction in cases stipulated by the
legislation of the Russian Federation.

4.5.3. The Bank is entitled to refuse
from the execution of the registered Order of
the Client in case the subsequent checking will
identify that execution of such Transaction
does not meet the requirements of the
legislation of the Russian Federation,
regulatory acts of the Bank of Russia, the
present Terms and Conditions or the
Agreement between the Bank and the Client,
identifying the transactions conduction
procedure on the corresponding Account.

45.4. The Bank is entitled to refuse
from the execution of any registered Order of
the Client at any time, at its own discretion,
including, but not limited to, in case of
violation of the Remote Banking Services
Agreement, Compromise of the table of
Session Keys, Password, Memorable Word by
the Client, thereat the Client reserves the right
to submit to the bank the corresponding orders
on Transaction conduction in hard copies
created in the form of the Bank and according
to the agreement of bank account (deposit)
agreement, signed between the Parties.

4.5.5. The Bank is entitled to request
from the Client submittal of justifying
documents, including by means of the System,
required for carrying out the function of
currency control agent by the Bank in case the
Client conducts Currency transactions.

4.5.6. The Bank is entitled to refuse
from the execution of the registered Order of
the Client in case of the mentioned Currency
Transaction does not meet the requirements of
the effective currency legislation of the




A/nnn HETPEACTABICHHS Kaunenrom

MOATBCPIKAAOINX TOKYMCHTOB.

45.7. B cnyyae orka3za banka oT
WCTIOJTHEHUS 3apETUCTPUPOBAHHOTO
Pacnopsokenus, KimueHt BripaBe o0paTuThes B
bank 3a mosy4eHHWEM COOTBETCTBYIOLIEH
uHpOpMAIMK, B TOM YHCIE O TNPUYHHAX
HEHCIIOIHEHHUS.

4.5.8. baHk BmpaBe HE BO3BpallaTh
KOMHCCHOHHOE BO3HArpakKacHue,
nosiyueHHoe oT KiumeHTa 3a UCHOJIHEHHE
Pacriopsbkenusi,  3aperuCTpUpPOBAHHOTO B
Cucreme, ecnu naHHoe PacnopsbkeHue He
MOJKET OBITh BBIITOJIHEHO MO HE3aBUCSIIUM OT
banka npuunHam.

4.6. ITOATBEPKAEHHE OITEPAI[HH
JIOKYMEHTAMH HA
BEYMAKHOM HOCHTEJIE

46.1. B cmydae, eciu HWHOE HE
IIPEyCMOTPEHO COIUIAIIEHUEM MEXIY
Kmuentom u bankom, bank o00s3yercs mo
3anpocy KnneHnra, nepenanHomy, B TOM YUCIIE
no Kananawm nocryna, npenocraButb Kinenty
IUIaTEKHbIE JOKYMEHTBl Ha  OyMakHOM
HOCHUTEJIE, TOJTBEP)KJIAIOUINE COBEpLICHHE
Onepannii no Pacnopsbxenuto Knuenra.

[TnarexHpli TOKYMEHT Ha OyMa)KHOM
HOCHTEJE, TOATBEPKAAOINN COBEPUICHHE
Onepauuit no Pacnopsoxkenuto  Konmenra,
cuMTaercs mneperaHHelM KiueHty mpu ero
nepenade B opucax banka Knuenty nu6o ero

YIOJIHOMOYEHHOMY MPEICTABUTEIIO,
JEUCTBYIOLIEMY Ha OCHOBaHHH
JIOBEPEHHOCTH, YJIOCTOBEpPEHHOW baHKoM,

HOTAapUAIbHO WU CIIOCOOOM, IPUPABHEHHBIM
K HOTapHaJIbHOMY.

B coorBercTBUM ¢ TpeOOBaHUIMHU
3akoHojarenbeTBa Poccuiickoit Penepanuu
bank OCYIIIECTBJISIET HJICHTU(PHUKAITHTO
YIOJHOMOUYEHHOro mpeacTaButens Kimenra
Ha OCHOBAHUU JOKYMEHTA, YAOCTOBEPSIOMIETO
JUYHOCTb MPEJCTABUTETIS.

JlokyMeHT Ha OyMaXHOM HOCHTEJE,
MOATBEpKAaroLMi coBepieHre Oneparuii o
Pacniopsxenuto Kinenra, 3aBepsAeTCs
COOTBCTCTBYIOIIMUMU OTMECTKAMU W HITAMIIOM
banka.

Russian Federation and / or failure of the
Client to present confirming documents.

4.5.7. In case the Bank refuses from
execution of the registered Order the Client
reserves the right to refer to the Bank for
acquisition of corresponding information, as
well as the reasons of such refusal.

4.5.8. The Bank is entitled to refuse
from refunding the fee received from the
Client for execution of the Order registered in
the System, if the mentioned Order cannot be
executed due to reasons beyond the Bank’s
control and competence.

4.6. CONFIRMATION OF
TRANSACTIONS BY DOCUMENTS
IN HARD COPIES

4.6.1. Unless otherwise stipulated in
the agreement between the Bank and the
Client, the Bank is obliged, upon the Client’s
request, including via the Access Channels,
provide the Client with payment documents in
hard copies confirming the conduction of
Transactions based on the Order of the Client.

The payment document in hard copy,
confirming the conduction of Transactions
based on the Order of the Client is consider
submitted to the Client when handed over the
Client in the offices of the Bank to the Client
or the authorized representative acting based
on a letter of attorney verified by the Bank,
Notary or in other ways, equal to notary.

According to the requirements of the
legislation of the Russian Federation the Bank
carries out identification of the authorized
representative of the Client based on the

personal identification document of the
representative.
The document in hard copy,

confirming the conduction of Transactions
based on the Order of the Client, is verified by
corresponding notes and the stamp of the
Bank.




3a  MOBTOpPHOE  TPENOCTaBICHHE
JOKYMEHTOB Ha OyMaXHOM Hocutesne baHk
BIIpaBe B3uUMaTh ¢ KilMeHTa KOMHCCHOHHOE
BO3HArpaKJACHUE B pa3Mepe, YCTAaHOBICHHOM
Tapudamu banka.

4.7. HH®OPMAI[HOHHBIH CEPBHC

4.7.1. Cmyx0a KJIMEHTCKOM
noanepxkku banka npenocrasiuser Kimmenrty

CIIEyIOIINE YCIYTH:

—  TpenocTaBlICHUE o0meit
UHPOPMALIUM O BO3MOXHOCTSIX
Cucremsr;

—  TOpenocTaBICHHUE oOmeit
uH(popManuu 0 HOpsIIKE
3aKIJIIOUEHUS/PACTOPIKEHUS
Horosopa JACTAHIMOHHOTO

0aHKOBCKOTO OOCITY>KMBaHUSA U
OAKJIFOUYEHU S/ OTKIIFOUEHU S K

Cucreme;

—  TpemocTaBiIeHHE HUHPOPMALUHU
00 ocTaTkax JEHEKHBIX CPEICTB
Ha Cuere;

—  TpemocTaBlieHHE WHPOPMAIUU O
MMPOBCACHHBIX Onepaum[x 10

Cuery;
—  IpenocTaBiieHHe MHPOpMAIUU O
HOpsJIKE 3aroJIHEeHUS

JIOKyMeHTOB B Cucreme;

— npueMm nopydeHus Kimenrta o
0JIOKHpOBaHUU  (TIpEKpallleHUuu
neiictBusi) Ilapons, Tabmuisl
CEaHCOBBIX KJIFOUCH, €CIIH HHOE
HE YCTAaHOBIIEHO COIVIALICHUSAMHU
Mexnay Kimmentom n bankom.

4.7.2. Cayxba KJINEHTCKOM
nojaepxku banka npenocraBiser Kiuenrty
WHQPOPMAIIMOHHBIE YCIYTH TIPH  YCIOBHUH

MOJ0XKUTEIBHOTO pe3ynbTaTta
Unentuduxanmm Hu AytenTuduxanum
Kinuenra.

4.7.3. baux wm3Bemaer Kimenra o

HOMepax TenedoHoB, 1Mo KoTopsiM KimeHT
MOXKET OCYHIECTBIIATh CBs3b co CmyxOoi
KIIMEHTCKOM MOJIEPIKKH, nyTemM
OImyONMMKOBaHUs MH(OpPMAlMM B MOPAJIKE,
MIPEeIyCMOTPEHHOM B pazdene 10 YcnoBuid.

The Bank reserves the right to charge a
commission, stipulated by the rates of the
Bank, to the Client for repeated submittal of
documents in hard copies.

4.7. INFORMATION SERVICE

4.7.1. The Client Service Center
renders the Client the following services:

— providing general information
on the possibilities of the
System;

— providing general information
on the procedure of
signing/cancellation of remote
banking service Agreement and
connection/ disconnection to
the System;

— providing information on the
Account balance;

— providing information  on
Transactions conducted on the
Account;

— providing information on the
procedure  of  completing
documents in the System;

— accepting instruction from the
Client on blocking
(deactivation) of the Password,
Table of Session Keys unless
otherwise stipulated by the
agreements between the Client
and the Bank.

4.7.2. The Client Support Service of the
Bank provides the Client with information
services upon positive Identification and
Authentication of the Client.

4.7.3. The Bank provides the Client
with telephone numbers via which the Client
can connect to the Client Service Center by
means of publishing the information according
to the procedure stipulated by Section 10 of the
present Terms and Conditions.




5. KOHOUQEHLHNAJTIBHOCTb

5.1. Bank o00s3yeTcss NTpPUHATH BCE
JIOCTYIIHBIE MEphl JUIsl  IPEIOTBPAILICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYHa TPEThUX
i K WHGOpPMAlUH,  COCTaBJISIOUICH
O0ankoBckyro  TaiiHy  Kimenra.  JlioGas
HHpOpPMAIMA TaKOro poJa MOXET OBITh
IpeoCTaBlIeHa TPETHUM JIUIAM HE WHAue Kak
B HOpsIIIKE, YCTaHOBIICHHOM
3aKoHOaTenbCcTBOM Poccuiickon @enepannu.

5.2. B cinydasx, Korjia HCIOJIb30BaHUE
[MTapomneii, KogoBoro ciosa u/mnn CeaHcoBOTO
KIII0Ya mpenanosiaraet nepemaady KiweHTty
mmbo  xpaHeHume  baHkoM — KakoH-1n60
KOHpUIEHIMaTbHOH  uHpopMmanmu, baHk
00s13yeTcsi TPHHITH BCE HEOOXOIUMBIC H
3aBUCSIIINE oT banka MEpHI
OpraHU3aIMOHHOTO u TEXHHYECKOTO
XapakTtepa Ui TPEeIOTBPANICHUS JJIOCTYIIa
TPEThUX JIMIl K Takod wuH(pOpMAIMK IO
nepegaun ee Kimenty, a Takke BO Bpems
XpaHCHUs yKa3aHHOUM MH(OpMAIIHH.

5.3. Hacrosmmm Kiment mnpusHaer,
YTO WCIIOJIB30BAHUE B COOTBETCTBUU C
HAaCTOSLUMU Ycenosusmu CeaHcOBBIX
KIIFOUEH, a TaKk)Ke NMOops oK focryna Kinuenra k

Cucreme c HCITOJIL30BAHUEM
WNnentudukatopos, JIOCTAaTOYHBI IbIE:
o0OecriedyeHrs 3allUThl  TIepeaBacMoON  I10
Kanamam JocTyma uH(popManuu oT

HECaHKLUMOHUPOBAHHOTO JIOCTyna K HeW
tperbux  gun. Ilpm  stom  Knmenr
MOATBEPK/IAET, YTO EMY M3BECTHO O TOM, UTO
B mporecce JIMCTaHIIMOHHOTO OGaHKOBCKOTO
00CITy’)KUBaHUS BO3MOKEH pHCK
HECAaHKLMOHUPOBAHHOTO JOCTyla TPETbUX
JUI K Takod HHQOpMAlMM W HACTOSIIUM
BBIPAYKAET CBOE COTJIacUe ¢ TeM, 4To baHk He
HECeT OTBETCTBEHHOCTU 3a pasIJIallleHue
uHpopmanuu o Kiwmente B cimyyae Takoro
HECAHKIIMOHUPOBAHHOIO JJOCTYIA.

5.4. [lepenaua Knuentom
nHpopmanun o CeaHCOBBIX KIIOYaX W/WIH
cKpeTd-kapThl ¢ TaOmuuelt  ceaHCOBBIX
kitoueit u/unu [aposnst u/unu Konosoro ciosa
TPETbUM JIMLAM HE [JOMYCKaeTCs, TaK Kak
BJICYET pHUCK HECaHKLIMOHUPOBAHHOTO
JOCTyNa TPEThbUX JMI K IEpeJaBacMod IO
Kanamam noctyma mndopmanuu. B cioyuae
nepegaun  Kinmenrom — uHGOpManmmu 0

5. CONFIDENTIALITY

5.1. The Bank is obliged to take all
available measures for preventing the
unauthorized access of third parties to the
information considered bank confidentiality of
the Client. Any type of such information can
be provided to the third parties only according
to the procedure stipulated by the legislation of
the Russian Federation.

5.2. In case the usage Passwords,
Memorable Word and/or Session Key
presumes transfer to the Client or storage by
Bank of any confidential information, the
Bank is obliged to take all required
organizational and technical measures
depending on and under the control of the
Bank for preventing the access of unauthorized
parties to such information before transferring
to the Client, as well as during storage of
mentioned information.

5.3. Hereby the Client acknowledges
that the application of Session keys according
to the present Terms and Conditions, as well as
the procedure of Client’s access to the System
by using Identifiers are sufficient for
protection of the information transferred via
the Access Channels from unauthorized access
of third parties. Thereat, the Client confirms
that he/she is informed about the possibility of
a risk of unauthorized access of third parties to
such information and hereby agrees with the
fact that the Bank does not bear responsibility
for disclosure of information on the Client in
case of such unauthorized access.

5.4. Transferring of information on
Session Keys and/or scratch--cards with the
Table of session keys and/or Password and/or
the Code Word by the Client to third parties is
prohibited, as it generates risk of unauthorized
access of third entities to the information
transferred via the Channel of Access. In case
of Transferring of information on Session
Keys and/or scratch--cards with the Table of




CeaHCOBBIX KJIIOYaX H/MIM CKPETY-KapThl C
Tabnuueit ceancoBsx kimoven u/mmu [lapons
n/umn KonmoBoro ciioBa TpetbuM Juiam bank

HE HEeceT OTBETCTBEHHOCTH 3a
HECAaHKIIMOHUPOBAHHBIN JOCTYI K
nepenaBaeMoil  mHpOpMAMK W ymepo,

HpH‘IHHCHHBIfI KJ'II/IGHTy BCJICACTBUC TaKOI'O
HCCAHKIIHUOHUPOBAHHOI'O JOCTYIIA.

6. BO3HAIPAXXOEHUE BAHKA

6.1. Pa3mep u TOpPSIOK yAep KaHUS
KOMHCCHOHHOT'O BO3HArpaXa1eHus 3a
IIPEAOCTABIICHUE bankom yCIIyr B
COOTBETCTBUU C Ycnosusamn
ycTaHaBinBaoTcs coriaacHo Tapudam banka.

6.2. Kiuent HACTOALIUM
MpeIoCTaBIIsIeT baHKy MpaBo CIUCHIBaTH 0e3
JOTIOJIHATEIBHOTO pacropsbkeHus KiueHra
CyMMBI KOMHCCHOHHOTO BO3HArpakKJICHUs
banka 3a yciyru B cootBeTcTBUM ¢ Tapudamu
banka, a Takke Apyrue pacxopl, IOHECCHHbIC

BankoMm B CBSI3M C  HCHOJIHEHHEM
Pacnopsoxenuit w/nnu COOOIIEeHUN
cBobomHOTO (hopmara Kimenra, B TOM dmciie
KOMHCCHUOHHBIE BO3HArpaXkJIeHusi OaHKOB-
KOHTpareHToB, ¢ JoObix CueroB Kiumenra B
banke, Kak  OTKpBITBIX Ha  MOMEHT
npucoequHeHnss KiWeHTa K  HACTOSIINM

YcnoBusiM, Tak U co CYeTOB, KOTOPbIE MOTYT
ObITh OTKPBITHL KinenTy bankom B Oynyiiem,
COIJIACHO  COOTBETCTBYIOIIMM  JIOTOBOpaM,
3aKIIFIOYEHHBIM MeX 1y CTOpOHaMHU.

B gactu npaB banka, npegocTaBiIeHHbIX
€My HaCTOSIIMM ITyHKTOM, JIOroBOp BHOCHT
COOTBETCTBYIOLIME U3MEHEHUS U JIOMIOJTHEHUS U
SBIISIETCS COCTAaBHON M HEOTHEMJIEMOHN YacThIO
3aKJIIOYeHHBIX Mexay bankom u Kimenrom
JIOTOBOPOB ~ 0aHKOBCKOTO cuera (BKJIaja),
OTPENIENIAIONNX  TOPSAAOK  OCYIIECTBICHHUS]
oneparuii no Cueram Knuenrta, a Taxoke OyneT
SBIISITHCSI COCTABHON M HEOTHEMJIEMOM 4acTbhIO
JIOTOBOPOB ~ 0aHKOBCKOTO cuera (BKJIaja),
KOTOpbIE MOTYT OBITh 3aKJIIOUEHBI MEX]Y
Croponamu B Oynymiem. B cnydae kakux-mmoo
NPOTHUBOPEUUM  MEXAy TOJNOXKEHUSIMH U
YCJIOBUSIMH JIOTOBOPOB OaHKOBCKOTO CYETA|
(Bxmaga) u JloroBopa, KacaloLIMMHCS TIpaB
banka, mpegoCTaBIEHHBIX €My HACTOSIINM
IYHKTOM, TOJIOXEHUS W YycnoBus JloroBopa
HUMEIOT IPEUMYILIECTBEHHYIO CHITY.

session keys and/or Password and/or the Code
Word by the Client to third parties, the bank
does not bear responsibility for unauthorized
access to transferred information and the loss
caused to the Client in the result of such
unauthorized access.

6. BANK FEE

6.1. The size and procedure on
collecting the fee for the services rendered by
the Bank according to the Terms and
Conditions, is identified according to the Rates
of the Bank.

6.2. The Client hereby provides the
Bank with a right to write-off without
additional instructions of the Client the sum of
Bank fee for rendered services according to the
Rates of the Bank, as well as other expenses
covered by the Bank for the purposes of
execution of the Orders and/or free format
messages of the Client, including the fees of
banks-contractors, from any Accounts of the
Client opened in the Bank, both opened at the
moment of affiliation of the Client to the
present Terms and Conditions and from the
accounts that the Client may open in future,
according to corresponding agreements signed
between the Parties.

In terms of the rights of the Bank,
foreseen by the present point, the present
Agreement makes corresponding adjustments
and amendments and is considered to be the
integral part of the bank account (deposit)
agreements signed between the Bank and the
Client, identifying the procedure on conducting
transactions on the Accounts of the Client, as
well as will be considered the integral part off
bank account (deposit) agreements, that may be
signed between the parties in future. In case of]
any disagreements between the provisions and
conditions of the bank account (deposit)
agreements and the Agreement referring to the
rights of the Bank provided by the present point,
the provisions and conditions of the Agreement
shall prevail.




HecmoTpss Ha yka3aHHBIE ITOJIOXKCHHUS
Kinuent BopaBe OCYyIIECTBISATH — OILIATY
KOMHUCCHOHHOIO BO3HarpaxaeHusi banka 3a
ycayru B cootBeTcTBuu ¢ Tapudamu banka, a
TaKKe JPyTHUe pacxonbl, IOHeceHHbIe baHkoM
B CBSI3U C HCIIOJIHEHHEM PacriopshkeHui 1/ uim
coobmienuit cBobogHoro (opmara Kiumenra

JIFOOBIMH UHBIMHA crocobamu,
MPEIYCMOTPEHHBIMH 3aKOHOIATEILCTBOM PD.
6.3. Kimenr wHacrosfmmMm  Jaer

corjacMe Ha HCIOJHeHHue (B TOM 4YHCIE
yacTuyHoe) baHkoM, B TOJHONW cymMme,
JIOKYMEHTOB, YCTaHOBJICHHBIX bankom
Poccun, JUISt OCYILIECTBJIIEHUSA  IIPaB,
peaycMOTpeHHbIX 11.6.2 u 1. 4.2.3 Ycnosuii,
B TeueHuWe cpoka jneiictBusi  Jlorosopa
JUCTAaHIIUOHHOTO 0aHKOBCKOT'O
oOciy>)kuBaHusi ~ 0e3  OrpaHMYEeHHS 10
KOJIMYECTBY PACUETHBIX JOKYMEHTOB, IO
CyMMe M TpeOOBaHUSMHU U3 00S3aTENbCTB,
BBITEKaOIMX U3 JJorosopa.

6.4. banmk wWMeeT mNpaBO B
OJTHOCTOPOHHEM MOPSAKE W3MEHATh Tapudbl
banka c u3Bemiennem KnneHnra He mo3gHee,
yeMm 3a 10 (mecsTh) KaleHAApHBIX AHEU 0
BcTytuieHuss TapudoB B cuily, MyTeMm
OImyONMKOBaHUS MH(OpPMAlMM B MOPAJKE,
MpelyCMOTPEHHOM B pazdene 10 YcnoBuid.

7. YPETrYIINPOBAHUE
PA3HOIJIACUMA

7.1. Criopbl, BO3HUKAIOILIUE B CBSI3U C
UCIIOJIHEHUEM Jorosopa, CropoHnsl
00s13y10TCS pa3penatb MyTeM IEPEroBOpoB ¢
Y4ETOM MPHHLHUIOB JOOPOCOBECTHOCTU H
B3aUMHOT'O YBaXKEHUS. B ciyyae
HEBO3MO>KHOCTH yPETYJIMPOBaHMS BO3HUKILINX
pasHoIIacuil myTeM neperoBopoB, CTOPOHBI
OyayT paccMaTpuBaTh CIOpbl B CyA€ B
COOTBETCTBUU c 3aKOHOJATEIbCTBOM
Poccutickoii denepanuu.

7.2. B cnyyae Hecormacus Kimenra c
JNENCTBUAMU banka, CBSI3aHHBIMU c
ucnonHenueM bankom Pacrnopsokenuil w/wim
cooOmieHuit cBobonHOro (hopmata, KiueHr
HarpasisieT B bank ¢ nmomompro CrcreMsl o
Kanamam pnocrtyna/Ha OymMa)kHOM HOCHTENE
3asBJICHUE C U3JI0KCHUEM CYTH ITPETCH3UU.

Notwithstanding  the  mentioned
provisions, the Client reserves the right to pay
the Bank fee for the rendered services
according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation
to execution of the Orders and/or free format
messages of the Client by any other means,
stipulated by the legislation of the Russian
Federation.

6.3. The Client hereby agrees
(including partially) on implementation by the
Bank, in full sum, of the documents,
established by the Bank of Russia, for
execution of rights, stipulated in point 6.2 and
point 4.2.3 of the present Terms and
Conditions, within the period of validity of the
Remote banking Services Agreement without
limitations in terms of the quantity of
settlement documents, sum and requirements
from obligations, arisen from the Agreement.

6.4. The Bank reserves the right to
change the Rates of the Bank unilaterally by
notifying the Client on it not later than 10 (ten)
calendar days prior to entry of the Rates into
force by means of publishing the information
according to the procedure stipulated in
section 10 of the present Terms and
Conditions.

7. SETTLEMENT OF DISPUTES

7.1. The Parties are obliged to settle the
disputes arisen in relation to the
implementation of the Agreement by means of
negotiations considering the principles of
fidelity and mutual respect. Provided that it is
not possible to settle the arisen disputes by
negotiations, the Parties will address the
disputes in the court according to the
legislation of the Russian Federation.

7.2. In case the Client disagrees with
the actions of the Bank with regards to the
implementation of the Order and/or free format
message by the Bank, the Client transfers to
the Bank an application, mentioning the
subject of complaint, by means of the System
via the Access Channel / in hard copy.




7.3. bauk B TeueHue 7 (cemMun) paboumx
JHEH OT JaThl OJy4eHus npeTeH3uu Kimenra
paccmarpuBaeT 3asBieHue KimeHta u, B
3aBHCUMOCTH OT MPUHATOTO PElIeHHs, JH00
yaoBieTBopsier mnpereH3uto Kimenta, 6o
nepenact Kienty 3aKJIIOYEHUE 0
HEO0OOCHOBAHHOCTHU ero IIPETECH3HH.
3akitoueHne 0 HeOOOCHOBAaHHOCTH PETEH3UH
Hanpasisiercss Kimmenty o Cucreme, a Taxke
MOJKET OBITh BBIIAHO B NMHCHMEHHOM BHJIE C
MOJIMCHIO  YIIOJIHOMOYEHHOIO  pabOTHHKA
banka Kmuenry/Ilpencrasurento Kimenra
MpY JTMYHOM sIBKE B baHK.

8. OTBETCTBEHHOCTb CTOPOH
8.1. OTBETCTBEHHOCTb bAHKA

8.1.1. baHk HeceT OTBETCTBEHHOCTE 3a
MOCJIEACTBUA HECaHKIIMOHUPOBAHHOTO
nocryma  Tpethux Jymn kK Cucreme
WCKITIOYUTEIIGHO B CIy4asX, KOrJa TaKoOu
HECaHKIMOHUPOBAHHBIA  JOCTYN  BbI3BaH
HecoOmoaenneM  bankom — TpeGoBaHMiA
HACTOSIIUX Y CIOBUH.

8.1.2. baHK He HeceT OTBETCTBEHHOCTH
3a HeWcrnoiHeHue PacmopsbkeHus uW/wim
coobuieHust ceoboaHoro gpopmara Kinuenra B
ciyyae oOTKaza baHka OT HCHOJIHEHUs
Pacniopsixenus W/ COOOIICHUS
cBoboaHoro gopmara Knuenra, nepeganHHoro
no Kanamam 1octyna B COOTBETCTBUM C II.
4.5.4 nacrosmux Y CJI0BHH, a TAKXKE B CIydasx
HEHUCIIOJIHCHUS Pacniopsixenust u/unu
cooOuieHus: cBobogHoro ¢opmara Knmenra,
€CJIM UCIIOJTHEHHUE TIPUBEJIO OBl K HAPYIIICHUIO
TpeOoBaHMi JIEUCTBYIOLLETO
3aKoHojarenbeTBa Poccuiickon Penepanuu,
HOpMaTUBHbIX  akToB  banka  Poccuu,
HACTOSIIHNX VYcaoBui, JIOTOBOPOB
0aHKOBCKOro cdyera (BKJIaza), a TaKxke
YCIOBUH  HWHBIX  3aKIIOYEHHBIX  MEXKIY
Kinnenrom u bankom COTJIallICHU
(moroBopoB), B TOM  4YHCIE, eclin
Pacnopsixenue W/WIIH cooOI1eHne
cB0OOOTHOTO (hopMaTa He OBIIO MOATBEPHKICHO
Kauentom  CeaHCOBBIM  KIIIOUYOM, JIMOO
MpOBEPKa CeaHcoBOro KJIro4a Jaia
OTpPHUIATENLHBIA PE3yNbTaT, TU00 ACHEKHBIX
cpeactB Ha Cuerax KimeHTa HE 1OCTaTOYHO
Ui WCTONHEeHus Pacmopspkenus  (w/wnm
cooOmieHus: cBoOOmHOTO (opMara) W/ UK
yIUIaThl KOMHUCCHOHHOTO BO3HArpaJaeHUs

7.3. Within 7 (seven) working days as
of the date of receiving the claim of the Client
the Bank processes the application of the
client and, depending on the decision, either
satisfies the Client’s claim, or transfers the
Client a conclusion on groundlessness of the
claim. The conclusion on groundlessness of
the claim is transferred to the Client via the
System, as well as can be issued to the Client
[ authorized representative of the Client upon
in-person visit to the bank, in written for with
the signature of the authorized employee of
the Bank.

8. LIABILITIES OF THE PARTIES
8.1. LIABILITIES OF THE BANK

8.1.1. The Bank bears responsibility for
the consequences of unauthorized access of
third parties to the System, exceptionally in
those cases when such unauthorized access is
obtained due to failure of the Bank to comply
with the requirements of the present Terms and
Conditions.

8.1.2. The Bank does not bear
responsibility for execution of Orders and/or
free format messages of the Client in case of
refusal of the Bank from execution of the
Order and/or free format message of the Client
transferred via Access Channels in line with
point 4.5.4. of the present Terms and
Conditions, as well as in cases of not executing
the Order and/or free format message if such
execution could have brought to violations of
requirements of the effective legislation of the
Russian Federation, regulatory acts of the
Bank of Russia, present Terms and Conditions,
bank account (deposit) agreements, as well as
conditions of other agreements (contracts)
signed between the Client and the Bank,
including if the Order and/or free format
message was not verified by the Client by
means of Session Key, either the Session Key
identification gave negative result, either there
are not enough funds on the Accounts of the
Client for execution of the Order (and/or free
format message) and/or payment of the bank
fee and/or compensation of other expenses of
the Bank related to the Transaction
conduction, taking corresponding measures, as
well as in other cases, foreseen by the Terms
and Conditions, corresponding bank account




banky w/unu BO3MELIEHHs MHBIX PacxoJlOB
banka B cBs3u ¢ nposeneHueM Ornepanuu,
OCYILIECTBIICHUS COOTBETCTBYIOIIUX
JNEUCTBHM, a TaKke B MHBIX CIydasx,
IIPEYCMOTPEHHBIX Ycnosusamu,
COOTBETCTBYIOILIMM JOTOBOPOM OaHKOBCKOTO
cueta (BKJIQAa) M 3aKOHOAATEIbCTBOM
Poccutickoit denepanumn.

8.1.3. bank He HeceT OTBETCTBEHHOCTHU
3a HEBBITIOJHEHUE, HECBOEBPEMECHHOE WIIH
HEMpaBWJIbHOE BBHINOJIHEHHE PacnopsikeHwuit
u/umn  cooOmieHmii  cBobogHOrO (hopmara
Knuenta, ecnmu 3T0  ObUIO  BBI3BAHO
npenocrabiieHneM KIIMeHTOM HeTOCTOBEpPHOM
W/WIM ~ HETOYHOH  wHPOpMAIMH  TpHU
peructpanmu Knuenra B Cucreme, BBOJIOM
KnuenTtoM HeBepHBIX MTaHHBIX, a TaKXKe 3a
HapyuieHue pabotbl CHUCTEMBI B pe3yibTaTe
OmMMOOK W HETOYHOCTEH, JOIMYIIEHHBIX
Kinnentowm;

8.1.4. bauk He HeceT OTBETCTBEHHOCTH

3a yiiepo, PUYHUHEHHBIH Knuenty
BCIIE/ICTBUE HECAaHKIIMOHUPOBAHHOTO
HCIIOJIb30BaHMS TPETHUMH JIULIAMH
CeancoBoro  kmoya  w/miad  TaOmuIbl

ceaHcoBbIX Kmouedl w/wim Ilapons w/mmm
Konosoro cnosa, nepegannbix Kimenry;

8.1.5. baHk He HeceT OTBETCTBEHHOCTHU
3a TOJHOC WM YaCTHYHOE HEHCIOIHECHUE
CBOMX  0053aTEIbCTB, BBHITCKAIOIIUX W3
VcnmoBuii, eciiv Takoe HEMCITOJTHEHNE BEI3BAHO
O0CTOSITENTFCTBAMHU HEMPEOJOTMMON CHIIBI, B
TOM qHCIe peleHusIMH OpraHoB
3aKOHOAATEIbHOM, cyneOHoi u/unu
HWCTIOTHUTEITbHOMN BJIACTH Poccwuiickoit
®enepannu, a Takxke banka Poccun, kotopeie
JIeJIaloT HEBO3MOKHBIM T banka
BBITIOJIHEHHE CBOMX 00513aTCIbCTB;
3aJep>)KKaMHM  TJIaTeked 1o BuHE baHka
Poccuu; BOCHHBIMH JIEHCTBUSAMH,
CTUXUMHBIMA WJIH HHBIMH  O€ICTBHUIMH,
MPOUCXOSIIMMH B pailoHax, OQUIMAILHO
MIPU3HAHHBIMUA HAXOISIIUMHUCS TT0]] BIUSHUEM
BBIIIICYKA3aHHBIX 00CTOSTENLCTB;

8.1.6. baHK He HeceT OTBETCTBEHHOCTH
3a TocineAncTBus Hapyumienuss KiumeHtom
TpeOOBaHUN W  TIOJIOKEHUW  HACTOSIINX
YcaoBuid;

(deposit) agreement and legislation of the
Russian Federation.

8.1.3. The Bank does not bear
responsibility for non-execution, untimely or
improper execution of Orders and/or free
format messages of the Client, if it was arisen
from the fact of providing inaccurate and/or
invalid information by the Client upon
registration of the Client in the System,
entering of incorrect data by the Client, as well
as for System operations faults due to mistakes
and inaccuracies made by the Client;

8.14. The Bank does not bear
responsibility for the loss, caused to the Client
in the result of unauthorized usage by the third
parties of the Session Keys and/ or the Table
of Session Keys and/or the Password and/or
the Memorable Word transferred to the Client;

8.1.5. The Bank does not bear
responsibility for full or partial non-execution
of its obligations, arisen from the present
Terms and Conditions, if such non-execution
is conditioned by circumstances of the acts of
God, as well as by decisions of legislative,
judiciary and/or executive authorities of the
Russian Federation, as well as the Bank of
Russia, which make it impossible for the Bank
to perform those obligations; payments delays
due to the fault of the Bank of Russia; military
actions; natural disasters and other disasters
taking place in the regions, officially
announced as impacted by the above
mentioned circumstances;

8.1.6. The Bank does not bear
responsibilities for the circumstances of
violation of requirements and provisions of the
present Terms and Conditions by the Client;




8.1.7. baHk He HeceT OTBETCTBEHHOCTH
3a IMOCJIEICTBUSA HaPYIICHUS
paboTocrnocooHocT KaHanoB qocryma;

8.1.8. baHk He HeceT OTBETCTBEHHOCTH
3a HapymieHue padoTel CHCTEMBI B pe3yJibTaTe
JICWCTBUI TPETHUX JIULL;

8.1.9. baHk He HeceT OTBETCTBEHHOCTH
3a yobITk KiimeHTa, BOSHHKIIIHE BCIEACTBHE

HECBOECBPEMEHHOTO0 cooO0meHuss baHky o
Komnpomeraunu;

8.1.10. Bank HE HECET
OTBETCTBEHHOCTH 3a YObITKM  KimeHra,

BO3ZHUKILIME B pe3ylbTaTe yTpaThl (TOpYH,
nepenaud, yrepu, pasriaimieHuu) Kimenrtom
CeancoBpix Kito4eit, TaOIUIBI CEaHCOBBIX
xirouei, [Tapoirsa, Komosoro cinosa.

8.2. OTBETCTBEHHOCTbH K/ITHEHTA

8.2.1. KiimeHT HeceT prCK BO3MOYKHBIX
yOBITKOB B pe3ynbTare
HECAaHKIIMOHUPOBAHHOTO JOCTYIa TPEThUX
mn k Cucreme, B TOM 4HUCIIe B pe3ysbTaTe
WCTIOTHEHUS Bankom DNEeKTPOHHBIX
JOKYMEHTOB, IIepelaHHbIX B baHK OT MMeHH
Kimenra c HCIIOJIb30BAHUEM
npuHamnexamero  Kimumenty — CeaHcoBoro
KITIOYa.

8.2.2. KilMeHT HeceT OTBETCTBEHHOCTh
3a TNPAaBWIBHOCT M AKTYyaJIbHOCTh BCEX
cBeleHui, cooOmaemblx uM banky, npu
3aKJIIOYEHUHU U UCTIOJIHEHUH HAaCTOSILIETO
Jorosopa. Ilpm u3MEHEHMM YKa3aHHOH B
3asBI€HUHM O NPUCOEIUHEHUU K Y CIOBUAM
uHpopmanuu, KnueHT o00s3aH HEMeIJIeHHO
yBeAOMUTH 00 3ToM baHk B MUCbMEHHOM BUJIE
IIpy JIMYHON siBKe B baHk. B ciywae, eciu
KimmeHt Hapymaer mopsaoK HMCHOJIb30BaHUS
CucremMpl B YacTH HCIIOJIHEHUS CBOEH
00s13aHHOCTH MO TpeaocTaBieHui0 baHky
nocToBepHON wuHpopmanmu  (0OOHOBIEHHOM
nH(popMalUy B cllyyae ee U3MEHEeHus), baHk

BIIPaB€  IPUOCTAHOBUTH  HCIOJIb30BaHUE
Kimentom Cucremsl. /o MOMEHTA ITOTy4eHUS
bankom  yBemomnenus ~— Kimenta 00

W3MEHEHUH KOHTaKTHON MHGopMmanuu, bank
HE HECET OTBETCTBEHHOCTU 3a HEIIOJIy4YEHUE
W HECBOECBPEMEHHOE MIOJIy4EHHUEe
HanpasyieHHOM KilneHTy koppecnoHieHuy, a

8.1.7. The Bank does not bear
responsibilities for the circumstances of
performance faults of the Channels of Access;

8.1.8. The Bank does not bear
responsibilities for the System operations fault
in the result of actions of third parties;

8.1.9. The Bank does not bear
responsibilities for the losses of the Client
caused due to late notification to the Bank on
Compromise;

8.1.10. The Bank does not bear
responsibilities for the losses of the Client
caused due to loss (damage, transfer, loss,
disclosure) of Session Keys, the Table of
Session Keys, Password and Memorable
Word.

8.2. LIABILITIES OF THE CLIENT

8.2.1. The Client bears the risk of
possible losses in the result of unauthorized
access of third parties to the System, including
in the result of execution of electronic
documents by the bank transferred to the Bank
on behalf of the Client by means of using the
Session Key belonging to the Client.

8.2.2. The Client bears responsibility
for the accuracy and relevance of all data
transferred to the bank upon conclusion and
implementation of the present Agreement. In
case of changes related to the information
mentioned in the Application on affiliation to
the Terms and Conditions, the Client is obliged
to notify the bank on those changes
immediately in a written form and in-person
visit to the Bank. Provided that the Client
violates the procedure on using the System
related to implementation of own obligations
with regards to providing the Bank with
accurate information (updated information in
case of its change), the Bank reserves the right
to suspend the use of System by the Client. Till
the moment of receiving by the Bank a
notification from the Client on changing
contact information, the Bank does not bear
responsibility for non-receipt or delayed
receipt of correspondence directed to the




KimeHnt HeceT Bce pPHUCKH BO3MOXKHBIX
yOBITKOB, BBI3BAHHBIX HEIMOJIYYCHHUEM WU
HECBOEBPEMEHHBIM MOJIy4YEeHUEM
HanpasieHHOU KinneHnTy KoppecnoHaeHInH.

9. MBMEHEHWE yCJ10BUA

9.1. YcnoBus MOryT OBITH M3MEHEHBI
Mo uWHUNMATHUBE baHKa TmmyTeM BHECCHUS
W3MEHEHUH W/UIU JOIIOJHEHUH B Y CJIOBUS, B
TOM 4YHCJI€ TYyTeM YTBEpPXKICHUS HOBOMU

pelaKuuu VcaoBui, B MOPSIKE,
YCTaHOBJICHHOM HACTOSIIUM pazzienom
YcnoBuid.

9.2. Jlns BCTymeHHS B  CHIY

M3MEHEHUI W/UIH JOIOJIHEHUM, BHECEHHBIX B
Ycnosust bankom, bank 06s13aH ony0JIMKOBaTh
nHpopMannio 00 N3MEHEHUSX B COOTBETCTBUH
c pazdenom 10 YcnoBuil.

9.3. M3MeHeHusT W/WiIH JOTIOJTHEHUS B
YcnoBus, BHeceHHble baHKOM, BCTymaroT B
cuity 1o ucreuenuu 10 (aecatn) kaneHaapHbIX
oHel ¢ jgarel  omybnukoBaHus — bankowm
nHpopmanuu 00 STUX H3MEHEHMSX W/WIH
JONOJTHEHUAX JUOO0 C JaThl BCTYIJICHUS
W3MEHEHUN W/WIIM JTOTIOJIHEHUA B CUITYy, €CIU
Takas Jara YyKa3aHa B OIyOJMKOBAHHOM
nnpopmanuu, HO He panee 10 (mecarn)
KaJIeHJapHBIX JHEW C JaThl OMYOJMKOBaHMS
nH(pOpMaLINH.

B ciydae WU3MEHEHUS
3akoHonarenscTBa Poccniickoit denepanuun
VYcnoBus, 10 MOMEHTa HX H3MEHEHHUS
bankoM, nOpHUMEHSIOTCS B 4YacTH, He
IIPOTUBOpEYAILEn TpeOOBaHUAM
3akoHojarenbcTBa Poccuiickont denepann.

9.4. KnimeHT 00si3aH HE pexe OTHOTO
paza B 10 (mecsATh) KameHIApHBIX JHEH
3HAKOMUTHCS ¢ MHpopMaIuei, myoaukyemon
bankom B cootBercTBHH C pazderom 10
VYcnosuid.

9.5. B ciyuae Hecornmacus Kiwmenra ¢
U3MEHEHUSIMU u/unn JIOTIOJTHEHUSIMH,
BHECEHHBIMU B YCJOBHS, WM YCJIOBUSMU
HOBOM pemakiuu Ycnosuil, Knuent Bnpase
pacTOPTHYTH Horosop B TIOPSIAKE,
YCTaHOBJIEHHOM B pa3zdene 11 Ycnosuii.

address of the Client, and the Client bears all
the risks of possible losses, related to non-
receipt or delayed receipt of correspondence
directed to the address of the Client.

9. CHANGE IN THE TERMS AND
CONDITIONS

9.1. The present Terms and Conditions
may be changed by the initiative of the Bank
via making adjustments and/or amendments in
the Terms and Conditions, including via
verification of the new edition of the Terms
and Conditions, according to the procedure
stipulated by the present section of the Terms
and Conditions.

9.2. The Bank is obliged to publish
information on changes according to section
10 of the present Terms and Conditions for the
mentioned adjustments and/or amendments to
enter into force.

9.3. Adjustments and/or amendments
in the present Terms and Conditions, made by
the Bank, enter into force after 10 (ten)
calendar days as of the date of publication of
information by the Bank on such adjustments
and/or amendments, either as of the date of
entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 10
(ten) calendar days as of the day of publication
of information.

In case of changes in the legislation of
the Russian Federation, the Terms and
Conditions, till the moment of their adjustment
by the Bank, are applied insofar as they do not
conflict with the requirements of the
legislation of the Russian Federation.

9.4. The Client is obliged to get
familiarized with the information, published
by the Bank according to Section 10 of the
present Terms and Conditions at least one in
10 (ten) calendar days.

9.5. Provided that the Client disagrees
with the adjustments and/or amendments,
made in the Terms and Conditions or with the
conditions of the new edition of the Terms and
Conditions the Client reserves the right to
cancel the Agreement according to the
procedure mentioned in Section 11 of the
present Terms and Conditions.




9.6. B cnyuae, ecinu 10 BCTYIUJICHUS B
CIIIy ONMyOJUKOBAaHHBIX BaHKOM HW3MEHEHUI
W/WIM JOTOJIHEHUI, BHECEHHBIX B Y CIIOBHUA,
bank ne momyuun yBepomsienust Kimenra o
pacTopKeHUU HoroBopa, CTopoHbI
MPU3HAIOT, YTO YKAa3aHHBIC U3MEHEHUS W/WIH
JOTIOJIHEHUS B Y ciioBUs NpUHATHI KinneHToMm.

9.7. bank He HeceT OTBETCTBEHHOCTH,
ecii uHGOpManmsi 00 WM3MEHCHHH W/WIN
JIOTIONIHEHUU Y CIIOBUH, OMYyOJIMKOBaHHAs B
MOpSAIKE W B CPOKH, YCTaHOBIICHHBIC
VYcnopusiMu, He ObUla TIOJNyYeHA W/HIH
W3Y4YCHA W/WJIM TPaBWIBHO HCTOJIKOBAHA
Knuentom.

9.8. JIroOple W3MEHEHHS  W/WIU
JIOIIOJIHEHUS B YCJIOBHS C MOMEHTa HX
BCTYIUICHUS B CHITY PABHO PacIpPOCTPAHSIIOTCS
Ha BCeX JIMI, NPHCOCTUHUBIIUXCA K
YcnoBUsSM, B TOM YHCIIE TIPUCOCTUHUBIIUXCSI
K YcioBusAM paHee JAaThl  BCTYIUICHUS
W3MCHCHU W/WIJIH JTOTIOJTHCHUN B CUITY.

10. ONyBJINKOBAHUE

UHO®OPMALUNUN

10.1. [Ton oInyOJIMKOBaHUEM
uHbpopManMi B YCIOBUSX IOHHMAETCS
pasmeleHue bankom uH(poOpMaInH,

peaycMoTpeHHou JloroBopom, B MecTax M
croco0amMM, YCTAaHOBJIEHHBIMU Y CIIOBUSIMH,
o0ecrneurBaIUMU BO3MO>KHOCTh
O3HAKOMJIGHHST ¢  3ToH  uHpopmarueit
Knnenros, B ToM ducie:

—  pa3MmemieHuss HHpopManuu Ha

KOPIIOPaTUBHOM Hutepner-
caiite banka
www.evrofinance.ru;

—  pa3MmemieHHsT OOBSIBICHUN Ha
CTeHJax B bunnanax,
JOTIOTHUTEBHBIX ~ oducax U
JIPYTUX CTPYKTYPHBIX
MOJIPa3ICICHUSX banka,
OCYLIECTBIISOIINX
obcmyxxuBanue KimeHTos;

—  HHBIMH criocodamu,
MMO3BOJISIOMNMHU Knuenry

MOJIYYUTh HHHOPMAIIHIO.

9.6. In case the Bank receives no
notification from the Client on cancellation of
the Agreement prior to entering into force of
the adjustments and/or amendments of the
Terms and Conditions published by the Bank,
the Parties acknowledge that the mentioned
adjustments and/or amendments of the Terms
and Conditions are accepted by the Client.

9.7. The Bank bears no responsibility if
the information on adjustments and
amendments of the Terms and Conditions
published according to the procedure and
within the deadlines, established by the present
Terms and Conditions, was not received and/or
studied and/or properly interpreted by the
Client.

9.8. Any adjustments  and/or
amendments in the Terms and Conditions, as
of the day of entering into force, equally refer
to all parties affiliated to the Terms and
Conditions, including parties affiliated to the
Terms and Conditions earlier dates of entering
into force of adjustments and/or amendments.

10.PUBLICATION OF INFORMATION

10.1. Under publication of information
on Terms and Conditions it is understood a
publishing of information by the Bank,
stipulated by the Agreement, in places and by
means established by the Terms and
Conditions, providing with a possibility to
familiarize the Clients with that information,
including:
— information published in the
corporate Internet site of the
Bank www.evrofinance.ru;

— allocation of announcements on
stands in branches, additional
offices and other structural units
of the Bank rendering services to
the Clients;

— in other ways allowing the Client
to get information.




10.2. OmnyOnukoBaHue YCIOBUU W
uHpOpMalMK HE 03HAYaeT uX 00s3aTeIbHOTO
pacrpoCTpaHEHHs Yepe3 CPelCcTBa MacCOBOM
uHpOpMaIuu.

10.3. MowmeHToM nyOIuKaIuu
YcnoBwuii 1 nHGOpPMAIHH, @ TAK)KE MOMEHTOM
o3HakoMiieHus KimenTa ¢ onyOauKoBaHHBIMU
YenoBusimu W MHQOpPMAaNUEH  cyMTaeTCs
MOMEHT HUX IHE€pBOr0  pa3MEIEeHUs Ha
KopniopatuBHOM MHTepHeT-calite baHka.

10.4. Omnosemenne Knmenra 1o
BOIIPOCaM, CBS3aHHBIM C  HCIOJHEHHEM
JloroBopa, B ToM urciie onopemenne Kinenra
00 orpaHuuYeHuN / MPUOCTAHOBICHUHU AOCTYIIA
k Cucreme, 6mokuposanuu [lapos, TaOmuibt
CEaHCOBBIX KIIIOUeH Mo HMHULMATHUBe baHka,
OCymIecTBIsieTCs  baHkoM 1Mo  HOMeEpy
tenedona,  ykazamHomy — KimeHntom B
KOHTakTHOM uHpopmanuu 3asBIC€HUA O
MIPUCOCAMHCHUN K YcnoBusm, c
MOCIIEAYIOIUM HaIpaBlIieHHEM MUCHbMEHHOTO
YBEAOMJIEHUSI 10  aJpecy, YKa3aHHOMY
Knuentom B KOHTakTHOW  uWHQOpMAIH
3asBICHUS O TPHCOCAMHECHUU K Y CIIOBHSIM.
bank He HeceT OTBETCTBEHHOCTH 3a
HETaTUBHBIC TIOCJIE/ICTBUS, KOTOPBIE MOTYT
BO3HUKHYTh y  Kiumenta  BcienctBue
HEMOJIydeHUs  yBeJAOMJICHWS OT  baHka
yKa3aHHBIMH BBIIIE CIIOCOOAaMH B CBSI3U C
HEJIOCTOBEPHOCTHI0/HEAKTYaIbHOCTHIO
unpopmanuu, ykazaHHo Kimentom B
KOHTaKTHOW WH(POpPMAITH, & TAKKE B CBSI3U C
HEJOCTYMHOCThIO 1711 KiMeHTa yKa3aHHBIX
CIOCO0O0B CBSI3H.

11. CPOK LEACTBUSI N MOPSIHOK
PACTOP)EHWSI JOrOBOPA

11.1. JloroBop BcTymaeT B CHIYy C
MOMEHTa MOJTyYEHUs Knuentom
VYBenomnenus o peructpauun Kimenra B
Cucreme.

11.2. JloroBop AEUCTBYET 1O MOMEHTA
MpEKpaIieHus BCEX JOTOBOPOB OaHKOBCKOTO
cyeTa (3a UCKIIIOUEHHEM CUeTa JIJIsl PaCueTOB C
UCIOJIb30BaHWEM  OAaHKOBCKUX  KapT) H
JIOTOBOPOB 0aHKOBCKOT'O BKJIaza,
3aKIroueHHBIX KimmenTom ¢ bankom.

10.2. Publication of Terms and
Conditions and information does not mean
their mandatory distribution via mass media.

10.3. The moment of publication of
Terms and Conditions and information, as well
as the moment of Client’s familiarization with
the published Terms and Conditions and
information is considered to be the moment of
their first placement in the corporate Internet
site of the Bank.

10.4. Notification of the Client on
issues related to the implementation of the
Agreement, including notification of the Client
on suspension / restriction of access to the
System, blocking of Password, the Table of
Session Keys on the initiative of the Bank, is
carried out by the Bank via the telephone
number mentioned by the Client in the contact
information of the Application on affiliation to
the Terms and Conditions, with subsequent
postal mailing of a written notification to the
address mentioned by the Client in the contact
information of the Application on affiliation to
the Terms and Conditions. The Bank does not
bear responsibility for negative circumstances
that may be arisen for the Client in the result of
non-receipt of the notification sent by the Bank
by means of above mentioned methods due to
inaccuracy/irrelevance of the information
mentioned by the Client in the contact
information, as well as due to unavailability of
the mentioned means of communication for the
Client.

11.PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

11.1. The Agreement enters into force
as soon as the Client receives notification on
registration of the Client in the System.

11.2. The Agreement is effective till
the moment of cancellation of all agreements
on bank accounts (except the accounts for
settlements by using bank cards) and bank
deposit agreements, signed between the Client
and the Bank.




11.3. Horosop MOXET  OBITh
pacTopruyT 1o TpedoBanuto oHoi n3 CTOpoH
B CJICAYIOIIEM TOPSIJIKE:

11.3.1. B cmydae pacTOp>KeHHs
HoroBopa 1o wuHunuatuBe banka, bank
yBegomiiier 00 stom Kimenrta He mo3naHee,
yeM 3a 14 (yeThIpHaIIaTh) KAJICHIAPHBIX THEH
hi(s) JIaThI pacTop>KeHust Horosopa
MIOCPEACTBOM HAMpaBICHUS COOOIICHUS IO
nouyroBoMy ajipecy Kimenra, cooOimieHHOMY
uM 1pu 3akmoueHun Jlorosopa, mmbo ¢
nomotiplo CUCTEMBI, TUOO MHBIM CIIOCOOOM,
YCTaHOBJICHHBIM Y clioBusIMU. O0s13aTeNIbCTBA
banka 1o mpueMy W HUCIOJIHEHHIO
Pacniopsoxenuit W/ COOO0IIeHUH
cBoOOmHOTO (hopMara C HCHOJIB30BAHUEM
CucreMbl CUMTAIOTCA MPEKPAIICHHBIMH C
JaThl U BPEMEHHU, YKa3aHHBIX B YBEOMJICHHH.

11.3.2. B cimydae pacTOp>KEHHS
Horosopa no ununuaruse Knuenra, Knuenr
yBeaoMisieT 00 3TomM  bank  nyrem
HaIpaBJICHUSl YBEIOMIIEHHS O pPacTOPKECHHUU
Horosopa mno Cucreme 1ubo nyTeMm
IIPEICTaBICHUsT B baHK  IMCBMEHHOIO
yBEAOMJIEHUSI O pacTopkeHuu Jlorosopa, npu
IMyHOM siBKe B bank. Jlorosop cuutaercs
PacTOPrHYTHIM € J1aThl perucTpauuu bankom
YKa3aHHOTO YBEIOMIICHHS, IIpU YCJIOBUU
orcyrctBust 'y KimeHta o00s3aTenbCcTB 1O
MOTalIeHUIO Tepel; baHKoM 3a710KEHHOCTH
no Jorosopy. Ilpum Hamuuum yKazaHHBIX
00513aTeNIbCTB 10 NOTAILIEHHUIO 33]I0JPKEHHOCTH

rnepen bankxom [orosop cuuTaercs
pacTOPrHyTHIM C MOMEHTAa HCIIOJHEHUS
00s3aHHOCTM IO  OIUlaTe  YKa3aHHOMU
33JJ0JDKEHHOCTH.

Bce Pacriopspkenust u/mim cooOmmeHust
CBOOO/THOTO ¢dopmara Knuenra,

3apeTUCTPUpPOBaHHBIE baHKOM 10 MOMeEHTa
nonydyeHuss  yBeaomsieHus — Knmenta o
pacTopKeHUH HoroBopa, nogyexKar
HCIOJIHCHNIO bBaHKOM B COOTBETCTBHH C
VcaoBusmu.

C MomeHTa mnonydyeHus: baHkoMm
yBenomsieHus: KnumeHta o  pactopkeHuu
JoroBopa baHk mpekpamiaer nOpueM U
3aBEpIIaeT WCIOJHEHUE paHee NPHHATHIX
Pacnopsixenuii Kinenra, COOOIIeHU
cBoOOIHOTO (hopMmarTa.

11.3. The Agreement can be canceled
upon request of one of the Parties according to
the procedure as follows:

11.3.1. In case of Agreement
cancellation by the initiative of the Bank, the
Bank notifies the Client on it not later than 14
(fourteen) calendar days prior to the date of
Agreement cancellation by means of sending a
message to the post address of the Client,
mentioned by the latter upon conclusion of the
Agreement either by means of the System, or
by any other means established by the Terms
and Conditions. The obligations of the Bank on
acceptance and execution of Orders and/or free
format messages by using the System are
considered terminated as of the date and time,
mentioned in the notification.

11.3.2. In case of Agreement
cancellation by the initiative of the Client, the
Client notifies the Bank on it via transferring a
notification on Agreement cancellation by
means of the System either by means of
submitting to the Bank a written notification
on Agreement cancellation upon in-person
visit to the Bank. The Agreement is considered
cancelled as of the date of registration of the
mentioned notification by the Bank provided
that the Client has no debt service obligations
to the Bank under the Agreement. In case of
presence of such debt service obligations to the
Bank, the Agreement is considered cancelled
as of the moment of performance of
obligations on payment of the mentioned debt.

All Orders and/or free format messages
of the Client, registered in the Bank till the
moment of receiving the notification of the
Client on Agreement cancellation are subject
to execution by the Bank according to the
mentioned Terms and Conditions.

As of the moment of receiving the
notification of the Client by the Bank on
Agreement Cancellation, the Bank stops
accepting and finalizes the execution of early
Orders and free format messages of the Client.




B caydae mnocrymienus B bank
YBEIOMJIEHUST O pactopxkeHuu Jlorosopa,

OTKJIFOUCHUE Knnenrta oT Cucremsl

OCYIIECTBIISIETCS:
- TEeKYIIUM pabOYuM JHEM - €CJIU
3asBJICHHE OT Kianenta

noctynuiio 10 17.30 (B nsaTHUILY
— g0 16.15, B npeanpa3zIHUYHbIC
aHd - 3a 1 (oauH) Yac 10
OKOHYaHUs  pabodero  JHA,
YCTAaHOBJICHHOTO MPHUKAa30M IO

banky, omyOjIMKOBaHHOM B
MOpsIIKE, PEyCMOTPEHHOM
pazoenom 10 YcnoBuit)

TEKyIIero pabovero JIHs;

—  CIEOyIOIUM pabdouuM JHEM -
ecnu  3asBieHue ot KimeHra
nocrynuino mocine 17.30 (B
natHUny - ¢ 1615, B
npeanpa3gHUYHbIe THU — MEHee
yeM 3a 1 (omuH) dac [0
OKOHuYaHus  pabodero  JHA,
YCTaHOBJICHHOTO TPUKA30M IO

banky, omyOJMKOBaHHOM B
MOPSIAKE, MPETYCMOTPEHHOM
pazoenom 10 Ycnosuif)

TeKyIero pabodero JHs WU B
ar000e BpeMs BBIXOJHOTO WIIU
mpasgHUYIHOI'O AHA.

11.4. TlpekpaiieHue 00s3aTENBCTB MO

JloroBopy =~ He  BJIeYeT  IpEKpalieHUs
0053aTeNIbCTB MO HMHBIM  JIOTOBOpaM
(cornameHusm), 3aKIIOYEHHBIM  MEXIY

Knuenrom n baakowm.

In case the Bank receives notification
on Agreement cancellation, the Client is
removed from the System as follows:

— onthe current working day - if the
Application from the Client was
received till 17:30 (on Friday —
till 16.15, on holidays - 1 (one)
hour prior to the end of the
working day, stipulated by the
order for the Bank, published
according to the procedure,
stipulated by the Section 10 of

the  present Terms  and
Conditions) of the current
working day;

— on the next working day - if the
Application from the Client was
received after 17:30 (on Friday —
after 16.15, on holidays - less
than 1 (one) hour prior to the end
of the working day, stipulated by
the order of the Bank, published
according to the procedure,
stipulated by the Section 10 of
the  present Terms and
Conditions) of the current
working day or at any time on
weekends and holidays.

11.4. Cancellation of obligations under
the Agreement does not bring to cancellation
of obligation under other agreements
(contracts) signed between the Client and the
Bank.




HPUJIOXEHHE 1. 3AAABJIEHUE O IPUCOEIUHEHHUMU K YCJIOBUAM
APPENDIX 1. Application on affiliation to the Terms and conditions

3ASBJEHUE
0 MPHUCOETMHEHNH K Y CJIOBUSIM TUCTAHIIMOHHOTO GAHKOBCKOI0 00CTYKUBAHUS (PU3NIECKUX JIHIT
nocpeacreom Cucremol EuroLink 8 AO AKB «<EBPO®UHAHC MOCHAPBAHK»

APPLICATION
on affiliation to the Terms and conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank.

damumust/Surname

Hms/Name

OrtyectBo (npu Hanmuuu)/Patronymic
name (if available)

Jara poxxnenus/Date of Birth

I'paxxnanctBo/Citizenship

JIOKyMEHT, y10CTOBEPSAIOIINI
JMYHOCTH (HaNMEHOBaHHME, CepHs,

HOMeEp, KOTJla ¥ KeM BBIIaH)/

Personal identification document
(name, series, number, date of issue,
issued by)

Anpec perucrpanyn/
Address of registration

Anpec npoxuBaHuUs/
Residential address

Anpec nns
koppecnonaeHimu/Address for
correspondence:

Konrakraas napopmarms/
Contact information:

Homamrauit Tenedon/
home telephone number

Mob6ubHBIH TenehoH/
mobile telephone number

CryxeOHbli Tenedon/
office telephone number

dakc/Fax

AJipec 3NeKTPOHHON MOYTHI/
e-mail address

KommenTapun (Bpems 3BoHKa u 1ip. )/
comments (time of call, etc.)

Komosoe coBo/Code word:

Jlorun (ue 60see 10 cumBosOB)/
Login (10 symbols max)




HononuutesnbHas uabpopmanusy/
Additional Information:

Koo kmuenma 6 ABC Banka/Client’s Code ir
Automated Banking System of the Bank:

Ne kapmouHnozo cuema, OmKpbLIMO20 8
Banke/ Ne of the card account, opened
in the Bank:

Hacrosmunm 3asBiIsII0 0 IPUCOSANHEHUH K IEHCTBYIOMEH pedakiuuu Y CIOBHH AMCTAHIIMOHHOTO OaHKOBCKOTO
obcnmyxuBanus pusnueckux auil mocpeactsom Crucremsl EuroLink 8 AO AKB «kEBPO®MHAHC MOCHAPBAHK»
(manee — YcioBus) B HOpsIKE, MPeIycMOTPeHHOM ctaTthelr 428 I'paknanckoro konekca Poccuiickoit denepanuu.
Bce nonoxxenns Y cioBuii pa3bsCHEHBI MHE B ITOJTHOM 00beMe, BKIIIOYasi OTBETCTBEHHOCTE CTOpoH, Tapudsr AO AKB
«EBPO®MTHAHC MOCHAPBAHKY, cny4dan u mopsaok yBeJOMIIEHHH 00 omeparusx, COBEpLUIAEMBIX 110 MOMM
0OaHKOBCKMM CUYE€TaM C HCIIOJIb30BAaHUEM QJICKTPOHHOTO CpCACTBA IJIaTCKa M MOPAJOK BHCCCHHUA B YcnoBus
W3MEHEHUI U JOIOIHEHUI.

Hereby I apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services
rendered to physical entities by means of EuroLink System in Evrofinance Mosnarbank (hereinafter referred to as
Terms and Conditions) according to the procedure stipulated by Article 428 of the Civil Code of the Russian
Federation. All the provisions of the Terms and Conditions have been explained to me in their full extent, including
the liabilities of the Parties, rates of Evrofinance Mosnharbank, cases and procedure of notification on transactions
conducted on my accounts by using electronic payment instrument and the procedure on making adjustments and
amendments in the Terms and Conditions.

[Ipomy mpenocTaButh MHE moctyn K CHcTeMe AMCTAHIMOHHOTO OaHKOBCKOro obOciyxuBanus AO AKDB
«EBPOOMHAHC MOCHAPBAHK» EuroLink u o6ecrnieunTs BO3MOKHOCTb €€  HCIOJIB30BAHUSA  JUIS
JUCTAHIOUOHHOI'O 0OaHKOBCKOI'O 06CJ'IY)KI/IBaHI/I$I B COOTBETCTBUU C Y CIIOBUSIMU.

Please provide me with access to the Remote Banking System of Evrofinance Mosnarbank, EuroLink and ensure
possibility of its use for remote banking services according to the Terms and Conditions.

ITloonucw Damunusn U.0.
Signature Print name

3anonnsiercs bankom
To be filled in by the Bank

3asaBienue IPUHATO B qacoB MHHYT «_» I.
The present Application is accepted at hours minutes
PabortHuk baHka: « » r.
Employee of the Bank: [oxamucs Damvmmms 1.0.

Signature Print name



MPUJIOXEHUE 2. 3AABJIEHUE O IMOJYUYEHUM TABJUIIBI CEAHCOBBIX KJIIOUYEN
APPENDIX 2. APPLICATION ON ACQUISITION OF TABLE OF SESSION KEYS
B AO AKB «EBPO®UHAHC MOCHAPBAHK»

Evrofinance Mosnarbank
ot/from

@.1.0./print name

JIOKYMEHT, yIOCTOBEPSIIOLINI JIMYHOCTB/
personal identification document:

HauMeHO8aHue, cepus, Homep, 0ama 8bl0ayi
name, serial number, date of issue

azapec peructparun/
address of registration:

ajipec mpoxuBaHwus/
residential address:

3asBieHue
0 nosryyeHuu Tadauubl ceaHCOBBIX KIKOYeil

Application
on acquisition of Table of Session Keys

or/dated “__ 7 20

HpOH.Iy B COOTBETCTBUH C Y CIOBHUSIMU JUCTAHIITMOHHOI'O 0aHKOBCKOI'O O6CJ'Iy)KI/IBaHI/I$[ (I)I/IBI/I‘{GCKI/IX JINIY

nocpezactBoM cuctembl EuroLink 8 AO AKb «kEBPOOMHAHC MOCHAPBAHK» Bbiiath Mue Tabuuiry ceaHCOBBIX
KJIIOYCH.

Please provide me with a Table of Session Keys according to the terms and conditions on remote banking
services rendered to physical entities via EuroLink system in Evrofinance Mosnarbank.

Iloonucw Damunus U.0.
Signature Print name

3anonnsiercs bankom
To be filled in by the Bank

3asBlIeHUE IPHHATO B 4acoB MHUHYT «_» r.
The present Application is accepted at hours minutes
PaboTtHuk baHka: « » r.
Employee of the Bank: [oxamucs Gamvmms 1.0.

Signature Print name



Bemeykasannpie  cpenctBa  goctyma k- Cucreme  «EuroLinky  AO  AKB  «EBPO®UHAHC
MOCHAPBAHK» nomyuun. IlonrBepiknaro, uro Ha BblAaHHON Tabmulle ceaHCOBBIX KIIOUEl He HapylleHa
LETOCTHOCTD 3aLIUTHOTO CIIOSL.

I have received the above mentioned means of access to “EuroLink” System of Evrofinance Mosnharbank.
Hereby | confirm that the coherence and integrity of the protection layer of the Table of Session Keys received by
me is not broken.

TToanuce damunms, ums, otaectBo Kimmenra
Signature Print name of the Client.




INPUJIOKEHHUE 3. PEKOMEHJIALAHU IO
NHPOPMAIIMOHHOU BE3OITAHOCTH

B cBf3u ¢ y4acTUBIIMMUCS CITy4YasiMU
IIPOBEACHUS] MOLICHHUYECKUX OINEepaluil Mo mnepeBory
JICHEeXKHBIX CPEJACTB C HUCIONb30BAaHHEM CUCTEM
JMCTaHIIMOHHOTO OaHKOBCKOTO OOCIY)KMBaHHMS depe3
cetb MHTepHeT M B IemAX IPeJOTBpALICHUS
HECaHKIIMOHNPOBaHHOTO nocTyma K Cueram Kimenra
CO CTOPOHBI 3JIOYMBIIIJICHHUKOB BaHK HacTOSTENbHO
PEKOMEHAYET (U3WYECKUM JIMIAM - II0JIb30BATEISIM

CucreMsl co0Jrro1aTh CIIeyIONTIE MepbI
WHPOPMAMOHHON OE30MTaCHOCTH:
e lcnons30BaTh Ha  IIOCTOSHHOM  OCHOBE

AQHTUBHPYCHOE IIPOrpaMMHOE oOecrieueHue c
TIOCIIEIHEH aKTyalIbHOI Bepcueil 0a3.

e  Perymsapno BBIIOJIHATh AHTUBUPYCHYIO
MIPOBEPKY J1JIsi CBOEBPEMEHHOT'O OOHAPYKEHHUS
BPEIOHOCHBIX IIPOTPAMM.

e PerymipHo  ycraHaBIMBaThb  OOHOBICHUS
OTIEpallMOHHONW  cucTeMbl H  Opaysepa
WnrepHer (mocpencTBom KOTOpOTO
ocymiecTBisieTes: 1ocTyn K Cucreme).

e Bxon B Cucremy peKoOMeHAyeTCs

OCYIIECTBIIATh IO CCBHUIKE Ha OQHINAIEHOM
caiite banka. [Ipu 3TOM Bcerja npoBepsiTh, 4TO
coeIMHeHUe OCYIIECTBIISIETCS o
OezomacHomy mporokony https Ha ampec
dbo.efbank.ru. Anpecnas ctpoka Opaysepa
IIpH TIePEX0/i€ Ha TOJUIMHHBIN cailT CHCTeMBI
JIOJDKHa TIOMEHSATh I[BeT Ha 3ejeHblil. B
cepTudUKaTe cepBepa B M0Je CYOBEKT JOIKHO
ObITh yka3aHo Ha3BaHme cepBepa (CN =
dbo.efbank.ru) wu opranuzanus Ha uUMs
kotopoi Beiian ceprudukar (O = Evrofinance
Mosnarbank). B mose u3narens D0JDKHA OBITH
yKazaHa OpraHu3alys, BeIIaBIIas cepTudurar
VeriSign mu Thawte.
e He mnomwp3oBathcsi CuCTEMOW C TOCTEBBIX
pabounx MecT (MHTEepHET-Kade U 1p.).
e He ycranaBnuBaTh OOHOBJICHHS CHUCTEMHOTO
MIPOrpaMMHOTO obecreueHnss Wi Opaysepa
WutepHer, moydeHHble OT UMEeHH baHka 1o
ANIEKTPOHHON TOYTE WM IPYTHM CIOCOOOM,
HE OTKPBIBATh CCHUIKH B TaKHUX ITOYTOBBIX
cooOmennsax. [lomyunB Takoe cooOIIeHue,
HE3aMEeIUTEBHO coo0IMTh 00 3TOM baHKy.
e PerymsipHO TPOBOINTH CBEPKY (UHAHCOBBIX
onepanui, BHIMTOJHEHHBIX B CHCTEME.
bank pexomennyer KiueHTy y4uThIBaTh
pucku npu padote ¢ Cucremoit uepe3 cets MHTEpHET 1
MMOHUMATh, YTO UCIIOIH30BAHUE TOJIBKO aHTUBUPYCHOTO
nporpaMMmHoOro obecneuenus He naet 100% rapanTum
3aIUTBl  OT  MHPOBEACHUS  3J0YMBINIUICHHUKOM
MolIeHHn4Yeckux onepauuii B Cucreme Knuenra.

Cnenyer YYUTHIBATh camble
paclpoCTpaHEHHbIE HA CETOMHSIIHUA JEeHb CXEMBI
MOIIICHHAYECTBa B ceTd MHTepHEeT:

o  «CoumanbHblit UHXUHUPUHT -
3JI0YMBIIIJICHHUKA pacchuIaloT SMS
coo0mennss OT WMeHH bamka u mox
Pa3IUYHBIMA MIpeIOTaMH TIBITAIOTCS

APPENDIX 3. RECOMMENDATIONS ON
INFORMATION SECURITY

With a view to the increasing number
of fraud transactions of funds by means of remote
banking systems via Internet and for the purposes of
prevention of unauthorized access of hackers to the
Accounts of the Clients, the Bank strongly recommends
to physical entities - System users to meet the following
measures of information security:

e To use on permanent basis anti-virus software
with the last updated version of databases.

e To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs.

e To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System).

e Itisrecommended to access the System via the
link on the official web-site of the Bank.
Thereat, it is required to check always, that the
connection is set by the safe https protocol to
the address of dbo.efbank.ru. The address line
of the Browser upon switching to the official
web-site of the System shall be colored in
green. In the server certificate the name of the
server shall be mentioned in the subject field
(CN = dbo.efbank.ru) and the organization in
the name of which the certificate is issued out
(O = Evrofinance Mosnarbank). In the
publisher field the name of the organization
issuing out the VeriSign or Thawte.certificate
shall be mentioned.

e Do not access the System using the guest
workplaces (cyber cafe, etc.).

e Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on the
above mentioned upon receiving such
messages.

e To carry out regular checks of financial
transactions conducted in the System.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software provides
with 100% protection guarantee from fraud transactions
by hackers in the System of the Client.

It is necessary to consider the most widely
spread schemes of fraudulent activities in the Internet
for today:

e “Social engineering” — the hackers send SMS
on behalf of the Bank and under various
pretexts try to get the Client’s Login,




nonyuuts ot Knwuenta Jlorunsi, Ilapomu,

@®.1.0, HOMEpa CYETOB, KapT, MUH-KOIOB H

T.I.

e «DuwmuHry — KnueHty npuceliaeTcs 1no no4re
WJIN UHBIM CIIOCOOOM CCHUTKA Ha TOJAETbHBIN
caliT, KOTOpbIi MOXET BHU3YalbHO HE
OTIMYaThCI OT TOAJIMHHOTO, C TIPOChOOH
BBectH Jlorun, Ilapons Ha noctyn k Cucrteme
W Jpyrue NaHHbIE MOA JIIOOBIM TIPEIIOroM
(uctex CpOK JeiictBus napoJ,
HEOOXOAMMOCTh TPOMTH JOTOIHHUTEIBHYIO
aBTOPU3ALHUIO, Ppa30i10KHpOBKa
3a0JIOKHPOBAHHOTO IOCTYNA M T.IL.).

e 3apaxeHne BPEIOHOCHBIM KOJIOM -
MIPOUCXOTUT qepes pacIpocTpaHeHue
BPEIOHOCHBIX TIporpaMm depe3 HHTepHET-
pecypchl, HampuMep, CaiThl COIMAIBHBIX
ceTell WM TOCPEICTBOM  CIIaM-PACCBUIKA
qyepe3 eKTPoHHYIo nouty. [locne 3apaxkenus
Cuctemsl KnneHTta BUPYCOM WIIH «TPOSTHOM»
37I0YMBIIIJICHHUK TT0JTy4aeT IOJIHBIH KOHTPOJIb
Haz CHCTeMOH.

IIpu ucnonezoBanuu CHCTEMBI HEOOXOAUMO
IIOMHUTb, 4TO:

Bank He paccpulaeT COOOUIEHUS IOCPEICTBOM
SMS niaM 371€eKTPOHHOM MOYTHI C 3alIPOCOM MOJTYyUEHUS
nanHbIX KimenTa nim nanssix o Cucreme.

Wudopmuposanne banmkom mo SMS (mpu
MOJKJIIOYEHNH JaHHOW  YCIIyTH) OCYIIECTBIIAETCS
TonbKo MO (akty momyuenus bankom mo Cucreme
Pacriopsokennss ot Knwenta w00  uMCIOJIHEHHH
MOJTy4eHHOTO PacnopspkeHus.

B ciydae BBISBJICHUS Knuentom
MOJIO3PUTENBHBIX orepaiuii B CucteMe HEOOXOAMMO
He3aMeUTUTENbHO CBA3aThest co Ciry»k00i KIMEHTCKOM
NOJJIEP)KKH 10 TejedoHaMm, ONMyOJMKOBaHHBIM B
TIOPSIIIKE, TIPelyCMOTpeHHOM B paszzaene 10 Ycnosuii.

Password, Print Name, numbers of accounts,
cards, pin codes, etc.

e “Fishing” — The Client receives by mail or
otherwise a link to fake web-site, which can be
visually identical to the official one, with a
request to enter the Login and Password for any
reasons (Password is out-of-date, additional
authorization is required, unlocking of the
blocked access, etc.).

e Infection by a malicious code — by means of
spreading malicious programs via Internet
resources, for example, social networks web-
sites, or by spamming via electronic mail. After
infecting the Client’s System with a virus or a
“Troyan” program the hacker gets full control
over the System.

When using the System it is required to
remember that:

The Bank does not send messages via SMS or
electronic mail with a request of getting the data of the
Client or data on the System:

The Bank informs via SMS (if the mentioned
service is activated) only with regards to the receipt by
the Bank the Client’s Order via the System and
execution of the received Resolution.

In case the Client discloses suspicious
transactions in the System, it is required to refer to the
Client Support Center immediately via telephone
numbers published according to the procedure
stipulated by Section 10 of the present Terms and
Conditions.




