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COTJANIEHUNE
00 MCNO0JIb30BAHMH JIEKTPOHHON CHCTEMBI
AUCTAHIIUOHHOT0 0AHKOBCKOI0

00C/TyKUBAHMS
Hacrosiee Cornanrenue 00
HCIIOJIb30BaHUU AJIIEKTPOHHOMU CHCTEMBI
JTUCTAHIIMOHHOTO OAaHKOBCKOTO OOCITY)KHBaHHS
(manee — CornamieHue) SBISETCA JOTOBOPOM
MPUCOEIUHEHUSI B COOTBETCTBUM CO CT.428
['paxxnanckoro KOJIEKCa Poccuiickoit

CDe/:[ep alnuy, N 3aK/II4acTCia B IMOPAIKE,
YCTAaHOBJICHHOM HACTOAIIUM CornanicHueM.

TepMHUHBI U ONpeaeIeHUus

B nacrosmem  CornameHun — ciaeayrouiue
oTpeieNIeHUs] UMEIOT ClieAyIolIee 3HaUeHue.

Bbank — AKIITUOHEPHbBII KOMMEPYECKUN
BAHK «EBPO®UHAHC MOCHAPBAHK»

(axumoHepHoe 00111eCTBO) (momuoe
naumenonanue), AO AKb «EBPOOHUHAHC
MOCHAPBAHK» (cokpareHHoe

HauMeHoBaHue), aapec: 121099, r. Mocksa, yi.
Hosriii ApOat, 1.29, opuiuanbHblil caliT B ceTH
«MHTepueT»: WWw.evrofinance.ru, reaepanbHast
JUIEH3UsT  HA  TpOBEIEeHHE  OaHKOBCKHUX

onepaunii Ne2402, BeinanHass bankom Poccun
23.07.2015.

Baageaen cepruukara KiI04Ya IPOBEPKH
I — Kimenr, koropomy bankom BbInaH
Cepruduxar PaGouero xiroya.

)_IOKyMeHTa].[I/IH - BCC PYKOBOJCTBA,
HHCTPYKIMHU, TEXHUUYCCKHUE OIMCAHUA WU Apyrad
AOKYMCHTaIu, Kacaromasacs CI/ICTGMLI,

KOTOpBIE pa3MemnaloTcsi bBaHKOM B 3JIEKTPOHHOM
BUjie Ha oduunuansHoM caiite banka B cerH
«HTepHeT» 1o aapecy Www.evrofinance.ru.

Horosop 00 ucnoan3oBanum /AbO - norosop
00 WCMONBh30BAaHUHM DIIEKTPOHHOH  CHUCTEMBI
JTUCTAHIIMOHHOTO OAHKOBCKOTO OOCITYKUBaHUS
(mo ¢opme banka), 3aKIIOYEHHBIH MEXIy
Knuentom u bankoM, ¢ mOMONIbIO KOTOPOTO
Knuent mnpucoegunserca k CornameHuro B
IEJIOM B COOTBETCTBUH CO CTaTrhbed CcT.428
I'pasknanckoro KOJIeKca Pocculickoit

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
07.23.2015.

Holder of the ES verification key certificate
— a Client to whom the Bank has issued an
Operational Key Certificate.

Documentation — all the manuals,
instructions, functional descriptions and other
documentation, relating to the System, which
are placed by the Bank in electronic formatat
the Bank’s website www.evrofinance.ru

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 422 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in
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denepanuu. 3akmouenue  JloroBopa 00
ucnons3oBanun  JIbO  ocymectBiusercs B
MopsiIKe, ycTaHOBJIEHHOM CorJialeHueM.

3akpbiThiii kw4 DIl —  yHuKanbHasA
[IOCJIEI0BATEIbHOCTh  CHUMBOJIOB,  M3BECTHast
tonibko  Brageneny  ceprudukara  kiroua
MPOBEPKHU oIl 51 YOJIHOMOYEHHOMY

npencrasutento Kimenra, npeaHa3HadeHHas A7
CO3/1aHUsA B OJEKTPOHHBIX JokyMeHTax Ol u
UACHTUDUKALIMN Y0JTHOMOYEHHOTO
npexncraButenss Knuenta B Cucreme, u
OJJHO3HA4YHO cCBsi3aHHas ¢ OTKPBITBIM KIIIOUOM
OIl.

KBuranumss — »2JIeKTpOHHOE COOOIIEHHE O
nprueMe OJIEKTPOHHOTO JoKymMeHTa CTOpPOHBI-

ornpaButess  CTOpoOHOW-MOJIydaTeNneM WM
cMeHe  craryca  JokymeHTa  CTOpOHOM-
mojiydyateJieM B Ipomecce  o0paboTKwH.

[lonyuyenue kButanuuu B CHcTeMe BIEYET 3a
coboif cMeHy craryca aokymeHTa B Cucreme
CTOpOHBI-OTIIPABUTEIS.

KuameHnT — ropuanueckoe JuIo0, 3aKIFOUUBILIEE C
bankom Cornamienue myreM NpPUCOEAUMHEHUS K
HEMY.

Knwuy (M) — COBMECTHO WM, €CIIM YKa3aHO
0oco6o, pasnmenbHOo, OTKpbITEIA K04 Ol
3akpbITeiid Kitou OI1, CekpeTHbI U OTKPBITHII
KITFOYH MU(POBAHMUS.

KomoBoe c1oBO —  1mocienoBaTeNbHOCTD
CHUMBOJIOB, M3BeCcTHas1 Toapko KimmeHnty u baHky,
ucronezyemas g uneHTuukanuun Knuenta
pu TeaepoHHOM pazroBope ¢ KiineHTom B memsax
MOJITBEPKICHUS/HETIOATBEPKICHUS

BO300HOBJICHUS WCIIOJTHEHUS olepanuy,
COOTBETCTBYIOIIEW IIPU3HAKAM OCYIIECTBICHUS
nepeBojia JIEHEXKHBIX CpeACTB 0e3 coriacus
Knuenra. Konosoe CJI0BO MOXKET
HCIIOJIB30BaThCsl MHOTOKpaTtHO. KomoBoe ciioBo
ykaspiBaeTcsi B JloroBope 00 UCIONBb30BaHUH
JNbO u wmoxer OBITh HW3MEHEHO B TIOPSIJIKE,
npenrycMoTpeHHOM CormnamieHueM.

Komnpomerauuss kiaw4eil — BO3HUKHOBEHHUE
MOJIO3PEHUII B TOM, YTO HcmoJib3yemble Kirouun
JNOCTYIHBI ~ JIMIIaM, HE WMEIOIMM Ha TO
nostHoMo4Hni. K coOBITHSAM, BIEKYITUM 3a COO0O0M
Komnpowmeranuio Knroueit, oTHOCSTCS, BKIIIOYas,

accordance with the procedure established
hereby.

ES Private Key — a unique symbol sequence
known only to the Holder of the ES
verification key certificate and the Authorized
Representative of the Client and designed for
generation of Electronic Signatures in the
Electronic Documents and identification of the
Authorized Representative of the Client in the
System, and uniquely associated with the ES
Public Key.

Receipt confirmation — an electronic
message on the reception of the Electronic
document sent by the Sending party and
received by the Receiving party or the change
of the document status by the Receiving party
during processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Key(s) — jointly or, if specified so, separately,
the ES Public Key, ES Private Key, Secret and
Public Encryption Keys.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with
the Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the consent of the
Client. The Code Word may be used more
than once. The Code Word shall be specified
in the Contract on the Use of RBS and may be
changed in the procedure established by the
Agreement.

Key compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:




HO, HE OTPAaHUYMBASICh, CIEAYIOIINE COOBITHSL:

- yrpaTa Hocurelen ¢ Kirrouamu;

- yrpara Hocurenei ¢ Kirrouamu ¢ nocnenyrommum
OOHapyKECHHEM;

- OCTYI IIOCTOPOHHUX JILL (ne

YnonHoMoueHHbIX npencTtaBurenceii Kinuenra) k

Karouam, ucnons3zoBanue Kirouei 6e3 cornacus

Kmmenra;

- Jpyrue coObITHs, KOTOpble, IO MHEHHIO

CropoH,  CBHUIETENBCTBYIOT O  HAJIUYUHU

BO3MOXXHOCTH HecaHKIIMOHMPOBAaHHOTO IOCTyNa

TpeThux Jinn K Kimrouam.

Konpunenuuanbnas unpopmauus — igrodas
uHnpopmanus (cBeaeHus), KoTtopoil CTOPOHBI
OOMEHHMBAIOTCS B COOTBETCTBHHM C HACTOSIINM
CornamieHueM W KOTOpas HOCUT YacCTHBIMH,
HEMYOJIMYHBIA U KOH(UACHIUAIBHBIA XapaKTep
U UMEET JCUCTBUTEIbHYIO MM MOTEHIUAIbHYIO
LIEHHOCTh B CHJIy €€ HEWU3BECTHOCTU TPETHUM
JIULAM.

HecankumoHMpPOBaHHBIN J0CTYH — JOCTYI K
Cucreme (B TOM uHciae, K OJIEKTPOHHBIM
JIOKyMEHTaM), €€ HCIIOJIb30BaHUE JIMIAMHU, HE
MUMEIOIIMMH Ha TO TIOTHOMOYHIA.

OrkpeiThiii kmwou Il —  yHuKanbHas
MIOCJIEI0BATEIBHOCTD CHUMBOJIOB,
COOTBETCTByIOIIAsl 3akpbiToMy Kiatouy OIl,

AOCTYIIHaA J'IIO6OMy mmojp3oBaTelito CUCTEMBI U
npeaHazHauCHHasg JId MPOBCPKHU IMOAJIMHHOCTHU

OIl B DOneKTpOHHOM JIOKYMEHTE H  €ro
LIEJIOCTHOCTH.
IlnanoBass cmeHa paloumx KJO4Yeld —

co3/laHie YTOJHOMOYEHHBIM IpE/ICTaBUTEIEM
Kmuenta HoOBbIX Paboumx xirouei, KoTopoe
OCYILIECTBIISAETCS A0 UCTEUYEHUS CPOKa AECUCTBUS
neiicrytromero Paboyero kiroya.

IIpoBepka JII DJIeKTPOHHOr0 AOKYMEHTa -
IIPOBEPKA COOTHOLIEHHUS, CBS3BIBAIOLIETO XdIII-
GyHKIUIO  DJNEeKTpOHHOTO  JoKyMmMeHTa, Il
Takoro JokymeHta U OrtkpbiToro kimroua OlI
noanucasuiero abonenta. Eciu takas nposepxka,
npousBeneHHass  Ha  CpexncTBax — 3aIIMTHI
uH(pOpMalKH, AACT MOJIOKUTEIbHBIN pe3ybTarT,
To OIl mnpusHaercs mpaBWIBHOH, a cam
DONEeKTPOHHBIA JTOKYMEHT — TMOJIMHHBIM, 0€3
UCKa)KEHUH, B IPOTUBHOM Cllydyae DJIEKTPOHHBII
JOKYMEHT cyuTaeTcsi omuoounbiM, a Ol moxg
HUM - HEJICUCTBUTEIILHOM.

loss of media with the Keys;

loss of media with the Keys with their
subsequent finding;

access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

other events, which according to the Parties
evidence the possibility of Unauthorized
Access of third parties to the Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.

ES Public Key — a unique symbol sequence,
corresponding to the ES Private Key
accessible to any user of the System and
designed for verification of authenticity of the
Electronic Signature within the Electronic
Document, as well as a check on its entirety.

Planned change of Operational Keys -
generation of new Operational Keys by the
Client’s Authorized Representative before the
expiry of the current Operational Key.

Check of the Electronic Signature of an
Electronic Document - check on the
interrelation between the Electronic document
connecting the hash function, Electronic
Signature of such document and an Electronic
Signature Open Key of the signing subscriber.
If such check, conducted with the information
security product, provides a positive result,
then the Electronic Signature is acknowledged
as correct, and the Electronic document is
found authentic, without distortions, otherwise
the Electronic Document is found faulty, and




Padouuii neHb — pabounii 1eHb, TPU3HABACMBIN
TaKOBBIM ITPUMEHUMBIM K AesiTenbHOCTH CTOpOH
3aKOHO/IaTEILCTBOM K101 13 CTOPOH.

Pabouue KJII0UH - Kirouwn,
MpeIHa3HAYCHHBIC IS MTOATBEPIKICHUS
aBTOPCTBA, [IEJIOCTHOCTH u
KOH(UICHIIMATEHOCTH DNEKTPOHHBIX
JOKYMEHTOB,  IepefaBaeMbix B Cucreme.
Paboune KITFOUH dbopmupyroTcs

Y1onHOMOYEHHBIM TpecTaBuTeaeM Kiumenra
camocTtoATenbHO 1nocpenctBoM Cucrembl. Cpok
nericteus Pabouymx kirouyeil cocrasiisieT 36
MECSIEB C JaThl (OPMHPOBAHHS 3ampoca Ha
co3nanue Ceprudukara Pabouero kiroua.

CexperHblid " OTKPBITHII KJIIOYH
mudposanus — Kirouw, ucnons3dyemsle LI
npouenypsl UGpoBaHUS U JemU(POBaHUSL
DNEeKTPOHHBIX MOKyMeHTOB. [lpu mmppoBanum
UCIOJIb3YETCS  OTKPBITHIA K04  CTOpOHBI-
noJiyyatesns, Ipu pacliupoBaHUU CEKPETHBIN
K1t04 CTOPOHBI-TIOTyYaTEeIs.

Cepruduxar Padouero kiaroua - 3J1€KTPOHHBII
nokyMeHT ¢ DIl banka, cogepxamuii OTKpBITHII
kmou DIl m mmdpoBaHus, a Takke CBeIEHUS,

UJACHTUQUIMPYIOIINE Y10JIHOMOYEHHOT O
IIPEICTaBUTEIS Kinenra. Ceprudukar
IpeHa3HauYeH JUISt MOJITBEPKICHUS
MOIJIMHHOCTH oI, UACHTUDUKALIH

YnonHomoueHHoro mnpezacrasurens Kimenra B
Cucreme, a Takke U1 TMOATBEPKACHUS
npuHagiexxkHocty  OtkpeiToro  kimoua  Oll
Kinuenry.

Cucrema — KopropaTHBHas HH(OpMaIMOHHAs
cucTema JTUCTAaHIIMOHHOTO 0aHKOBCKOIO
oOCITy’>)KMBaHMsI,  OpraHuM3oBaHHas  baHkowMm,
IIPECTaBIIAIOIIAs coboi KOMILJIEKC
IIPOrPaMMHO-TEXHUYECKHUX CPEICTB "
OpPraHMU3aIMOHHBIX MEPONPUITUN I CO3JaHMs,
3alUTHI, Tlepeadn U 00paboTKH DIEKTPOHHBIX
TOKYMEHTOB c HCIIOJIb30BAHUEM ceTH
«WHTepHer». Cucrema HUCHONB3YETCS  Kak
JIEKTPOHHOE CpeACTBO IUIaTexXa u
obecrieunBaer co3ganue Ol B DiekTpoHHOM
JOKYMEHTE€ C HCIOJb30BaHUEM  3aKpBITOTO
kioua OII, moarBep)kaeHue noymmHHOCTH Jl1 B
OJNEeKTPOHHOM JIOKYMEHTE C HCIOJIb30BaHUEM
OtxkpsiToro kiroya JI1, cozganue Kirouei.

the Electronic Signature thereto as invalid.

Business day — business day that is found as
under the legislation, of each of the Parties,
applicable to the operations of the Parties.

Operational keys — Keys provided for
the confirmation of authorship, entirety and
confidentiality of the Electronic Documents,
transmitted within the System. Operational
Keys are generated independently by the
Client’s Authorized Representative by means
of the System. The wvalidity period of
Operational Keys is 36 months from the date
of the request for an Operational Key
Certificate.

Secret and Public Encryption Keys - Keys
used for encrypting and decrypting Electronic
Documents. When encrypting, the Public Key
of the recipient Party is wused. When
decrypting, the Secret Key of the recipient
Party is used.

Operational Key certificate — an electronic
document with the Bank’s ES containing ES
Public and Encryption Keys, as well as the
information, identifying the Authorized
Representative of the Client. The Certificate is
designed for confirmation of Electronic
Signature authentication and identification of
the Authorized Representative of the Client in
the System, as well as for confirmation that
the ES Public Key belongs to the Client.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational ~measures for generating,
protecting, transmitting, and processing
Electronic Documents through the Internet.
The System is used as electronic means of
payment and provides for ES generation in an
Electronic Document using the ES Private
Key, confirmation of the ES authenticity in the
Electronic Document using the ES Public Key,
and generation of Keys.




CpencrBa 3ammtbl HHpopmanun «OpenSSLy
— Kpunrorpauueckue CpEeICTBa,
00ECIeYNBAIONINE  PEANTH3ALUI0  CIETYIOINX
byakumii: co3manue Ol B DieKTpoHHOM
JOKYMEHTE C HCIIOJIb30BAHMEM  3aKpbITOTO
kioya OII, mpoepka Il  DaekTpoHHOrO
JOKYMEHTa C HCHojib30BaHUEM OTKpPBITOrO
kioua OII, cozmanue 3akpbIThiX U OTKPBITHIX
karouern  OIl, a  Takke  co3gaHue |
ucnonb3oBaHue  CeKpeTHbIX M OTKPBITHIX

Kmoyed  mudpoBaHus, — MUGpPOBaHUE |
pacmudpoBaHue.

Cpencra 3aLUTHI HHpoOpMaLUH
«Kpunrollpo» - cepTHU(HUIMPOBAHHBIE
KpUnrorpaduuyeckue CpelCTBa,

00eCTeYnBaOIINEe  PEATH3ANUI0  CIIeIYIOIIUX
¢byukmuii:  co3manue Ol B DieKTpoHHOM
JOKYMEHTE C HCIOJIb30BAaHUEM  3aKpBITOTO
kimoua  Oll, mnposepka OII  DnekTpoHHOTO
JOKyMEHTa C HCIOJb30BaHUEM OTKpPBITOTO
kimoua Oll, cozmanue 3akpbITbiX U OTKPBITBHIX
kmouern  OII, a  Takke  co3maHue U
ucronb3oBaHue  CeKpeTHbIX U OTKPBITHIX

Kiouedl  mmdpoBaHusa, — mudpoBaHHE U
pacudpoBaHue.

CpeacrBa o0pabdoTkm " XpaHeHus!
HHpopMaAMH —  TPOrpaMMHO-aNIapaTHble

cpezacTBa, TpeOOBaHUS K KOTOPHIM IPUBECHHI B
[Tpunoxenun Nel k Cornamienuro.

Cropona (Croponbl) — bauk u/unu Knuenr.

Cuer - cuer, oTkpbIThIi bankom Kiuenry na
MOMEHT 3aKII4eHUs Hacrosero CoryameHus
WIN cyYeTa, KOTopble OyayT OTKpbITHI baHkom
Kmuenty B OyaymemM, Ha  OCHOBaHUH
COOTBETCTBYIOIIUX  JIOTOBOPOB  OAHKOBCKOTO
cueta (manee — «ABC»), 3aKIIOYEHHBIX MEXIY
Croponamu.

Tapugsl - pazmepsl Bo3HarpaxxaeHuss banka 3a
OKa3plBacMble 10 HacTosmeMy CornameHuto
pabotel M ycnyru. Tapudsl ycTaHaBIMBAIOTCS
bankom. JlelcTByrOIME HA MOMEHT 3aKJIFOUECHUS
Hactosmero Cornamenuss Tapudsl JOBOASTCS
no cBegeHuss KiumeHta 1npu 3aKiIIOUYEHUU
HacTtosAmero CornameHus, a TaKxKe 10 IEpPBOMY
tpeboBanuto Kmnmenra. Tapudsr Moryr ObITh
U3MEHEHbl baHKOM B OJHOCTOPOHHEM NOpSIKE,
o yem bank yBemomisier KiimeHta He mosnHee,

Information Security Products OpenSSL —
cryptographic tools providing for the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the
ES Public Key, generation of ES Private and
Public Keys, as well as generation and using of
Secret and Public Encryption Keys, encryption
and decryption.

Software  protecting the information
CryptoPro - is certified cryptographic tool
which ensures the execution of the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the
ES Public Key, generation of ES Private and
Public Keys, as well as generation and using of
Secret and Public Encryption Keys, encryption
and decryption.

Products designed for processing and
storage of information — software and
hardware, requirements for which are shown
in Annex No. 1 to the Agreement.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank
for the Client at the time of the conclusion of
the present Agreement or accounts which will
be opened by the Bank for the Client in the
future, based on the corresponding bank
account agreements (hereinafter referred to as
“BAA”), concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the
Bank. Tariffs, that are valid at the time of
entering into the present Agreement, are
brought to the attention of the Client when
entering into the present Agreement, as well
as at the first request of the Client. Tariffs may
be changed by the Bank in a unilateral
manner, about which the Bank informs the




yem 3a 5 (math) Pabounx nueit banka mo matsl
BBOJAa B  JCHCTBHE  H3MEHEHUU  IIyTEM
pazMenienuss WHGOPMalMU B ONEPAMOHHOM
3ane banka, Ha odunmansHOM caiite banka B
cetu «MHTepHET», a TaKXke MyTEeM Nepeaadyu
yKa3aHHOU uH(popManuu MOCPEJICTBOM
Cucremsl.

YnoaHoMoveHHblii npencraBurenb Kimenra
— (umsmueckoe nuIo, ykazanHoe B JlaHHBIX O
Bnanensne ceprudukara ximroua nposepku Oll,
HajeneHHoe KimeHToM mpaBOM MOANMMCAHUS

DJIEKTPOHHBIX JIOKYMEHTOB OI1 IUIA
MOCJIe Iy oIeH nepeaaqn MOCPEJICTBOM
Cucremsl w/unu Bxojga B CucreMy, co3laHus
JIFOOBIX DNEeKTPOHHBIX JIOKYMEHTOB,

YCTAHOBJICHHS 3alIUIIEHHOTO COEIUHEHUS C
bankom nns mpuema ©  OTHPABKU  JIFOOBIX
DNEKTPOHHBIX JOKYMEHTOB, NoanucanHbix Ol
Knuenra, u Bnageromiee 3akpeIThiM KitrouoM Il
MO3BOJSOIIMM co371aBath Ol B DeKTpOHHBIX
JMOKyMEeHTaxX  (MOANUCHIBATH  DIJIEKTPOHHBIE
JIOKYMEHTBI) u UACHTU(PUIIUPOBATD
YnonHoMmoueHHOTO mnpenctaButenss Knuenta B
Cucrewme.

Xom-QpyHKIUA —  QITOPUTM  BBIYUCIIEHUS
KOHTPOJIbHOU MOCJIEI0BATEIbHOCTH TUISt
MIPOU3BOJIBHBIX  JJIEKTPOHHBIX  COOOLIEHHH C
LETIBIO JI0Ka3aTeIbHON IIPOBEPKHU ux
L[EJIOCTHOCTH.

IIudpoBanne — mnpeoOpa3zoBaHUE JaHHBIX
UCXOJHBIX  (OTKPBITBIX) COOOIIEHUN TaKUM
o0pa3oM, YTO HUX  CMBICI  CTaHOBUTCS
HEJOCTYIIHBIM  JJIsi  Joboro  juia,  He
BJIA/ICIOILETO CEKPETOM o0paTHOro
npeoOpa3oBaHMs.

PacumdpoBanme — omepanus  oOpaTHas
M1 QppoBaHuIo.

JuiekTpoHHasi mnoamuch (JII) — pekBusur

DIEeKTPOHHOTO JOKYMEHTa, IpeIHA3HAYCHHBIN
JUIS 3aIUTHI JAHHOTO DJIEKTPOHHOTO JOKYMEHTA
OT TOJJENKH, IIOJYYEHHBI B pE3ysbTare
KpUNTOTpapuuecKoro npeoOpa3oBaHus
uH(pOpPMALlUM C UCHOJb30BaHUEM 3aKpBITOTO
kimoya D11 ¥ mo3BONIAIONNI NASHTH(PUINPOBAT
Bnanensna ceprudukara kiaoua nmposepku D11 u
YnonHomoueHHoro npencrasutens Knuenra c
IIPaBOM IOJIMUCH DJIEKTPOHHBIX JOKYMEHTOB, a
TAK)K€  yIOCTOBEPUTHCSI B IIEJIOCTHOCTH

Client no later than 5 (five) Business days of
the Bank before the date of commissioning the
changes through posting the information in the
operating area of the Bank, on the official
web-site of the Bank in the Internet, as well as
through the transfer of the said information
through the System.

Authorized Representative of the Client —
an individual specified in the Information
about the ES Verification Key Certificate
Holder and empowered by the Client to sign
Electronic Documents with an Electronic
Signature for subsequent transfer by means of
the System and/or logging in the System, to
generate any Electronic Documents, to
establish a secure connection with the Bank
for reception and transmission of any
Electronic Documents signed by the Client’s
Electronic Signature, and possessing a Private
Electronic Signature Key, which allows to
generate an Electronic Signature in Electronic
Documents (to sign Electronic Documents)
and to identify the Authorized Representative
of the Client in the System.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary
control of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — details of an
Electronic Document, which are designed for
the protection of the given Electronic
Document against falsification, received as
result of cryptographic transformation of
information with the use of a ES Private Key
and which allow to identify the ES
Verification Key Certificate Holder and the
Authorized Representative of the Client
entitled to sign Electronic Documents, as well
as to assure the entirety and integrity of the




nHpopManuu DIEKTPOHHOTO JOKyMmMeHTa. s
BbIpaboTkn u  mpoBepku Ol  Kimentom
HCIIONB3YIOTCA MporpaMMHblie CpencTBa 3aiuThl
uHpopMauu «OpenSSLy, bankom
HCIIONB3YIOTCA MporpaMMHbie CpencTBa 3aiuThl
unpopmamnuun  «Kpunrollpo». B pamkax
Hactosmero CornameHus MoJ JIEKTPOHHOU
MOJIHUCHIO [IOHMMAETCS yCUJIEHHAs
HEKBaJIM(ULIMPOBAHHAS JIEKTPOHHAS MOAMKCH.

DJIEKTPOHHBIA  JOKYMEHT — DJJICKTPOHHOE
cooOmenne, mnoxanucanHoe OII, a Takxke
IJIaTeKHOE TpeOoBaHUE, TPEOYIOIIee MOTyICHHS
akuenrta Kiumenra, He mnoamnucanHoe OII, wu
nepeaanHoe oaHoM u3 CtopoH npyroit CTopoHe
nocpeactBoM CUCTEMBI, B KOTOPOM HH(pOpMaIHs
mpe/icTaBiIeHa B AIIEKTPOHHON dopme,
paBHO3HAYHOE  JIOKYMEHTY Ha  OyMakKHOM
HOCHUTEJIE, TOJIMUCAHHOMY COOCTBEHHOPYYHOM
MOANUCHI0  (COOCTBEHHOPYYHBIMU TOJIUCSIMHU)
YIOJTHOMOYEHHBIX JHll CTOPOH U CKPEIJICHHOMY
neyateto (Ipy €€ HAIMYMM) B Ciydae
HEO0OXOIUMOCTH.

Crartbi 1. IlIpeamer Coryanenus

1.1. CTOpOHBI YCTaHABIMBAIOT MEXAYy COOOM
MOPSIZIOK M YCJIOBUSI OOMEHa DJIEeKTPOHHBIMHU
nokymMeHTamMu 1o Cucreme B LeNsAX MPOBEICHHS
Ha OCHOBAaHMU  OJEKTPOHHBIX JOKYMEHTOB
0aHKOBCKHUX omepaiuil (B TOM 4YHCII€ PaCYETHBIX )
no Cueram, OCYUIECTBIEHUS JAETO3UTAPHBIX
orepalui, 3aKII0YEHHs JJOTOBOPOB OAHKOBCKOI'O
BKJIaia (Jermo3uTa), 3aKIIOYEHHUS KPEIUTHBIX
JIOTOBOPOB (B TOM 4YHCJI€, HO HE OIPaHUYUBASCh,
COMVIAIIEHUH O TMpPEeAOCTaBICHUH KPEAUTHOU
JIMHWUHU, KPEIUTHBIX JIOTOBOPOB, 3aKJIIOYAEMbIX B
pamMKax corjamieHui O MOpsJIKe MPeaoCTaBIECHUS
KpPEIUTOB) U MHBIX CHETOK (B TOM YHCIE, HO HE

OTrpaHUYMUBAsCH, 3aJI0T, MIOPYYHUTENBCTBO,
COTJIAIIEHHE O TMPEJOCTaBIeHUN OaHKOBCKUX
rapaHTHii, COTJIALIEHUE 0 MOpAJIKE

IIPEIOCTABIEHUSI ~ KPEAWUTOB),  IPEIJIOKEHHUE
(oepra) 3aKIOUUTH KOTOPBIE C TOMOIIBIO
Cucrempl nocrynwiu Kimenty ot banka, a
TaKkKe B IENAX OCYIIECTBIEHUS oOIepanuil u
JNEUCTBUM B  COOTBETCTBUHM C  YCJIOBHSMH
3akmoueHHbIX Mexay Croponamu JIBC u uHBIX
coryameHui, ocymectsieHust bankom ¢yHkimi
areHTa BaJIOTHOTO KOHTPOJIS, NMPEAOCTaBICHUS B
bank JIOKYMEHTOB, HEOOXOIUMBIX JUISL
OCYIIIECTBJICHUS bankom byHKIHH,
YCTaHOBJIEHHBIX 3aKOHOAATEIbCTBOM

information contained in the Electronic
Document. The OpenSSL information security
software is used by the Client to generate and
verify an Electronic Signature, the Bank uses
the information protector CryptoPro. For the
purposes of this Agreement, an Electronic
Signature means a reinforced unqualified
electronic signature.

Electronic Document — an electronic
message, which is signed with ES, as well as a
payment order which requires the Customer’s
acceptance and not signed with ES, and
transmitted by one of the Parties to the other
Party via the System presenting information in
an electronic form, and which is equivalent to
a hard copy document signed with a
handwritten signature (signatures) of the
authorized representatives of the Parties and
bearing a seal (if applicable), if required.

Article 1. The Subject-Matter of the
Agreement

1.1. The Parties have established the
procedure and the terms for the exchange of
Electronic Documents within the System for
the purposes of performing bank operations on
the Accounts (including settlement operations)
based on Electronic Documents, as well as
custody transactions, concluding bank deposit
agreements, loan agreements (including, but
not limited to, credit line agreements, loan
agreements entered into as part of loan
arrangements) and  other  transactions
(including, but not limited to, pledge, surety,
bank guarantee agreement, loan agreement),
the proposal (offer) to conclude which the
Client has received from the Bank through the
System, as well as performing transactions
and actions in compliance with the terms of
BAAs concluded between the Parties, as well
as other agreements, performance of the
functions of a currency control agent by the
Bank, submission to the Bank of the
documents required for the Bank to perform
the functions established by the laws of the
Russian Federation on counteraction to
legalization (laundering) of proceeds from
criminal activities and terrorism funding.




Poccuiickoit ®@enepanun 0 TPOTUBOJACHCTBUU

JIerajau3anuu (OTMBIBaHHUIO) JI0XOJIOB,
MOJIYYE€HHBIX MIPECTYIHBIM yTeM, u
(MHAHCUPOBAHUIO TEPPOPU3MA.

1.2. HWudopmanuonHbli 0OMEH B paMKax

CucTeMBl OCYHIECTBISIETCSI C HCIOJIB30BAaHHEM
ceru «VHTEpHET.

1.3. Hnsa oOecrniedyeHus KOHOHUACHIHMATHLHOCTH
DIIEKTPOHHOrO JIOKYMEHTa IIpH mepegade ¢
ucroiyib30BanueM cetu «MHTepHeT», a TaKkKe s

oOecrieyeHrsi  aBTOPCTBA M LEJIOCTHOCTH
DNEeKTPOHHOTO  JIOKYMEHTa, B Cucreme
Kmuenrom wucnonb3yercst CpeicTBO  3alHTHI

uHpopmanuu «OpenSSLy», a bankom - Cpenctso
3amuThl nHpopManuu «Kpunrollpoy.

1.4. KnueHT corjaceH ¢ TeM, YTO HCIIOJIb30BaHUE
CpenctBa 3amuthl uHbopMaruu «OpenSSLy» u
«Kpunrollpo» B kauecTBe cpeacTB oOecnedeHUs!
KOHOUICHIMANIBHOCTH  HpH  [epeaade ¢
ucnoiib3oBaHueM cetu «MHTepHeT», a Takxke JUIs
o0ecrieyeHrss  aBTOPCTBA W LIETIOCTHOCTH
DIEKTPOHHOTO JIOKYMEHTA, SIBJIIFOTCSI
JOCTaTOYHBIMH, T.€. 00ECIEUUBAIOIIUMHU 3aAIIUTY
nHrepecoB KnueHra.

1.5. KnumeHT oOTKa3bIBaeTcsi OT NPEIbIBICHUS
npereH3uii K baHKy, OCHOBaHHEM KOTOPBIX
SIBJISIETCS HUCIOJIL30BaHHE «OpenSSLy,
«Kpunrollpo» B kadecTBe CpeACTBAa 3allUThI
ONEKTPOHHOTO JOKyMEHTa oT
HecankunoHMpoBaHHOTO JIOCTyNa MpH Neperade
¢ ucnosnb3oBaHueM cetn «HTepHeT», a Taxxke
uig  oOecrieyeHus] aBTOPCTBA M IIEJIOCTHOCTH
DNEKTPOHHOIO TOKYMEHTA.

Crarbg 2. O01Me noJaoKeHus

2.1.Cucrema OyzeT UCIONB30BaThCs ISl OOMEHa
ONEeKTpOHHBIMH  JOKyMEHTaMH B JIFOOOM
dbopMate, 3a HCKIIOUEHHUEM apXHUBHBIX (DaiisioB,
TaKkuX Kak: Zip, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
®opMupoBaHUE ODJIEKTPOHHBIX JOKYMEHTOB H
oOMeH wuMH  OymeT  OCYyIIEeCTBIATHCS B
COOTBETCTBUM C TpeOoBaHUAMHU JIOKYMEHTAIIHH.
Jlro6as madopmarus, nepenaBaemass CTopoHAMU
no Cucreme, obOpabareiBaercsi CpencTBamu
3a1uThl HHGOPMAIUH.

2.2. CTOpOHBI IPU3HAIOT, YTO UCIOJIb3YEMbIE BO
B3aUMOOTHOIIEHUAX MEXIYy HHUMH DJIEKTPOHHBIC
JOKYMeHThI, moamucanneie OJII, a Takxke
IJIaTeXHOE TpeOoBaHUE, TPEOYIOIIee MOTyICHHS
aknenrta Knuenra, He noamucanHoe OII, mMmeror
PaBHYIO IOPUAMYECKYIO CHIIY C JOKYMEHTaMHu Ha
OyMaXHOM HOCHUTEE, MO CAHHBIMU

1.2. Informational exchange within the System
is made through Internet.

1.3. In order to assure confidentiality of an
Electronic document during the transfer
through Internet, as well as in order to assure
the authorship and the entirety of an
Electronic document, the Client uses the
information security products -«OpenSSLy,
and the Bank uses the information protector
CryptoPro.

1.4. The Client agrees that the use of the
information security product «OpenSSL» and
CryptoPro as means for the securing of the
confidentiality during the transfer through
Internet, as well as to assure the authorship
and entirety of an Electronic document, is
sufficient, i.e. assuring the protection of
Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of
the «OpenSSLy» and CryptoPro as products for
the protection of an Electronic document from
Unauthorized access during the transfer
through Internet, as well as to assure the
authorship and entirety of an Electronic
document.

Article 2. General provisions

2.1. System will be used for the exchange of
Electronic documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc.
Formation of the Electronic documents and
the exchange thereof will be conducted in
compliance with the requirements of the
Documentation. Any information, transmitted
by the Parties through the system, shall be
processed by the information security
products.

2.2. Parties acknowledge, that the Electronic
documents used in their mutual relations,
which are signed with Electronic Signatures,
as well as a payment order which requires the
Customer’s acceptance and not signed with
ES, have an equal legal force to the
documents committed on paper, signed with
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COOCTBEHHOPYUYHBIMH MOAMUCIMHU
YIOJHOMOYEHHBIX JTUIl CTOPOH U CKPETICHHBIMU
MeYaTsIMHU B Cllydae HEOOXOJUMOCTH, U SIBJISIOTCS
JIOCTAaTOYHBIM OCHOBAHUEM JUISl  BBITTOJIHCHUS
bankom omnepanuii, aeUcTBUIl, a TaKke IS
coBepuieHuss CTOpPOHaMU C/IETIOK.

2.3. CropoHBI NPHU3HAIOT, YTO HCHOJIb3yEMBbIE
uMH 10 HactosimeMy CorlameHuo Ccrnocoobl
JIOCTaBKH, YyKa3zaHHble B Ilpunoxkenun Ne2 k
Cornamenuto, CpenctBa 00pabOTKH U XpaHEHHUs
uH(pOpMallUK  JTOCTAaTOYHBI JUIsl  OOecreYeHUs
HA/ICKHON M PPEKTUBHON paboTHI MO MpHEMY,
nepeavye u XpaHeHu1o nHhopMaIuu.

2.4,  DnexkTpoHHBIA  JOKYMEHT  IOPOKIAET
obs3arenscTBa CTOPOH MO HACTOSIIEMY
CornaiieHuio, JBC, a TaKKe HHBIM

coryamieHussM  Mexay bankom wu  Knmenrom,
SBISICTCS OQEepPTOM MIJIM aKIENTOM, €CJIH OH
odopmiteH rnepenarouen Croponoit B
COOTBETCTBUM ¢ HacTosamuM CornamneHueM,
JBbC, uHBIMH COTJAlICHUSIMU MEXIy baHkoMm u
Knuentom, JlokymeHTanueid, a takxe odeproit
banka, nognucan OlI1 (3a UCKIIOYEHHEM CITy4aeB,

ykazaHHblx B CorjameHud) U IepelnaH
nocpeactBoM  Cuctemsl, a INpUHUMAIOLIEH
Croponoii  momyueH, u IIpoepka  OII

DNEeKTPOHHOTO JOKYMEHTA J1ajia MOJIOKUTETbHBINA
pe3yibTar.

DNIEKTPOHHBIE JIOKYMEHTHI HE MOTYT OBIThH
ocropeHbl wiu oTpunarbcss CTopoHamMH W
TPETHbUMH  JIMIIAMH WK OBITh  TPU3HAHBI
HEeJEeMCTBUTENFHBIMU TOJBKO Ha TOM OCHOBaHUH,
YTO OHHU TiepelaHbl B baHK C MCMOIB30BaHHEM
Cucremsbl ¥ CIOCOOOB JJOCTAaBKH.

2.5. bank u Kiment ucnons3ytor Cucremy s
nepeaadn DIIEKTPOHHBIX JOKYMEHTOB APYT IPYTy
B TPUOPUTETHOM  TIOPSAKE, TIPH  ITOM
ucnonb3oBanue CuCTEMbl HE OrpaHUYMBAET
mpaBa Kimenra mo mpemoctaBieHuto B baHk
IUIATeKHBIX, WHBIX JOKYMEHTOB Ha OyMaKHOM
HOCHTEJE, COCTaBIEHHBIX B cooTBeTcTBUH ¢ [[BC,
CornamieHreM, HWHBIMH COTJIAIICHUSMU MEXKIY
baakom w  Knmentom, odeptoit  banka.
Hacrosimmum CTopoHBI cornamaroTes ¢ TeM, YTO B
ciydae TOCTyIUieHus B bank DnekTpoHHOTO
nokymeHTa mo CucTeMeé M COOTBETCTBYIOILIETO
MJIATEKHOTO, MHOTO JOKyMEHTa Ha OyMaKHOM
HOCHUTENE, COACPXAIIMX HJCHTUYHBIC YCIOBHS
MIPOBEICHUS oreparui, OCYIIIECTBIICHUS
COOTBETCTBYIOLIMX JCHCTBHI, B TOM YHCIIE, IO
Cuery, cyeTy Aeno, CUeTy Mo BKJIAIY (IEMO3UTY)
b0 TMOCTyIyieHWs: B baHK  WIACHTHUYHBIX

the handwritten signatures of the authorized
representatives of the Parties and are sealed if
it is required, form a sufficient basis for the
execution of operations and actions by the
Bank, as well as for consummation by the
Parties of the transactions.

2.3. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2
hereto, and the Information Processing and
Safekeeping Means are sufficient for the
assurance of a secure and efficient work on
the acceptance, transfer and safekeeping of
information.

2.4. An electronic document is binding for the
Parties under the present Agreement, BAAs,
as well as other agreements between the Bank
and the Client, and constitutes an offer or
acceptance in case if it is drawn up by the
transmitting Party in compliance with the
present Agreement, BAAs, other agreements
between the Bank and the Client,
Documentation and the Bank's offer, is signed
with an Electronic Signature (save the cases
mentioned in the Agreement) and transferred
through the System, and is received by the
Receiving Party, and if the verification of the
Electronic Signature on the Electronic
Document resulted in a positive outcome.
Electronic documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.

2.5. The Bank and the Client use the System
for the transfer of Electronic documents to
each other in a priority procedure, however
the use of the System does limit the rights of
the Client for the provision, to the Bank, of
payment and other documents in physical
format, drafted in compliance with BAAs, the
Agreement and other agreements between the
Bank and the Client, as well as the Bank's
offer. Hereby the Parties agree that in case the
Bank receives an Electronic Document
transferred through the System and the
corresponding payment, other document on
paper, containing identical conditions for the
commission of an operation, performance of
relevant actions, including operations on an
Account, depot-account, deposit account or
the reception by the Bank of identical
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DONEeKTpOHHBIX  JTIOKyMEHTOB, bank  Oyxer
paccMaTpuBaTh  KaXxAbld M3  YKa3aHHBIX
JOKYMEHTOB KaK CaMOCTOSITEIbHBIM TUIATEKHBIN,
WHOW JIOKYMEHT, U OCYILIECTBUT BCE IECHUCTBUS,
HeoOXoIuMBbIe JIJI1  TMPOBEIEHUS  OIepaluu,
OCYILIECTBIEHUSI  COOTBETCTBYIOIIMX  CJHIEJOK,
JNEUCTBUM, B TOM uucie, o CyeTy, cUeTy Jerno,
CUETy II0 BKJIaJy (ZIE€NO3UTY), B COOTBETCTBUU C
KOKIbIM M3  [PeACTaBICHHBIX/TEpEIaHHbIX
KnuenrtoMm 10oKkyMeHTOB.

2.6. BHyTpeHHHE TMpOUEAYpPbl HCIOJIb30BAHUS
Knuentom CucreMbl M €ro BHYTPEHHHMH
JOKYMEHTO000pOT ycTaHaBiuBaroTcs Kinentom
CaMOCTOSITENILHO.

2.7. KnueHt yBeIOMIJIEH O TOM, 4TO HHpopMaIus,
nepenaBaeMasi bankom mnocpenctBom CHCTEMBI,
HEe sBisieTca uWHGpoOpManuendn «B  peaJbHOM
BPEMEHU.

Cratbsa 3. Ilopsaok noakawuenus Kianenra

Electronic documents, the Bank will consider
each of the specified documents as an
individual payment or other document, and
will carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.6. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.7. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information.

Article 3. Procedure for connecting the

Kk Cucreme u IliamoBoii cmenbl Padoumnx

Client to the System and Planned change of

KJII0Yel

3.1. Ins ydactust B OOMEHE DIEKTPOHHBIMH
JOKYMEHTaMHU:
3.1.1.KnnueHT BBINOJIHAET CIEAYIOLUE NeUCTBUSA:

a) 3amojHseT 3asBKy Ha  YCTAaHOBKY
Cuctembl, TIze YKa3bIBaeT BBIOpaHHOE JUIS
pabotel CpenctBo 3amuThl HHOpMaLUKU U
nepeznaer ee B bank Ha OyMa)XXHOM HOCHTEIE;

0) Ha3Ha4aeT u HaJeNsIeT
COOTBETCTBYIOLIMMHU HOJTHOMOYMSIMU
buznIecknx JIVIL, OTBETCTBEHHBIX 3a
OCYILIECTBIIEHUE oOMeHa DNEeKTPOHHBIMU
JTOKYMEHTaMH, B TOM YHCIIE:

- YnonHoMoueHHOro npenacrasurens Kimenra,

- aamuHucTtparopa CucremMbl —  JUIO,
OTBETCTBEHHOE 32 TEXHHUYECKYIO TOAJEPKKY
Cucremsr;

B) UL  K&XAOro  YTNOJIHOMOYEHHOTO
npencraButenss — Knuenta — 3amonHsier U
npencrasinsier B bank 2 (1Ba) sK3eMIusapa
Janueix o Brmagenbrie ceptudukara Kiaroya
npoBepku OII (mo ¢opme Ilpunoxenus Ne5 k
CornameHvo) ¢ TPUIOKEHHUEM 3aBEPEHHOM
bankom/HOTapuanbHO (B ciryyae
He00X0IMMOCTH c MIPOCTaBJICHUEM
aroOCTHJISI/TIPU YCJIOBUU €€ JIETaTU3aI[iH) KOIHH
JOKYMEHTa,  YJOCTOBEPSIOILEro  JIMYHOCTb
YnonHomoueHHoro npexacraButens Kinuenta
u/una goKymenta (-0B), MOATBepsKAaromero (-
MX) IpaBo JIUIIA Ha peObIBaHKE (TPOKUBAHKE) B

Operational Keys

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for installation of the
System specifying the selected information
protector and submits it to the Bank on paper;

b) appoints and delegates the respective

authorities to individuals responsible for the
exchange of Electronic Documents including:

- Authorized Representative of the Client;

- System Administrator — a person,
responsible for the technical support to the
System;

¢) fills out and submits to the Bank 2 (two)
copies of Information on the Authorized
Representative of the ES Verification Key
Certificate Holder for each Authorized
Representative of the Client (as per the form
of Annex No. 5 to the Agreement)
accompanied by a copy of an identification
document of the Authorized Representative of
the Client certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
— for foreign nationals and persons destitute of
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Poccuiickoit ®@enepanuu, — Uil MHOCTPAHHBIX
rpaxaaH u jui 0e3 rpaxmanctsa. llpu stom
bank mnpocraBiasier OTMETKH O TMOJIYYECHHH Ha
KaxJaoM osk3emiuisipe Jlanueix o Bragensie
ceprudukara kiroda nposepku 1.

Jns  YIOJHOMOYEHHBIX IPEACTaBUTENEH
Kmuenra ¢ mnomHomoumsmu — «0e3  mpaBa
IO ITTHCH JIOKYMEHT, YIOCTOBEPSIFOLTUIN
JIMYHOCTh  YTOJHOMOYEHHOIO0 MPEICTaBUTEIA
Knuenra n/unu JIOKYMEHT (-B1),
MOATBEpXKAaroNMii  (-Me) mpaBO JMIia Ha
npeObiBanue (mpokuBaHue) B Poccuiickoit
®denepanuu, — 1J1s1 KHOCTPAHHBIX IPaXKaaH U JIUIL
0€3 IrpaKIaHCTBA - MOT'YT OBITh MIPEIICTABICHBI B
bank B KomusX, 3aBEpeHHBIX B MOPSIJIKE,
YCTaHOBJICHHOM baHKOM.

HoxymenTsl, npeacrasisemble KimentoMm u
COCTaBJICHHBIC HA MHOCTPAHHOM $I3BIKE, JOJIKHBI
COMPOBOXKAATHCS MEPEBOJIOM HA PYCCKUU S3BIK,
32 HUCKIIOYEHHEM CJIy4yaeB YCTaHOBJICHHBIX
3aKOHOJIaTeNbcTBOM  Poccuiickoit  denepanuu.
[lepeBoq Ha pycCKUU SI3BIK JIOJDKEH OBITH
3aBEpEH B MOPSJIKE, YCTaHOBJIECHHOM
3aKoHoarenscTBOM Pocculickoit denepanuy;

r) oOecreuynBaeT HAJIMYMC WM TPHUBEACHUE
o0opyIoBaHUs, MpeaHa3HAYEHHOTO JUIS
yctaHoBKH  CHCTEMBI, B  COOTBETCTBUE C
TpeOOBaHUSIMU K  allapaTHO-MPOTPaMMHBIM
cpenctBam, npuBeAeHHbIMU B [Ipunoxenun Nel
k CorJameHuro.

3.1.2. baHk BBINOJIHSET CAEAYIONINE IEUCTBUS:

a) B TeueHue S5-u (maArtu) Paboumx nHein
banka co nHs npuHsATHs BaHKOM JTOKYMEHTOB,
mo QGopMe M COAECPNKAHUIO COOTBETCTBYIOIIUX
moan. B) 1.3.1.1 Cornamenus, nepenaer
Knuenty mnapons gms Bxoga B Cucremy B
COOTBETCTBMM C 3afBKOM Ha  yCTaHOBKY
CHCTEMBI,

6) xoHcynbTHpyeT KimenTa mo Bompocam
yctaHOBKM ~ CucTreMbl  1oclie  MPOBEACHUS
KineHToM NOArOTOBUTENBHBIX MEpONPUSATHUH,
nepeunciieHHbIX B 1.3.1.1 Cormamenns. Ilocne
3aBepIIEHHs] BceX paboT MO MOJKIIOUEHHIO
Kimmenra x Cucreme CTOpPOHBI NOANKMCHIBAIOT
COOTBETCTBYIOLIMH aKkT HAa OyMa)XHOM HOCHUTEJIE;

B) 1o kenanuto KinuenTa, mpoBOAUT B CBOEM

MMOMENICHU U 3aHATUS no 00y4eHHI0
SKCILTyaTaluu Cucremsl C JTULaMH,
YIIOJTHOMOYEHHBIMU Knuentom, B

coritacoBanHble CTOPOHAMH CPOKH.
3.2. Tlocne monyuenus: Knuenrom maposnst Juist

nationality. The Bank confirms receipt thereof
on each copy of the Information on the ES
Verification Key Certificate Holder.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation — for
foreign nationals and persons destitute of
nationality — may be submitted to the Bank as
copies certified according to the procedure
established by the Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for
hardware and software stipulated in Annex
No. 1 to the Agreement;

3.1.2. The Bank performs the following
actions:

a) within 5 (five) Business Days of the Bank
from the date of the Bank’s acceptance of the
documents in the form and with the conent
complying with  Sub-paragraph c) of
Paragraph 3.1.1 of the Agreement, provides
the Client with the password to log into the
System in accordance with the System
installation application;

b) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
paragraph 3.1.1 of the Agreement. After
completion of the whole scope of work of
connecting the Client to the System, the
Parties shall sign the respective act on paper;
c) at the discretion of the Client, implements
measures in own premises aimed at training
for the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.

3.2. After the Client has received the password
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Bxojia B Cucremy:

Kiuenr:
- CO3/1aeT Pabouune KJIFOYU u
AJNIEKTPOHHBIA  3alpoC Ha  CO3JaHHE

Ceptudukara Pabouero kiroua;

- HampaBisieT B baHK 3JIEKTpPOHHBIN
3ampoc  Ha cosganue CepTudukara
Pabouero kiroua;

- mepemaer B baHK IO KaxaoMy H3
YTI0THOMOYEHHBIX IpeICTaBUTENEH
Kinnenra AKT mpu3HaHHUS OTKPBITOTO
kiova  (ceprudukara) s oOMeHa
coobmenusiMu (o gopme Ilpunoxenus
No6 k Cornarnienuro), pacreyaTaHHblil U3

Cucrempl, B  JBYX  O3K3eMIUIApax,
MOAIHCAHHBIH COOCTBEHHOPYUYHBIMH
MOAMUCSMU  YIIOJTHOMOYEHHOTO  JIUIIA
Knuenra u COOTBETCTBYIOIIETO
VI0IHOMOYEHHOTO MIPEACTABUTEIS
Kuenral:

bank:

- B TedeHuH ByX Pabouux nueil banka c
JaThl NOJYYEeHUs HaJUIekKalUM 00pa3oM
odopmileHHOTO CcO cTOpoHBI KimeHra
AKTa TpU3HAHHUA OTKPBITOIO  KJIKOYa

(ceprudukara) TUTSt obmeHa
cooOmenusmu  (Ilpunoxenne Ne6 k
Cornamenuo), B JBYX JK3eMIUIApax,
aktuBupyer  Ceptuduxar  PabGouero

KJII0Ya Ha OCHOBAaHUU 3JIEKTPOHHOTO
3anpoca KnmenTa Ha ero co3aHue;

- MPOCTAaBIISIET OTMETKY O JlaTe Hayana u
OKOHYaHUsl cpoka jaelcTBus Pabouero
KJIIoYa  Ha  KaKIOM  DK3EeMILIsIpe
npuHsaToro ot Knmenra Axra npusHaHUS
OTKpBITOro Kioua (ceptudukara) ans
oomena cooOmenusmu  (Ilpunoxenue
Ne6 k Cornamenuo) u  nepenaet
Kinenty omauH SK3eMIUIsIp YKa3aHHOTO
akta, a Takke J[lamnbie o Briamenbie
ceprudukara kmroua mpoepku Il ¢
OTMETKOM banka, mocTaBIeHHOM B
cootBeTcTBMM ¢ noan. B) 1m.3.1.1
Hacrosiniero CoryameHus.

3.3. Ilpu rutaHoBo# cMeHe Pabounx kiroueit:

e KiueHrt:

- co3maeT M Hampamiaser B baHk
SNIEKTPOHHBIA 3alpoc Ha CO3JaHHE
HoBoro Ceprugukara Pabouero kiroua;
- mpefocTaBisieT B baHk Ha OyMakKHOM

to log in to the System:

the Client shall:

- create Operational Keys and an
electronic request for the creation of an
Operational Key certificate;

- send to the Bank the electronic
request for the creation of an
Operational Key certificate;

- deliver to the Bank for each of the
Authorized Representatives of the
Client the Act of Acknowledgement of
the Public Key (certificate) for message
exchange (according to the form of
Annex No. 6 to the Agreement) printed
out from the System, in duplicate,
bearing handwritten signatures of the
authorized person of the Client and of
the corresponding Authorized
Representative of the Client!,

The Bank shall:

- activate an Operational Key
Certificate based on the Client's
electronic request for its creation

within two Business Days of the Bank
from the date of the receipt of the Act
of Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) duly
executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
Operational Key validity period on
each copy of the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client and deliver to
the Client one copy of the said act, as
well as Data on the Holder of the ES
verification key certificate with a note
from the Bank in accordance with Sub-
paragraph c) of Paragraph 3.1.1 hereof.

3.3. When Operational Keys must be changed
according to the schedule:

e The Client shall:

- create and submit to the Bank an
electronic request for the creation of a
new Operational Key Certificate;

- submit to the Bank on paper the Act of

1 TTewars npocTassercs no yemorpenuro Knuenta / The seal shall be affixed at the Client's discretion




14

HOcUTENle AKT TPH3HAHUS OTKPBITOTO
kimovya  (ceptudukara) a8 oOMeHa
coobmenusimMu (1o popme [punoxenus
Ne6 k  Cornmamenuro) B JBYX
IK3EMITIAPAX?,

e bank:

- B TeueHue AByX Pabouux nHeit banka
C Jarbl TOJY4YCHHS HaJIUICKAIIUM
o0pa3oM O(OPMIICHHOTO CO CTOPOHBI
Knuenra Axrta TpuU3HaHUS OTKPBITOTO
kimovya  (ceptudukara) a8 oOMeHa
coobmenusimu  (IIpunoxxkenne Ne6 k
CornamieHuo), B JBYX OJK3EMIUIApax,
aktuBupyer  HoBblii  Ceprudukar
PabGowyero kimouya Ha  OCHOBAaHUU
AJIEKTPOHHOTO 3amnpoca KineHnra Ha ero
CO3JIaHHE;

- POCTABIISIET OTMETKY O J]aTe Havaia u
OKOHYAHUsI CpOKa ICWCTBUS KJIIOYa Ha
KQXJIOM 3K3eMIUIIPE TMPHUHITOTO OT
Knmnenra AxrTa Tpu3HaHUS OTKPBITOTO
kimova  (ceprudukara) s oOMeHa
cooomenusmu  (Ilpunmoxkenne Ne6

CornaiieHuro).
3.4. bank, o00magas  COOTBETCTBYIOIIUMH
npaBaMH, Ipe/I0CTaBICHHBIMH emMy B

COOTBETCTBUM C JOTOBOPOM, 3aKIFOYEHHBIM
Mexny bankom n OOO «bCCy», npengocrasiser
Knuenty mpaBo Ha monb3oBanue Cucremon B
TedeHHe JeicTBUs Hacrosuiero CornameHus.
[IpaBo Ha 1OJIB30BaHUE MPEIOCTABISETCS C
y4E€TOM  OTpaHMYEHUH,  MPEAyCMOTPEHHBIX
3akoHoJaTenbcTBOM Poccuiickoit denepanuu o
IIPaBOBOM OXpaHe mporpaMmm aiist OBM.

Crarbd 4. IIpaBa u o0s3anHOoCcTH CTOPOH

4.1. B3aumHble npaBa u 06s13aHHOCTH CTOPOH

4.1.1. Croponsl mpu oOMeHE DIEKTPOHHBIMHU
JOKyMEHTaMu C UCHojib30BaHueM (CHCTEMBbI
00SI3yIOTCSl PYKOBOJICTBOBAThCS TpaBUIAMU H
TpeOOBaHUSAMH, YCTaHOBJICHHBIMU
3aKoHOJaTenbCcTBOM Pocculickoit  ®Depepanuu,
JABC, macrosmum  CoriamieHueM, HWHBIMHA
coryameHusiMu Mexay bankom u Kimentom.

4.1.2. CropoHbl 0043YyIOTCS HE pasrjamaTrh
TpeThel CTOpPOHE (3a WCKIIOUEHHWEM CIIy4acB,
MPEeAyCMOTPEHHBIX 3aKOHOJATCIILCTBOM
Poccuiickoit denepanuu u HACTOSIIUM

Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) in
duplicate?;

e  The Bank shall:

- activate a new Operational Key
Certificate based on the Client's
electronic request for its creation within
two Business Days of the Bank from the
date of the receipt of the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) duly
executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
key validity period on each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client.
3.4. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to
use is granted, subject to the restrictions
provided by the law of the Russian Federation
on the legal protection for computer software.

Article 4. Rights and obligations of the
Parties

4.1. Reciprocal rights and obligations of the
Parties

4.1.1. Parties, during the exchange of the
Electronic documents through the use of the
System, undertake to be guided by the rules
and requirements as set by the legislation of
the Russian Federation, BAAs, this
Agreement, and other agreements between the
Bank and the Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the

2 TTeuars mpocTasaseTcs mo yemorpennto Knuenra / The seal shall be affixed at the Client's discretion
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Cormamenuem) wuHpopMmanmio o CpeacrBax

3alUThl  WH(POpMAIMK,  UCIOJIB3yeMbIX B
Cucrewme.
4.1.3. Kaxmas w3 Cropon  o0s3yercs

HeMeIeHHO MH(opMupoBath Jpyryio CTOpoHy
000 Bcex caydasx Kommpomeramuu KITHOYeH,
HecankimonupoBannoro nocryna k Cucreme, a
TaKKe MOBPESKICHUSIX/YTPAThl  MPOTPAMMHO-
anmapaTHbIX CpPEICTB 00paOOTKH, XpaHCHWS,
nepenayd DJIEKTPOHHBIX JOKyMEHTOB, Cpencts
3amuThl MHGoOpManuK, a Takke Kiouelh u He
KCIOJIb30BaTh KIll0UM Mpu HaJIMYUU OCHOBAHUU
roJjaraTh, YTO OHH CKOMIIPOMETUPOBAHBI.

4.1.4. CpencrBa  3amiTel  MHPOPMALUHU
DJNEeKTPOHHBIX JOKYMEHTOB, IPEI0CTaBICHHbIC
Cucremoii, MIPU3HAIOTCS Croponamu

JAOCTaTOYHBIMU JJIsl 3alUThl WHQOPMAIMK OT
HecaHKMOHUPOBaHHOTO JOCTYTIA,
MOJTBEP)KACHUS aBTOPCTBA M MOJIMHHOCTH
DNEKTPOHHBIX JTOKYMEHTOB.

4.1.5. JlroOble DIEKTPOHHBIE JIOKYMEHTHI,
nepenaBaemple 1o  Cucreme, — mojiexar
UG pPOBaHUIO.

4.1.6. JlroOble DNEKTPOHHBIE  JTOKYMEHTHI,
nepenaBaeMpie 1mo CuctemMe JOJDKHBI OBITh
3aBepeHbl OIl CtopoHbl - oTHpaBUTENS, 3a
UCKITIOYCHHEM IJIaTEKHOTO TpeGoBaHus,

TpeOytoniero nonyueHusi akuenra Knuenra, He

noanucasHoro OII.  Ilpu  stom  CropoHbI
COrJIaCHbI, 4TO B 3ToM ciydae Cucrema
UCTOJNb3yeTCsl  KaKk  CIocod  JOCTOBEPHOTrO
onpezneneHuss baHka, HampaBUBLIET0 TakKoe

arexxHoe TpedboBanue Knuenry.

4.1.7. Kaxue-nubo orpaHUyYeHUs IOJIHOMOYUN
YnonHomoueHHOTo npeacraBurens Knuenranpu
PaCIOpSDKEHUH  JICHEKHBIMU ~ CPEICTBAMH  T10
CueraMm, bankomM He mnpHU3HAOTCI U HE
KOHTPOJIUPYIOTCS, €CJIM WHOE HE YCTAaHOBJIEHO
cornamenreM wmexay Kiuentom u bankow.
bank HE OCYIIECTBISET KOHTPOJIb 32 CyMMaMH
IJIaTexe, OCYILIECTBIISIEMbBIX
YnomHoMo4YeHHbIMH TipeacTaBuTensiMu Kinnenra
B cootBercTBHU ¢ [IBC.

4.1.8. KiueHT yBeIOMJIGH M COTJIACEH, YTO
nucbMo, HampasieHHoe Kiumentom B bank B
cootBeTcTBUH ¢ CoTrNameHuemM mo 3IeKTPOHHOU
noute (e-mail), cunraercs nmonyueHHbIM baHkom
C MOMEHTa €r0o PErucTpaluu KaK BXOJSIIErO
JIOKyMEHTA BO BHYTpEHHEU cucreme
JTOKyMeHTOooOopoTa baHka.

4.2.IlpaBa u o6si3annocTu Kinenra

4.2.1. KnveHT He UMeeT mpaBa TUPAKUPOBATH U
nepefaBaTh TPEThEM CTOPOHE MPOrpaMMHOE

Information Security Products used in the
System.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key compromise, Unauthorized access to the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic documents, as well
as the information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information protection products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from Unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Party — Sender,
except the payment order which requires the
Customer’s acceptance and not signed with
ES. Meanwhile the Parties agree that in this
case the System should be used as a mean of
reliably defining the Bank which has sent such
a payment order to the Customer.

4.1.7. The Bank shall not accept and control
any limitations of the powers of the
Authorized Representative of the Client to
dispose of funds in the Accounts, unless
otherwise stipulated by a separate agreement
between the Client and the Bank.
Accordingly, the Bank shall not accept and
control the amounts of  payments
consummated by Authorized Representatives
of the Client in accordance with BAAs.

4.1.8. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed
received by the Bank upon its registration as
an incoming document in the internal
document management system of the Bank

4.2.Rights and obligations of the Client
4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
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obecrieyeHue, mnpepocrasiasieMoe baHkoM 1o
Cornmamennto ¥ Bce  KOH(PUICHIMAIbHbIC
JaHHble, oTHOcsAMecs K CoranieHuto.

4.2.2. Kiment “MeeT IIpaBso, pu
HEOO0XOAMMOCTH, BOCIIOJIb30BATHCA ITOMOIIBIO
CIIeLIMaJINCTa banka TS yYCTpaHEHHUS
HEMoJa 0K, BO3HUKIINX B CucTeMe, HalpaBUB B
bank mnuceMeHHyro 3asBKy. llo pesynbraram
paGorbl  cnenuanucra  banka — CTOpOHBI
MNOJNHUCHIBAIOT aKT 00 OKa3aHUHM YCIyr Ha
OyMa)KHOM HOCHUTEJIE.

4.2.3. Kument  o0s3yercs B CpOKH,
npenycmorpennbsle  CornanieHueM, 00ecHeuuTb
HAa CBOEM pAacyeTHOM W/WIM WHBIX CUETax,
OTKPBITBIX B baHKe, OCTaTOK I€HEKHBIX CPEJCTB
B pa3Mepe, HEOOXOTUMOM [UIS OIIaThl YCIyT
banka B coorBerctBuu ¢ CornameHueM U
Tapudamu.

4.2.4. Kmuent o0s3yerca  oOecreynBaTh
COXpaHHOCTh W MEJIOCTHOCTh YCTAaHOBJICHHOM
Cuctembl,  Britouass  CpeacTtBa  3alIMTHI
nH(OpPMAIINH, a TAKXKE BBITIOIHATH TPEOOBAHUS K
skcrutyatau  CUCTEeMBl,  U3JIOXKEHHbIE B
JlokyMeHTanuu.

4.2.5. Kiimenr mo tpeboBanuio baHka o00s3aH
NPEJOCTaBUTh OPUTHMHAIBI  JIOKyMEHTOB  Ha
OyMa)XHOM HOCHUTeNle, TNPpeoOpa3oBaHHBIX B
DJNEeKTPOHHBIE OKYMEHTHl M TepEeIaHHBIX IO
Cucreme, B TeueHue 14 (4yeTbIpHAAIATH)
KaJICHJApHBIX JTHEH C MOMEHTa HarpaBJICHUS
eMy TpeOoBaHMs. JIOKyMEHTH Ha OyMa)KHOM

HOCHUTETIE JTOJIKHBI OBITh MOJIMHACAHBI
YIOJTHOMOYEHHbIMM  junamu  KiueHnta u
3aBepeHsl nevyarbio KireHnra (pu ee HaTM4uu).
42.6. B ciydae CcMEHBl PYKOBOIWTENS
(EIMHONIMYHOTO  MCIIOJIHUTENBHOIO  OpraHa)
Knuent 00s13aH MOATBEPINTH npasa
JEWCTBYIOLIETO VY H0IHOMOYEHHOTO

npencraButens Knuenra.

4.277. B ciyyae mnpekpameHus IMOJTHOMOYUN
JEMCTBYIOLIETO VY110JIHOMOYEHHOTO
npencraButenss Knmenra, a Takxke B ciydae
HecankuunonupoBanHoro nocryna k Cucreme,
Kommpomeranuun  kimroueir, Knment o0s3an
He3aMeUIUTEILHO HAMpaBUTh B baHk MHChMO 00
aHHYJIMPOBAHUU COOTBETCTBYIOIIETO KOMILIEKTA
Kitoueit (BnokeHHBIM daitiom) 1o aapecy
ANEKTPOHHON mouThl (e-mail), ykasanHoMy B

Horoope 00 wucnoms3oBanun  JIBO, ¢
HOCIIe TYOIIIIM HEeMeUICHHBIM
[IPELOCTaBIEHUEM B bank OopUruHazia

BBIIIIEYKAa3aHHOTO MHCbMa 00 aHHYJIHPOBAHUU
COOTBETCTBYIOIIEr0 KomiuiekTa Kimtoueld Ha

by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank
in order to amend the errors, arising in the
System, by directing a written request to the
Bank. Upon the results of the work conducted
by the expert, as in compliance with the
Client’s application, Parties sign a Service
Performed Report on paper.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present the original documents on paper,
as transformed into Electronic documents and
transmitted through the System, within a
period of 14 (fourteen) calendar days from the
moment the Bank sends such a requirement.
Documents on paper must be signed by the
authorized persons of the Client and certified
by the Client’s seal (if applicable).

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of
the Client, as well as in case of Unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding set of Keys on paper to the
Bank.
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OyMa>KHOM HOCHTEIE.

Hampasnenne yka3zaHHBIX JOKYMEHTOB I10
azpecy ayeKTpoHHOU moutsl (e-mail) o3mavaer
TpeOoBanne KiueHTa mpekpaTUTh NpUeM U
UCIIOJTHEHUE JIFOOBIX DIEKTPOHHBIX JOKYMEHTOB,
noxnucanueix  OIl,  chopmupoBanHoit  Ha
CKOMIIPOMETHPOBAaHHOM/aHHYIHpyeMoM Kitroue.

[Topsimox m3roToBieHuss HoBOro Pabouero
KJI0Ya aHAJOTUYEH MOPSAIKY, YCTaHOBJICHHOMY
n.3.1 (32 UCKIIOYEHHEM BBIJAYM MapoJis JUIs
Bxozaa B Cucremy), 1. 3.2 CornaimieHus.

4.2.8. B cnyuae m3MeHeHHS (pamMHIIUU, WUMEHH,
oTyecTBa (MPU HAIWYUH) YIIOJIHOMOYEHHOTO
npeacrasutens Kinnenra KnmeHt ocymiecTsiser
BCE JEHCTBUS, MPEIyCMOTPEHHBIE HACTOSIINM
CornamieHueM  JUIss  HM3TOTOBJICHUS  HOBOTO
PaGouero xirowa, a Takke MpPENOCTaBIsET B
bank MUCHMO 00 aHHYJTHPOBAHUHT
COOTBETCTBYIOIIEro KomruiekTa Kirouei.

B caydae wu3MeHEeHHs ~ HAMMEHOBAHUS
Knuent ¢opmupyer B Cucreme 3ampoc Ha
co3manne Ceprtudukara Pabodero kiroua, mnpu
3ToM KJIIMEHT MOXKEeT cCaMOCTOSTENbHO MMOMEHSTh
cBoc HamMmeHoBaHWe B Cucreme, a TaKxke
npenoctaBiseT B baHk Ha OymMa)kHOM HOCUTENe
AxT PU3HAHUS OTKPBITOTO KITFO4a
(ceptudukara) mist odMeHa cooOueHUSIMH (TI0
dopme Ilpunoxenus Ne6 x CornamreHuio) B
JIBYX DK3EMILISpax.

B mensx w3MeHeHWs BUAA TMpaBa TOITUCH
DNEKTPOHHBIX JOKYMEHTOB YIIOJIHOMOYEHHOTO
npencrasutens Kinuenra, Kinuent obparmaercs B

bank ¢  TOHUCbMEHHBIM  3asBICHHEM B
MPOU3BOJILHOM Popme.
B cnydae wu3MeHEHHMS UWHBIX JIaHHBIX

YnonnomoueHHoro mpenctasutens Kiumenra,
Knuent nmpenocrasnser B bank AKT nmpu3HaHUS
OTKpBITOrO KJtoua (cepTudukara) sl oOMeHa
COOOIICHUAMHU (ITpunosxxenue Ne6 K
CornamieHuo), ¢ TPUIOKEHUEM 3aBEPEHHOI
bankom/HOTapuanbHO (B ciydae
He00X0IMMOCTH c MIPOCTaBJICHUEM
aroCTHJISI/TIPU YCIIOBUU €€ JIETaTu3aliH) KOITHH
JOKYMEHTa,  yJIOCTOBEPSIIOLIET0  JMYHOCTb
VYnonHomoueHHoro mnpexacrasurens Kimenta
u/umn nokymenta (-oB), monaTBepikaaromiero (-
UX) IIPaBo JIUIIAa Ha peObIBaHKE (TIPOKUBAHKE) B
Poccuiickoit ®epepanum — i1 MHOCTPAHHBIX
rpaxkJIaH U JuL 6e3 rpaxIaHCTBA.

Jns  YNOJTHOMOYEHHBIX TpEACTaBUTENEH
Knmenta ¢ nonHomoumsiMu — «0e3  mpasa

The fact of sending these documents by e-mail
means the Client's request to stop receiving
and executing any Electronic documents
signed with the Electronic Signature generated
using the compromised/canceled Key.

The procedure for issuing a new Operational
Key is similar to the procedure set out in
Paragraph 3.1 (except for issuing a password
to log in to the System) and Paragraph 3.2 of
the Agreement.

4.2.8. In case of changes in the surname,
name, patronymic (if any) of the Authorized
Representative of the Client, the Client shall
perform all actions specified herein for the
purposes of generation of a new Operational
Key as well as submit to the Bank a letter on
cancellation of the respective set of Keys.

In the event of a name change, the Client shall
form a request for an Operational Key
Certificate in the System, whereby the Client
may change its name in the System on its
own, and submit to the Bank in hard copy an
Act of Acknowledgement of the Public Key
(certificate) for message exchange (according
to the form of Annex No. 6 to the Agreement)
in duplicate.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the Public Key
(certificate) for message exchange (Annex No.
6 to the Agreement) accompanied by a copy
of an identification document of the
Authorized Representative of the Client
certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
— for foreign nationals and persons destitute of
nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
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MOATIHACH» JIOKYMEHT, YIOCTOBEPSIOLINI
JUYHOCTh  YTIOJHOMOYEHHOTO TMPEICTAaBUTEIS
Kimenta u/unm JIOKYMEHT (-»1),
noJATBEpXAaronuii  (-ue) mpaBo JMIa Ha
npeObiBanue (mMpokuBaHue) B Poccuiickoit
®denepanuu, — AJi1 UHOCTPAHHBIX TPAXKIAH U JIHIL
0e3 rpakJaHCTBa MOTYT ObITh NPEACTABIICHbI B
bank B Komusix, 3aBEpEHHBIX B TMOPSIIKE,
yCTaHOBJIEHHOM baHkoM.

JloxymeHTsl, peacTasisgembie Kimmentom u
COCTaBJICHHbIE Ha HHOCTPAHHOM SI3BIKE, TOJIKHBI
COMPOBOXKAATHCS MEPEBOJIOM Ha PYCCKUU S3BIK,
3a HCKJIIOYEHHEM CIy4aeB YCTAHOBJICHHBIX
3aKoHomarenscTBOM Poccmiickon denepanun.
[lepeBoq Ha pycCKUM S3BIK JIOJDKEH OBITH
3aBEpEH B MOPSIZIKE, YCTaHOBJICHHOM
3akoHoJaTeNbecTBOM Poccuiickoit denepanum.
4.29. Kiuent 00s3aH  CaMOCTOSITEIIEHO
KOHTPOJHMPOBaTh Cpoku JeiictBus Pabounx
KIIOYe ¥  CBOEBPEMEHHO  HMHHUIMUPOBATH
npouenypy IlinanoBoil cMeHbl pabounx Kitouei
N0 WCTEYEHUs CpOKa JEUCTBUS JEHCTBYIOLIUX
Pabouux KJIFOYEH. CooTtBeTcTBYIOLIME
yBepomieHuss o IlnaHoBoil cmene pabounx
KItoYell MOryT HampaBisaTeess bankom 1o
Cucreme B TEUCHHUE JABYX MECSIIEB IO UCTCUCHUS
cpoka gnedictBus CeptudukaroB Pabounx
KIo4e. B ciydae, ecnu B yCTaHOBIICHHBIE
Cornamenuem cpoku KireHTOM He HampaBlieH B
bank 3ampoc wHa co3manume Cepruduxara
PaGouero kmroua w/unu He penoctaBieH B bank
Ha OyMaXxHOM HocuTene AKT HpU3HAHUS
OTKpBITOTO Kitoua (cepTudukara) 1isi oOMeHa
COOOIIEHUAMU (ITpunoxenue Ne6 K
Cornaiienuro), a TaKxe B ciyyae
HECOOTBETCTBHUS YKA3aHHOTO aKTa, MOJIYYEHHOTO
bankom ot Kinenta Ha OymMaKHOM HOCHTEIE,
ycnousim Cornamenus — aeiictBue PabGodero
KJIIOYa MpeKpaniaeTcs.

[Topsimox wu3roroBiieHuss HoBoro PaGouero
KJII0Ya aHAJOTUYEH MOPSAJKY, YCTAaHOBJIECHHOMY
m.3.1 (3a UCKIIOYEHHWEM BBIAYW MMAPOJIS JJIS
Bxoja B Cucremy), 11.3.2 CornamieHus.

4.2.10. Knuent o6s3an nuaopmupoBats bank 06
W3MEHEHUU nH(popMaIuu, Kacaromiencs
ucnonHenuss Croponamu Cornamenus. [lo mepe
BHECEHHUSI  COOTBETCTBYIOIIMX  H3MEHEHUH,
HE3aMEJIUTENIbHO  MpPEeACTaBIsITh B baHk
JOKYMEHTBI,  MOATBEPXKIAIOIINEe  H3MEHEHUS
JTAHHBIX CBEJICHUM.

Bce pucku HeGnaronpusTHRIX MOCIEACTBUH,
CBSI3aHHBIX C HECBOEBPEMEHHBIM YBEIOMIIEHUEM

identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation — for
foreign nationals and persons destitute of
nationality — may be submitted to the Bank as
copies certified according to the procedure
established by the Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Operational Keys and
timely initiate the procedure of Planned
change of Operational Keys before expiry of
the current Operational Keys. The respective
notifications of the Planned change of
Operational Keys may be sent by the Bank
through the System within two months before
expiry of the Operational Keys certificats. If
the Client fails to send a request for a new
Operational Key Certificate and/or an Act of
acknowledgement of the public key
(certificate) for message exchange (Annex No.
6 to the Agreement) on paper to the Bank
within the time set out by the Agreement, or if
the said act on paper received by the Bank
from the Client does not comply with the
Agreement, the Operational Key shall become
null and void.

The procedure of a new Operational Key
generation is the same as the procedure set out
in Paragraph 3.1 (save the password issuance
for System’s entering) and Paragraph 3.2 of
this Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
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banka o mpowusomeAmnX HW3MEHEHUSX, B TOM
yucie, ykazaHHelx B 1.4.2.6-4.2.8, 1n.5.5
Cornamenus, HeceT KiueHT.
4.2.11. IIpu pacropxxkennn Cornamenus: KnueHt
00s13yeTcsl YHUYTOXKUTh BCE MPEIOCTABICHHOE
eMy B IOJIb30BaHUE MPOrpaMMHOE oOecTieueHHe
(ucnosHsieMble W BCIIOMOTaTeNIbHBIC  (Daiiiibl)
Cucremsi.
4.2.12. Knuent o0s3yercs HE TMepeaaBarh
TPETHUM JIMIIAM CBOM IpaBa U OOS3aHHOCTHU II0
Cornamennto 6e3 MUCbMEHHOTO (Ha OyMa)KHOM
Hocutene) coriacus banka.
4.2.13. KnueHnt o00s3aH MpPOBEPATh HAIUYHE
HOBBIX OJIEKTPOHHBIX JIOKYMEHTOB OT baHka,
HampaBlieHHBIX B aapec KineHTa, exxeJHEBHO, 3a
HCKIIIOYCHHEM  O(PHUIIMAIBHO  YCTAHOBJICHHBIX
BBIXOAHBIX W TMPA3IHUYHBIX HEpaOouux JHEH
banka, a Takke eKeAHEBHO NpoBepsITh SMS-
cooO1IeHus, HaIpaBleHHbIe baHKOM B CBsi3u ¢
BBISIBIICHUEM WM OIEpaliii, COOTBETCTBYIOLIUX
MpU3HAKaM OCYIIECTBIICHUS nepeBoja
JIEHE)KHBIX cpelicTB 0e3 coracust Kinuenra.

Knuent o0s3an He pexe OgHOrO paza B 5
(nsATH) KaJNeHJAPHBIX JHEW 3HAKOMUTHCS C
unpopmanuert, nyonukyemoit baHkom B
cooTBeTCTBUH c 11.12.6 Cornamienus.

3a yOBITKM, BO3HHUKIINE B pe3yJbTaTe
HeucrnojHeHusT  KUIMeHTOM  BBINICYKa3aHHBIX
o0si3aHHOCTEH, BaHK OTBETCTBEHHOCTH HE HECET.
4.2.14. Knuenr oOs3yercs mo TpeOOBaHUIO U
dopme banka mpenocTaBiATh JOKYMEHTHI (Kak
Ha OyMa)XHOM HOCHTENE, TaK U C TOMOIIbBIO
Cucremspl), TOATBEpXAAIOIINE JaHHbIE 00
YnonaoMoueHHOM nipencraButene Kimenra.
4.2.15. Kinnenr 00s13yeTcst co0IIr01aTh
TpeOoBaHus o MH(pOPMaLOHHON
6e3omacHoctT 1npu pabore c¢ Cucremoii,
yka3zanHsbie B [Ipunoxennn Ne 4 x Cornamenuto,
a Takke Hampamisiemble bankom mo Cucreme u
pasMeraemple Ha oduIMaabHOM caiiTe banka B
cetn «HTEpHET.
4.2.16. KnumeHnt o00s3yeTcsi He3aMeIIUTEIbHO
yBenoMJISITh baHKk 000 Bcex HM3MEHEHUsX B
angpecax, yka3zaHHbIX B Ilpunoxenun Nel k
3asiBKe Ha ycrtaHoBKy Cucremsl. Bce pucku,
BO3HHKIITKE B Pe3yJIbTaTe HEMPEICTABICHUS WITH

HECBOEBPEMEHHOI'O TpEJCTaBiIeHUss B baHk
yKa3aHHOW WH(OpManuu, BO3JAralOTCs Ha
Kiuenra.

4.3.TIpaBa u o6s13anHOcTH Banka
4.3.1. baHKk He NPUHUMAET K MCIOJIHEHUIO
DJNEeKTPOHHBIE JOKYMEHTBI, O(OPMIICHHBIE C

any changes that have taken place, including
those stated in Paragraphs 4.2.6-4.2.8, 5.5 of
the Agreement, shall be borne by the Client.

4.2.11.In case of the termination of the
Agreement, the Client undertakes to destroy
all the software of the System granted to the
latter for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer
its rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of
money transfer without the Client’s consent.

The Client must at least once every five (5)
calendar days review the information
published by the Bank in accordance with
Paragraph 12.6 of the Agreement.

The Bank shall not be liable for losses
incurred as a result of the Customer’s failure
to fulfill the above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)
certifying data on the  Authorized
Representative of the Client on demand of the
Bank.

4.2.15 The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.2.16. The Client compromises to
immediately notify the Bank on all the
changes incurred with respect to any address
specified in the Annex Nel to the request for
System installation. All risks resulted from not
providing or  providing the Bank
inopportunely with such an information are
assumed by the Client.

4.3.Rights and obligations of the Bank
4.3.1. The Bank does not accept Electronic
documents for execution, drawn up in
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HapylieHHueM TpeOOBaHUN 3aKOHOJATEIHCTBA
Poccuiickoit ®enepanuu, Cornamenus, [bC,
WHBIX coryiameHuid Mexay CTopoHamu.

4.3.2. bank uMmeer mpaBo oTKazaTh KieHTy B
npueMe K  HCIOJHEHUI0  DJIEKTPOHHOTO
JNOKyMeHTa, ecid KiMeHT 3anmoiHuin —mojis
DIEeKTPOHHOTO JIOKyMEHTa ¢ omnOkamu. B aTom
ciydae Knmenty nampaBnsiercs Ksutanuus c
yYKa3aHUEM MPUYHHBI OTKA3A.

4.3.3. bank He uMeEeT IpaBa CaMOCTOSTEIILHO
KOPPEKTUPOBAaTh  PEKBU3UTHI  DJIEKTPOHHBIX
noKyMeHTOB KitneHra.

4.3.4. B cinyuae HenpenocraBieHuss KiaueHTom
JIOKYMEHTOB, YKa3aHHbIX B 11.4.2.7 CornamieHus,
bank He Oyner HecTH OTBETCTBEHHOCTH 3a
MOCJIC/ICTBHSL  COBEPILIEHUS ONeparuii, HHBIX
NEHCTBUM, CAEIOK HA OCHOBAaHUM HAaJUJICKAIIIM
obpazom odopmIIeHHOTO Kimmentom
DNEKTPOHHOTO  JOKYMEHTa,  HOJANHCAHHOTO
YnonHoMoyeHHbIM npeacTtaBuresieM Kinenrta,
JaHHBIE O KOTOpPOM OBUIM MPEIOCTABICHBI
Knuentom B bank panee.

4.3.5. baHK TIpekpamaeT IprueM U HCIOTHCHHUE
TE00OBIX DNEeKTPOHHBIX JIOKYMEHTOB,
noanucanueix  OIl, chopmupoBaHHO  Ha
CKOMITPOMETHUPOBaHHOM/aHHYIUpYyeMoM Kitroue
B CPOKH, MpPEIyCMOTPEHHbIE B MHCbME 00
AHHYJIMPOBAaHUU COOTBETCTBYIOIIETO KOMILJIEKTA
Kitoueit, a B cimydae OTCYTCTBHSI yKa3aHUsl Ha
TaKue CPOKH — HeMeIJIeHHO. Bce DiekTpoHHbIe
JOKYMEHTBI, TNOCTynuBIIME B  baHk 10
noixydeHuss baHKOM  yka3aHHOTO  MHCHMA,
UCIOJNHAIOTCA B TMOPSAKE, YCTAaHOBJICHHOM
CornameHieM WM WHBIMH  COTJIALIEHUSMU
Mexny CTopoHaMH.

B cnydae HempencTaBieHUsT oOpuUTHHAA
MUchMa 00 aHHYJIMPOBAHUU COOTBETCTBYIOIIETO
komruiekta Kimoueir KnmenTtom Ha OymakHOM
HOCHUTEIE bank HE Oyzner HECTHU
OTBETCTBEHHOCTh 3a YOBITKH, TPUYHHEHHBIC
Knuenrty B pe3ynprare npekpaumieHus npueMa u

MCIIOJTHEHUS DNEeKTPOHHBIX JTOKYMEHTOB,
noxnucanueix  OIl,  chopmupoBanHON  Ha
COOTBETCTBYIOLIEM

CKOMITPOMETHPOBaHHOM/aHHYIMpyeMoM Kirtoue.
4.3.6. bank mmeer npaBo oTkKa3aTh KimeHTy B
pUeMe/TIPUOCTAaHOBUTh HCIOJHEHHE JH0O0T0
ONEKTPOHHOIO  JOKYMEHTa  II0  CBOEMY
YCMOTpPEHMIO, B  TOM  4uClIe, HO  HeE
OTPAHMYMBAsACH, B CIy4ac BO3HMKHOBCHHSA Y
HEro NOJI03PEHMM, YTO DJIEKTPOHHBIA JOKYMEHT

violation of the requirements of the legislation
of the Russian Federation, the Agreement,
BAAs, and other agreements between the
Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal.

4.3.3. The Bank may not independently
correct details of Electronic Documents of the
Client.

4.3.4. If the Client fails to provide the
documents specified in Paragraph 4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions,
other actions, deals on the basis of an
Electronic Document duly executed by the
Client, signed by the  Authorized
Representative of the Client, details of which
were provided by the Client to the Bank
earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using
a compromised / canceled Key within the time
limits specified in the letter on cancellation of
the corresponding Key set, and in case no such
time limits are specified - immediately. All the
Electronic Documents received by the Bank
prior to the receipt of such letter by the Bank
shall be executed in accordance with the
procedure established by the Agreement or
other agreements between the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Key set on paper, the Bank shall not be liable
for any losses incurred on the Client as a result
of the termination of acceptance and execution
of the Electronic Documents signed with the
Electronic Signature generated using a
compromised / canceled Key.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own
discretion, including, but not limited to, the
cases when it suspects that the Electronic
Document is signed by somebody other than
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MOANMCAaH HE Y II0OTHOMOYEHHBIM
npeacrasurenem  Knumenrta, Kommpomeranuu
Kioue, HecaHKIMOHMPOBAHHOrO JOCTYyNa K
Cucreme w/mim B clydae KakKoro-JuOo
HapywieHus Knumentom  Cornamenusi, Ipu
BBIIBJICHUU bankxom Olepanuu,
COOTBETCTBYIOIIEH IpPU3HAKAM OCYIIECTBICHUS
nmepeBoja JCHEKHBIX CPEICTB 0e3 coriacus
Kinnenra, npu stom KnueHTt Bnpase nepenats B
baHk COOTBETCTBYIOIIMM IUIATE)KHBIA, WHOMU
JOKYMEHT Ha OyMaxHOM HOCHTEIIE,
COCTABJICHHBIH B COOTBETCTBHHM C YCIOBUSMU
JABbC, Cornamenus, UHBIX COTJAIICHUN MEXIY
banxkom wu KiomeHtoMm, 3aK0HOIATEIECTBOM
Poccuiickoit deneparuu.

O cBoeM oOTKaze B mnpuemMe JIEKTPOHHOIO
nokyMmeHnTa bank o6s3yercsa yBegomuTs Kiuenra
He mo3nHee Pabodero must banka, cnemyromiero
3a JTHEM MOCTYTICHHUS DIEeKTPOHHOr O
TOKyMeHTa B baHk, myreM HampaBlieHUS
coobmenust Knuenty no Cucreme.

4.3.7. bank uMeer npaBo oTKa3aThb KiueHTy B
npuemMe DIEeKTPOHHBIX
JOKYMEHTOB/TIPHOCTAHOBHTh WX HCIIOJIHEHUE
JUIsL TPOBEJIEHUS pACUYETHBIX OINEepaluid Mo
Cuery, cuery 1O BKIaLy  (JEMO3HUTY),

MOANHUCAaHHBIX OIl, B ciy4asix,
MPEyCMOTPEHHBIX 3aKOHOJATeJIbCTBOM
Poccuitickoii  ®enepaunv, B TOM 4YHUCIE, B
obmactu MPOTUBOJICUCTBUS JIeTaInu3aun
(OTMBIBaAHHUIO) JOXOJIOB, MOJy4YEHHBIX
MPECTYNMHBIM MMyTeM, © (UHAHCUPOBAHUIO
TeppopHu3Ma.

4.3.8. bank wuMeerT mpaBo 3ampauiMBaTh Yy
Knuenta  moaTBep)kIeHHME — JAHHBIX 00
YnomaoMoueHHOM nipencraButene Knuenra.
43.9. baHk wuMeer I©paBO BHOCUTb B
OJTHOCTOPOHHEM TOPSAKE U3MEHEHHUS B MTOPSIOK
¢ynkunonuposanusi Cucrembl U cooOmaTh 00
sToM KJIMEeHTy B MHChMEHHOM YBEJIOMIICHHH Ha
OyMaXHOM  HOCHTEJIE WJIH  IOCPEACTBOM
Cucremst.

4.3.10. bank wuMeeT NpPaBO NPUOCTAHOBUTH
oOciyxuBanue KiueHta ¢ HCIONb30BaHUEM
CucteMbl Ha BpeMs CHOPHBIX CHTyallUd c
yBenomiieHrem o0 3tom Knuenra.

4.3.11. baHk wuMeer npaBO MNPUOCTAHOBUTH
obOcimyxuBanue KimeHTa ¢ HCIONB30BAaHHEM
Cucrembl i1 BBIIOJHEHHS  HEOTIIOXKHBIX,
aBapUIfHBIX M PErJIAMEHTHBIX padoT, CBS3aHHBIX
¢ oocinyxxuBaHueM CHCTEMBI.

4.3.12. bank umeeTt npaBo MO CBOEH MHULIMATHUBE

the Authorized Representative of the Client,
Key Compromise, Unauthorized Access to the
System and/or in case of the Client’s default
hereunder, if the Bank discovers a transaction
with signs of money transfer without the
Client’s consent, in which case the Client has
the right to present the Bank with the
corresponding payment, other document on
paper, drawn up in compliance with the terms
of BAAs, the Agreement, other agreements
between the Bank and the Client, the
legislation of the Russian Federation.

The Bank shall notify the Client about its
refusal to accept the Electronic document no
later than the day, following the day of
reception of an Electronic document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES in cases
provided for by the legislation of the Russian
Federation, including in the field of countering
the legalization (laundering) of criminal
proceeds and terrorism funding.

4.3.8. The Bank has the right to require from
the Client confirmation of data on the
Authorized Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to
suspend services for the Client rendered with
the use of the System, for duration of
disputable situations, upon a corresponding
notice given to the Client.

4.3.11. The Bank shall have the right to
suspend services for the Client rendered with
the use of the System, for the performance of
urgent, emergency and scheduled works
associated with servicing of the System.
4.3.12. The Bank may on its own initiative
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OyokupoBath aeiictBue Paboumx kiroued mpu
Kommnpomerannu kirouei.

4.3.13. bank o0s3yercs B TeueHue 7 (cemm)
Pabounx pguelr banka oOT marel monydeHUs
3asiBKM Ha ycTaHOBKY CHUCTEMBI U MPHU YCIOBUU
BbIMONMHEHUsT ~ KimeHToM — 00s3aTenbCcTB, B
coorBerctBuM ¢ 1. 3.1.1 Cornamenus,
MpPOM3BECTH pabdOThl ®  OKa3aThb  yCIYTH,
npeaycmoTrpennsie 1. 3.1.2, 1.3.2 CorunaiieHusl.

4.3.14. bank o0s3yeTcs mpuHUMaTh oT Kimenra
DONEeKTpOHHBIE  JOKYMEHTHI,  MOANUCAHHBIC
YIOJIHOMOYEHHBIM(H) — IpeacTaBUTEIeM(JIIMH)
Kinuenta B COOTBETCTBUM C  YCJIOBMSIMU
Hactosmero  CornameHusi,  TpeOOBaHUSMU
3akoHonarenscTBa Poccuiickoin denepanuu u
OCYIIECTBIATh  ONEpallH, CHCJIKH, HWHBIC
NEUCTBUSL HA OCHOBAHUU TaKUX OJICKTPOHHBIX
JOKYMEHTOB B CpPOKH, HpenycMoTpenHbie [IbC,
CornaiieHueM, WHBIMH COTJIAIIEHUSAMH MEXITY
CropoHamu, 3aKoHOJATENbCTBOM Poccuiickoii
denepanuu.

B cnydae HampaBneHuss OJIEKTPOHHOTO
JOKyMeHTa B Hepabouue nHuM banka, gHEM
MOCTYIUICHUS DNEKTPOHHOTO JOKYMEHTAa
apingercs nepBblid  PabGounit  genp  banka,
cienyomuid 3a HepabounM gHeM. CTOPOHBI
MPU3HAIOT B KA4YE€CTBE €IMHOM IIKAJIBl BPEMEHHU
npu pabore ¢ Cucremoil MecTHOe BpeMms T.
MOCKBBL.

4.3.15. Tlocie monxmiouenus k Cucreme bBauk
unpopmupyer Kiuenta o coBepuieHMH C
ucrnoib3oBanueM Cuctembl win  06e3  ee
UCIIOJIb30BaHUsl Kaxaou omepanuu mno Cuery,
cUeTy Jeno nyreM npeaocraBieHus KiueHty
BbIIMCKK 1o CuyeTy, cueTy JAeno He MO03aHee
PaGouero nus banka, crnemyromero 3a JHEM
coBepuieHus onepauuu no Cuery, cuery JHero,
MyTEM HaNpaBJ€HUS UX TOJIBKO IOCPEICTBOM
Cucrempl.  JlHem  Bblgaud  (TOJTYYEHHS)
YKa3aHHBIX BBIIUCOK CUMTAETCS JEHb UX
HarnpaBieHuss bankom mno Cucreme. B ciyuae,
eciu JIOCTYI Knuenra K Cucreme
MPUOCTaHOBIIEH, yBenomsieHue Kimenra o
COBEpILICHUH YKa3aHHBIX onepanui
OCYILIECTBIISIETCS nyTeM MIPeI0CTaBIICHUS
Knuenty Boimucku no Cuery, cuery Aeno mo
Cucreme He3aMeIUTEIbHO nocine
BOCCTAHOBJICHUSI JOCTyNa K HEW WM ApYyrum
CrocoboM U B CpPOKH, HPEIyCMOTpPEHHBIE
cootBercTBytouM /IbC/moroBopom cuera aero.
Hanpasnenne baHkoM yKa3aHHBIX BBIITMCOK I10
Cucreme (Wi JApyruM CrnocoOOM W B CPOKH,

block the operation of the Operational Keys in
case of the Key Compromise.

4.3.13. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with
Paragraph 3.1.1. of the Agreement, the Bank
shall execute works and render services, as
under Paragraph 3.1.2 and Paragraph 3.2 of
the Agreement.

4.3.14. The Bank  undertakes to accept
Electronic documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time
stipulated in BAAs, legislation of the Russian
Federation, the Agreement and other
agreements between the Parties, on the basis
of such Electronic Documents.

If an Electronic Document is sent on non-
business days of the Bank, the day of receipt
of the Electronic Document shall be the first
Business Day of the Bank following the non-
business day. The Parties recognize the
Moscow local time as the single time scale
when working with the System.

4.3.15. After connection to the System the
Bank shall inform the Client about each
transaction on the Account effected using the
System or without its use by providing to the
Client statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said
statements to be forwarded exclusively via the
System. The date of issue (receipt) of said
statements shall be the date of their forwarding
by the Bank via the System. If the Client’s
access to the System is suspended, the Client
shall be notified of the above transactions by
way of sending the Client statements of the
Account, depot account via the System
immediately after recovery of the access
thereto or in any other manner and within the
terms fixed by corresponding BAA/depot
account agreement.

The said statements forwarded by the Bank via
the System (or in any other manner and within




23

MpPeyCMOTPEHHbIE COOTBETCTBYIOIIUM
JBbC/moroBopoM  cuera  Jemo)  SBISETCS
HajuIexamuM  yBeaomieHuem  Knmenra o
COBEpILICHUHU OIEpalud C HUCIOJIb30BAaHUEM
ANEKTPOHHOTO CpencTBa raTexa B
COOTBETCTBUU c 3aKOHO/1aTE€TLCTBOM
Poccuiickoit  ®enepanuu, u He TpeOyer
JOTIOJTHUTEIBLHOTO HarpaBJIeHUs bankom
KnuenTy kakux-a100 UHBIX YBEIOMIICHHIA.
4.3.16. bank o00s3yercs KOHCYJIbTHPOBATH
Kimenra mo Bompocam pabotsl ¢ Cuctemoit (B
Pab6oune muu banka ¢ 10.00 mo 16.00
MOCKOBCKOTO BpPEMEHH), MPEIOCTABIIATh
Kinuenty HoBbie Bepcuu CHCTEMBI, a TaKkxXe
unpopmupoBath Kirienra 060 Bcex U3MEHEHUAX
nopsinka  pyakuuonupoBanus  CucTteMbl B
TEYCHHE BCEr0 CpoKa JCHCTBHS HACTOALIETO
CornaieHus.

4.3.17. bank 00s13yeTcs B ciydae
HEBO3MOKHOCTHU YCTPaHUTD HETIOJIAJIKH,
Bo3HUKIIKME B CucTeMe, 10 MECTy HaxOXKICHHS
banka, HanpaBuTh crneumanucra k KiueHty B
TedeHue 15 (mATHaaUATH) KaJeHJApHBIX THEH C
MOMEHTa TOJIYYeHHUS! TUCbMEHHOW 3asBKH OT
Knuenrta. Heob6xoaumocTts Bbie3na k Kimenty
ompenensieTcsi baHKOM ¢ y4eTOM BO3HHMKIINX
Henosaaok B Cucreme.

Crartbd 5. [IpaBa u o0s13anHocTH CTOPOH TPU

the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic
means of payment in accordance with the
legislation of the Russian Federation, and shall
not require any additional notification from the
Bank to the Client.

4.3.16. The Bank undertakes to consult the
Client on the issues of operations in the
System (on Business Days of the Bank from
10 a.m. till 4 p.m. Moscow time), grant the
Client with the new versions of the System, as
well as inform the Client about all the changes
in the functions of the System during the
entire period of validity of the present
Agreement.

4.3.17. In case of impossibility to correct
errors arising in the System, at the location of
the Bank, the Bank shall send an expert to the
Client within 15 (fifteen) calendar days from
the moment of reception of a written
application from the Client. The need to visit
the Client is defined by the Bank taking into
account the arising errors in the System.

Article 5. Rights and obligations of the

BBLISABJICHUH Bankom onepanui,

Parties when the Bank discovers

COOTBECTCTBYIOILIIMUX IPpU3HAKAM

transactions with signs of money transfer

OCYIIECCTBJICHUS NIEPEBOAA NCHECKHBIX CPEACTB

without the consent of the Client

0e3 corsacus Kanenra

5.1. bank mpu BHIIBICHHH UM OIEpaIyH,
COOTBETCTBYIOIIEH MpPHU3HAKAM OCYIIECTBICHHS
nepeBosia JECHEXHBIX CpPeACTB 0e3 coryiacus
Knmenra, 00s3aH 10 OCYIIECTBICHUS CITHCAHUS
JIEHEeXHBIX cpeAcTB co (Cyera NMPUOCTAHOBUTH
WCTIOJTHEHUE PACTOPSDKEHUS O  COBEPIICHUH
Olepalid,  COOTBETCTBYIOIEH  IMpH3HAKaM
OCYIIIECTBIICHHS TIEPEBO/Ia JCHEKHBIX CpPEICTB
oe3 COrJIacHs Knuenra, Ha CPOK,
MIPEyCMOTPEHHBIH 3aKOHOJIATEITLCTBOM
Poccutickoit denepanuu.

5.2. O  OpUOCTaHOBIECHHUU
pacriopsbkenuss ~ Kimenra o coBeplieHUH
OllEpallii,  COOTBETCTBYIOIIEH  IpH3HAKaMm
OCYILECTBIICHHUS TEPEBO/A JCHEKHBIX CpPEICTB
06e3 cormacus Kmmenta bank  o06s3yercs
yBeqoMuTh KiHMeHTa He3aMeaTUTEeNbHO MyTeM
HampaBlieHus: coodmenuss Knuenty mo coemy
ycMoTpeHnio mo CuctemMe wWiM 10 HOMeEpY

HCIIOJTHCHU A

5.1. If the Bank discovers a transaction with
signs of money transfer without the consent of
the Client, the Bank shall suspend the order to
perform the transaction with signs of money
transfer without the consent of the Client
before the withdrawal of funds from the
Account for a term stipulated by the laws of
the Russian Federation.

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the consent of the
Client by sending a message to the Client at its
own discretion via the System or to the mobile
phone number® specified by the Client in the
Contract on the Use of RBS or notified by the
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MoOHIBHOTO TenedoHna®, ykazanHoMy KinenTtom
B JloroBope 00 wucnons3oBanun JIbO wmm
coobmennomy Kimentom banky B mopsike,
npeaycMoTpeHHoM CorfiaieHueM.

Juem nomyuyenus: Kiimentom coobieHust 06
olepalnuy,  COOTBETCTBYIOIIEH  IpU3HAKaM
OCYILIECTBJICHUS TEepeBOAa JEHEKHBIX CPE/ICTB
0e3 cornacus Kiwmenra, sBiseTcs — JI€Hb
HampaBlieHUss baHKOM yKa3aHHOTO COOOIIEHUS
no Cucreme WM JIeHb HampasieHUs baHkom
SMS-coobmennss Ha  HOMEpP  MOOMJIBHOTO
teneona Knuenra, ykasanusiii um B JloroBope
00 wmcnonp3oBanuu JIbO wmiIM  CcOOOIICHHBIN
Kimentom banky B nopsiake, npeaycMOTPEHHOM
CornamieHuem.
5.3. KumeHT monaTBepaaeT/He MOATBEPKAACT
UCIIOJIHEHUE bankom pacrnopsiKeHus,
IIPHUOCTAaHOBJIEHHOTO u3-3a MIPU3HAKOB
OCYILIECTBIICHHUS TEpeBOAa JEHEXKHBIX CPE/ICTB
6e3 cormacus Kimenra, mo Homepy TenedoHa
banka, ykazaHHOMy Ha OQUIUAIBHOM CcalTe
banka B cetu «MHTEpHET», C NpPOU3HECEHUEM
Koxosoro cinoBa Kinnenra.

[Ipyn Hanu4uuM TEXHUYECKOW BO3MOXKHOCTH,

HOJTBEPIAUTH UCIIOJHEHUE bankom
pacrhopspKeHMs,  MPUOCTAHOBIIEHHOTO — M3-3a
IIPU3HAKOB OCYILECTBIIECHUS nepeBoja

NEHEeXXKHbIX cpeactB 0Oe3 cornacusi Kiuenra,
Knuent moxer no Cucreme 1mytem BBOJA KOJa —
ITOATBEPKICHNUS, IIPEABAPUTEIIBHO
3anpomeHHoro Kmmenrom mno Cucreme wu
MOJIY4YEHHOTO Ha MOOWJIBHBIM HOMEpP TenedoHa,
yka3aHHbI B JloroBope 06 ucnons3zoBanuu J1bO
wi cooOuieHHslii Kinmmentom banky B mopsizke,
IIPEAYCMOTPEHHOM CornamenueM. Ho
MTOATBEPKICHUS VICITOJTHEHUS bankom
COOTBETCTBYIOILIEro Iuiarexa KiueHT o0s3aH
CBEpUTH PEKBU3HTHI pacnopsKEeHHs,
oTnpaBieHHoro KimeHToM, C peKkBU3UTaMH,
YKa3aHHBIMH B YBEJOMJICHHUH, HAIPABICHHOM
bankom 1o HoMmepy MoOOHIBHOTO TenedoHa,
ykazanHomy Kimentom B JloroBope 00
ucnons3oBanun  J[bO wunmum  cooOieHHOMY
Knuentom banky B mopsiike, mpeaycMOTPEHHOM
CornameHnueM.

IIpn nocrymiennn B baHK MOATBEPKIECHUS
VCIIOJTHEHUS bankom COOTBETCTBYIOILIETO

Client to the Bank in the procedure established
by the Agreement.

The day of receipt of the message about a
transaction with signs of money transfer
without the consent of the Client by the Client
shall be deemed the day of the above message
sent by the Bank via the System or to the
Client’s mobile phone number specified by
the Client in the Contract on the Use of RBS
or notified by the Client to the Bank in the
procedure established by the Agreement.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent by calling on the
Bank’s phone number specified on the official
web-site of the Bank in the Internet and using
the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent, using the System
and entering the confirmation code
preliminarily requested by the Client via the
System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in
the procedure established by the Agreement.
Until confirmation of performance by the
Bank of the corresponding payment, the Client
shall check the details in the order sent by the
Client against the details specified in the
notification sent by the Bank to the mobile
phone number specified by the Client in the
Contract on the Use of RBS or otherwise
advised by the Client to the Bank in the
procedure established by the Agreement.

If the Client confirms the above payment to
the Bank within the transaction hours

8 Kimenram, ykazaBmuM npu 3akimodeHud Jlorosopa o6 ucmonbzoBanun JIBO jBa HOMepa MOOMIIBHBIX
teneoroB, SMS-coo0IieHne HapaBIIETCs HA HOMEP MOOHMJIBHOTO TeineOHa, YKa3aHHBIA B MEPBOM CTPOKE
nyHKkTa «MOOWIBHBIN TenehOH KIMEHTa I IprueMa coodmieHnii B hopmare SMS-coobmiennii». / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be
sent to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS

messages”’.
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jaTexa B TEYEHHE OINEpPAllMOHHOTO  JHS,
ykazanHoro B JIBC, geHexHble cpencTBa
cnuckiBatorcs co Cuera B Tekymuid PaGounii
JE€Hb banka. IIpn IOCTYILJICHUH
BBIIIEYKA3aHHOIO MIOATBEPXKICHUS ocJie
OIEpAllMOHHOTO  JHS, JIEHEXHBIE CpeAcTBa
cnuceiBarorcss  co  Cuera  He  IO3/HeEE
cienyromero Pabouero nust banka.

B cnyudae, ecnim KimenTt cornmamaercsa ¢
coobmienneM banka o TOM, 4TO omepamus IO
Cuery COOTBETCTBYET IIpU3HAKaM
OCYILIECTBJIEHUS] TEPEBOJAA JEHEKHBIX CPEACTB
06e3 cormacusi Kimwmenra, KiumeHT BmpaBe
HE3aME/UINTEIbHO HanpaBUTh B baHK 0OT3bIB
COOTBETCTBYIOIIETO PAaCIOPSIKEHUSI.

IIpn HEIIOJIyYCHUHU oT Kimenra
COOTBETCTBYIOIIETO  MOJATBEPXKACHUS,  baHk
BO300HOBJISIET HCIIOJHEHUE pACHOPSIKEHUs I10
HCTEYEHUU CpOKa, YCTaHOBJIEHHOTO
3aKkoHomarenbcTBOM Pocculickoit denepanumu.

Kiuenr yBegomiieH 0 TOM, 4YTO BCe
TeleOHHBIC PAa3rOBOPHI  3aHMCHIBAIOTCS U
XpaHaTrcss B baHke B TEYEHHE  CPOKa,
YCTaHOBJIECHHOTO 3aKOHOJATEIIECTBOM
Poccuiickoit ®enepanuu. 3anucu yKa3aHHBIX
TenedOHHBIX pa3roBopoB MOTYT OLITH
UCIIONIB30BAaHbl  TIPH  Pa3peUIeHUH  JTIOOBIX

CIIOPOB, a TAK)KE€ IIPETOCTABIICHBI B CY/I.
5.4. bank BmpaBe B OJIHOCTOPOHHEM IOPSIKE
n3menuts Konosoe cnoBo Kimenra, HanpaBuB
Knuenrty yBenomieHne Ha OyMa)XXHOM HOCHTEJeE
C COOCTBEHHOPYYHOW MOANUCHIO PYKOBOJIUTEIS
banka (ymomHOMOuYEHHOro UM JMua) o0
n3menenun Kogosoro ciosa.

5.5. B ciydae yrpatsl KiimeHTOM KOHTpOIIS Hax
HOMEPOM MOOMJIBHOTO TenedoHa, a TaKxke
yrpaTsl KIHMEHTOM YBEpEHHOCTH B TOM, YTO
KonoBoe cioBo w/uam HOMEp MOOMIBHOTO

TeneoHa HE MOTYT OBITh HCIOJb30BAHBI
HEYINOJHOMOYCHHBIMH  JHIIAaMU  (mamee  —
KOMITIPOMETAINA), Knuent 00s13aH

HE3aMCJIMTCIIBHO HAIIPaBHUTH B bank mmcemo o
komnpometaru KogoBoro cioBa u/mim Homepa
MOOUIIBHOTO TeJepoHa (BIOKEHHBIM (ailiom)
Mo ajpecy OdJIeKTpoHHOW mouThl (e-mail),
ykazaHHoMy B JloroBope 00 HCHOJIb30BaHUU
JBO, C  MOCIENYIOIIMM  HEMEIJIECHHBIM
MIPEIOCTaBICHUEM B banxk OpUTrvHasIa
BBIIICYKA3aHHOT'O MUCbMa.

Bce pacnopsbxkennst Kimuenra o coBepuieHun
olnepanuy,  COOTBETCTBYIOUIEM  INpU3HAKaM
OCYILIECTBJICHUSI TEpPEeBOAa JEHEKHBIX CPE/ICTB
6e3 cormacusi KnumeHra, moctynuBiMe mocie

specified in the BAA, funds shall be debited
from the Account on the current Business Day
of the Bank. If the above confirmation is
received after the transaction hours, the funds
shall be debited from the Account no later
than on the next Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the consent of the
Client, the Client may immediately revoke the
respective order from the Bank.

If the Customer fails to send the
corresponding confirmation, the Bank shall
resume the order after expiry of the term
stipulated by the laws of the Russian
Federation.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The
recordings of such telephone converstations
may be used when resolving any disputes and
may be presented to court.

5.4. The Bank may unilaterally change the
Client's Code Word by sending a notification
to the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.5. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be used by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the
compromise of the Code Word and (or)
mobile telephone number (as an enclosed file)
to the e-mail address specified in the Contract
on the use of RBS, subject to the subsequent
immediate sending of the original of such
letter to the Bank.

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the Client's consent which are
delivered after the Bank receives the above e-
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nojy4yeHus baHKOM BBIIIEYKa3aHHOIO IMUChMa
10 IEKTPOHHOM II0YTE U 1O NPUHATHSA baHkom
or KimeHTta mnocneayromero yBeJOMJIEHHs Ha
OyMa)XHOM HOCHUTENIE C COOCTBEHHOPYYHOM
HOJIKMCHIO yHOJHOMOYeHHoro juua Knuenra c
ykazanueM HoBoro KopgoBoro cioBa u/minu
HOMEpa MOOWIBHOIrO TenedoHa, CUMTAIOTCS
aBTOMATHYECKH OTO3BAHHBIMH.

B canywae 3amenst Kiumentom HOMmepa
MoOmibHOTO Tenedona w/mmu Komosoro cioga,
Knuenr o0s13aH He3aMeUINTENIBHO YBEIOMUTh 00
3ToM baHK B MHChMEHHOM BHIE Ha OyMa)KHOM
HOCUTEJIE C COOCTBEHHOPYYHOH IOJIHUCHIO
yIoJTHOMOYeHHoro juna Kimuenra ¢ ykasanuem

HoBoro KomoBoro cmoBa w/mim  HOMepa
MOOHIIBEHOTO TenedoHa.

o MOMEHTa TNPUHSTHS bankom
BBILLICYKa3aHHOTO YBEIIOMJICHHUS bank

ucrnons3yeT B coorBercTBUUM ¢ CornamieHuem
panee coobuiennblii banky Kimenrom nHOMep
MOOWIbHOTO TeneoHa, paHee COOOIIEHHOE
Kmuenrom  banky/bankom  Kimenty (B
coorBercTBuu ¢ 1.5.4 Cornamenus) Komopoe
CJIOBO.

5.6. bank He HeceT OTBETCTBEHHOCTH 3a YIIepo,
MIPUYNHEHHBIN Kimenry BCJIE/ICTBUE
HECaHKIMOHUPOBAHHOTO UCIOJIb30BaHUS
TPETHbUMH JIHIIaMA (B TOM 4YHCIIe, HO HeE
OTPaHUYHUBASCH, npu KOMITPOMETAITIH )
Komosoro ciloBa/HOMeEpa MOOUIBHOTO
TenedoHa, Ha KOTOpHIH baHKOM HampaBseTcs
SMS-coo0mienne 0 COBEpIICHWH OIepalii,
COOTBETCTBYIOIIEH MpPU3HAKAM OCYIIECTBICHUS
nepeBoja JCHEKHBIX CpeICTB 0e3 corjacus
Kinuenra.

5.7. bank He HeceT OTBETCTBEHHOCTH 3a
HEraTUBHBIE MOCIEICTBUSA, B TOM YHCIE YOBITKH
KmuenTa, KOTOpble MOTYT BO3HHKHYTH Y
Knuenta BCJIC/ICTBUE HEMOJyueHUs
yBeaomieHuss oT banka 00  omepauuu,
COOTBETCTBYIOIIEH MpPU3HAKAM OCYIIECTBICHUS
nepeBojia JCHEXKHBIX CpelICcTB 0e3 corjacus
Knuenta, B TOM uucie, B CBS3U C
HEJ0CTOBEPHOCTHIO/HEAKTYaIbHOCThIO
uHpopmanuu, ykazanHoi KimeHtom, a Takxke B
CBSI3M C HeNOCTymHocThio mna  Kimenrta
yKa3aHHBIX CIIOCOOOB CBSI3H, a TaKXkKe MO BHUHE
KnuenTa unum MOOGMIIBHOTO orepaTropa, B ciiydae
yrpatel Kimentom KonoBoro crnoBa/Homepa
MoOWIbHOTO TenedoHa, Ha KOTopwii bankom
Hanpasisiercs: SMS-coo0menue o coBepIIeHUun
omepaiy,  COOTBETCTBYIOIIEH  IMpU3HAKaM
OCYIIIECTBICHHS TEPEBOAA JEHEKHBIX CPEJICTB

mail and before the Bank accepts from the
Client the subsequent notification on paper
with a handwritten signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number,
shall be deemed automatically revoked.

If the Client changes the mobile phone
number and (or) the Code Word, the Client
shall immediately notify the Bank thereof in
writing on a paper bearing the handwritten
signature of the authorized person of the
Client specifying a new Code Word and (or)
mobile telephone number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank
(as per Paragraph 5.4 of the Agreement) in
accordance with the Agreement.

5.6. The Bank shall not be liable for damage
caused to the Client due to unauthorized use
by third parties (including but not limited to
compromising) of the Code Word/mobile
phone number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the consent of the
Client.

5.7. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of a notification from the Bank about a
transaction with signs of money transfer
without the consent of the Client including,
but not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the consent of the Client, by
the Client or the compromise thereof.
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0e3 cornmacus Kimenra, nx KOMIpOMeTaIuy.
5.8. baHK He HeceT OTBETCTBEHHOCTH 32 YOBITKU

Kiuenra, BO3HUKIIME B pE3YJIbTaTe YyTPaThI
(mopun, mepenauu, yTEpH, pas[IALICHUM)
Knuenrom Koxosoro cJIoBa/HOMeEpa

MOOMIJIBHOTO TenedoHa, Ha KOTOpbIH bankom
HarpasisieTcss SMS-coo01ieHne 0 CoBEpIICHUN
OlEpaluy,  COOTBETCTBYIOIIEH  IpH3HAKaM
OCYILIECTBJIICHUS TEpeBOAa JEHEKHBIX CPE/ICTB
6e3 cornacust Knnenra.
5.9. baHk He HeceT OTBETCTBEHHOCTHU 32 YOBITKU
Kmmenra, BO3HUKIIINE BCJICJICTBHE
HECBOEBPEMEHHOro cooOmieHuss banky 00
yrpare KiMeHTOM KOHTpOJIi Hax HOMEPOM
MoOunpHOrO TenedoHa, a TakXKe yTpare
Knunentom yBepennoctu B ToM, uto KomoBoe
CIIOBO, HOMep MoOWiIbHOro TenedoHa, Ha
KoTopblii  bankom  HampaBmsercs ~— SMS-
COOOIIEHHE O  COBEpILIEHUU  OIepalui,
COOTBETCTBYIOIIEH MpPHU3HAKAM OCYIIECTBICHHS
nepeBoja JCHEKHBIX CpPelICcTB 0e3 coriacus
Knmenra, He Moryr OBITb HCIOJIB30BAHbI
HEYIOJIHOMOYEHHBIMH JIUIAMH.
5.10. KuiueHt o0s3yercs npepoctaBuTh baHky
JNEHCTBUTENBHBI HOMEpP MOOWJIBHOTO TenedoHa
u  00ecreyuTh TOCTOSHHYIO  JIOCTYIHOCTb
HOMEepa MOOWJIBHOrO TenedoHa [uid Npuema
coobmenuit B ¢dopmare SMS-coobOmenuii Ha
PYCCKOM/aHTTTUHCKOM SI3bIKE.
5.11. KnmeHT Hecer OTBETCTBEHHOCTH 3a
JOCTOBEPHOCTh HOMEpa MOOHMJIBHOTO TeledoHa,
o0si3aH HE JONYyCKaTh CO3/laHue JyOJIMKaToB
(KJIOHOB) SIM-KapThl, a TaKXKe HE OMYyCKaTh
MOJyYeHHe, HCIOJIb30BaHUE U 3aMEHy SiMm-
KapThl W/MJIM HOMepa MOOMJIBHOTO TenedoHa,
KomoBoro ciioBa HeyImoJTHOMOYEHHBIMH JINIIAMH.
5.12. KineHT 00s3yeTcs obecneunTh XpaHEeHHUe
unpopmanun o KomoBom cioBe crnocobowm,
nenatomiuM  KomoBoe  €IOBO  HEIOCTYIMHBIM
TPETHUM JIUIIAM.

bank 00s13yeTcst NpuHATH BCE HEOOXOAUMBIE
MEpbl  OPTaHW3alMOHHOTO W  TEXHUYECKOTO
XapakTepa s o0ecredyeHUs: HEBO3MOXKHOCTH
JocTyna HEYIOJTHOMOYEHHBIX JIATY K
uHpopmanuu o KomoBom croBe, Homepe
MoOwmipHOTO Tenedona Knmenra, Haxopsmiencs
B pacnopsbkeHuu banka.
5.13. KiineHT noATBEPAKIAET, YTO €My HU3BECTHO
0 TOM, YTO B Ipolecce nepenayn MHpopMauu
yTeM HarpaBJICHUS SMS-coobmenus
BO3MOKEH pHCK HECAHKIIMOHHUPOBAHHOTO
JOCTyMa TPEThbUX JHUI K Takol MHpopManuu u
HACTOSIIIMM BBIPa)KaeT CBOE COTJIACHE C TEM, UTO

5.8. The Bank shall not be liable for the
Client’s losses resulting from the loss
(damage, transfer, disclosure) of the Code
Word/mobile phone number, to which number
the Bank sends SMS messages on transactions
with signs of money transfer without the
consent of the Client, by the Client.

5.9. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the
Bank sends SMS messages on transactions
with signs of money transfer without the
consent of the Client, cannot be used by
unauthorized persons.

5.10. The Client shall provide the Bank with a
valid mobile phone number and ensure that
the mobile phone number is always available

for receiving SMS messages in
Russian/English.
5.11. The Client shall be liable for the

accuracy of the mobile phone number, shall
prevent any duplication (cloning) of the SIM
card, and prevent the receipt, use, and
replacement of the SIM card and/or mobile
phone number, the Code Word by
unauthorized persons.

5.12. The Client shall ensure the safekeeping
of information about the Code Word in a
manner that makes the code word inaccessible
to third parties.

The Bank shall take all the necessary
measures of the organizational and technical
nature to ensure that unauthorized persons
cannot access the information on the Code
Word and the Client’s mobile phone number
available to the Bank.

5.13. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
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bank  He  Hecer  OTBETCTBEHHOCTH  3a
pasriamenne  wHpopmarmuu o  Kuimenre,
omepausax no ero Cyeram B ciy4yae TaKoro
HECaHKI[MOHUPOBAHHOIO JIOCTYIIA.

5.14. KimmeHT cornamiaeTcs ¢ TeM, 4To baHk He
HECET OTBETCTBEHHOCTH 3a KaKHe-TH0O aBapuw,
coou u mepedbou B 00CITYy)KMBAHUH, CBA3AHHBIE C
o0opynoBaHUEM, CHUCTEMaMHU nepenayn
ANEKTPOOHEPIMH W/MIU JIMHUHA CBSI3U, CETH
«HTEpHETY, KOTOpBIC o0ecreunBarOTCs,
MOJIal0TCA, IKCILTYyaTUPYIOTCS u/unu
0OCITY)KMBAIOTCSl TPEThUMHU JIMIIAMH B CBSI3U C
HanpaBieHueM  bankom  Kmumenty  SMS-
COOOIIEHUs, B TOM YHCJIE YOBITKH, TTIOHECEHHBIC
B CBS3M C HENPAaBOMEPHBIMU ACUCTBUSIMU WIH
Oe3meiicTBHEM TpPEeThUX IMIl. baHk He Hecer
OTBETCTBEHHOCTb 3a JOCTYITHOCTh u
paboTOCIIOCOOHOCTE CPEACTB CBS3H, C IIOMOIIBIO
KOTOphIX baHK oOCyIIecTBiIseT yBeAOMIICHHE
Knuenra.

Crarbia 6. KoudpunaeHunaibHOCTH

6.1. YcnoBus u mH(MOpMALHS, COIACpIKAIIASICS B
CornamieHund, a TakXKe BCS  IEpenucka,
CBSA3aHHAs C €ro WCIOJHEHUEM, CUYHUTAIOTCA
obenmu Croponamu KOH(UICHIINATBEHOM
nH(popMalen, COCTaBJISAIONIEH, B TOM YMHCIE,
0AHKOBCKYIO ¥ KOMMEPYECKYIO TaiHy, KOTOPYIO
CtopoHbl HE BIpaBe pasriamarb TPETbUM
munaM  0e3 MpeABapUTENbHOTO MHCHMEHHOTO
cornacus Apyroil CTOpOHBI, 32 HUCKIOYEHHEM
ciy4yaeB, IpeaycMOTpeHHbIX CornameHueMm Hu
3aKoHOJaTenbCcTBOM Pocculickoit  ®depepanuu,
MPEAOCTaBICHUS Takoi uHbOopMaIuu
HE3aBHUCHUMBIM ayJIUTOPCKUM OpPTaHU3AIUsIM I10
uxX TpeOOBaHUIO B XOJie¢ TMPOBEACHHUS ayauTa
Oyxraiarepckoro  ydyera W (puHaHCOBOM
(Oyxranrepckoif)  OTUETHOCTH; KOT/Ia  OHa
OKasaJlach M3BECTHON TPETHHM JIUIIAM JI0 TOTO,
kak CTOpOHBI €€ pa3riiacuiiu.

Cratbs 7. DuHaHcoOBbLIe B3ANMOOTHOIICHUS

7.1. Ilopsimok  omatel, CTOMMOCTb pPadOT H
ycayr, okaspiBaeMbiX bankom Kimenty mno
HacTosmeMy CoOranieHuio, yCTaHABIMBAIOTCS
Tapudpamu® u  Hacrosumm  CornameHuem.

Client’s Accounts in the event of such
unauthorized access.

5.14. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided,  supplied, operated  and/or
maintained by third parties, as related to the
SMS messages sent by the Bank to the Client,
including losses incurred due to illegal actions
or inaction of third parties. The Bank shall not
be liable for the availability and operability of
the means of communication used by the Bank
to notify the Client.

Article 6. Confidentiality

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
information to independent audit
organizations on their demand in the process
of audit of accounting and financial
(accounting) reports; when it has been
disclosed to the third parties before it was
disclosed by the Parties.

Article 7. Mutual financial relations

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the present Agreement, are set by the
Tariffs* and the present Agreement.

4 Tapudsl HE BKIIOYAIOT PACXOAbI HA BHIE3] 3a Tpenensl I. MOCKBEI K MECTy NPOBEAEHUS PabOT MO YCTAaHOBKE M
06CJIy)KI/IBaHI/I}O CI/ICTCMLI, KOTOPBIC OINIAYUBAIOTCA Knnenrom JOIIOJTHUTCIIBHO Ha OCHOBAHHWHU IIPCACTABIICHHBIX
baHKOM JTOKYMEHTOB, TOATBEPKIAIOMIMX OTH pacXoibl M CHOHCBIBalOTCS bankom co cuera Kimenrta 06e3
JONOJHUTENBHBIX pacriopsukennii Kmenra. / Tariffs shall not include travel expenses outside Moscow to the place
of installation and maintenance of the System, which are to be additionally paid by the Client on the basis of support




29

Pacuersl mpousBoasTcs B pyOnsX IyTeMm
cnucanusi bankom (0e3  OMOJHUTETHHBIX
pacnopsbkenuii Kiimenrta) neHEXHBIX CPeNCTB C
pacyeTHOr0 W/WiIM WHBIX c4yeToB KineHra,
OTKpPBITBIX B baHKe, C KOTOPBIX TaKO€ CIIMCAHUE
JIONIYCKAETCSl 3aKOHOJATENIbCTBOM Poccuiickon
@denepauny, NIPEABAPUTEIBHO TOJHOCTBIO [0
oka3zaHus yciuyr. Ecnu neHexHble cpencTsa
cnuceiBaroTcs co cuera Knrenra B nHOCTpaHHOU
BAJIIOTE, a CyMMa, Npuuutaromasics baHky B
cootBeTcTBUM ¢ Tapudamu, BbIpakeHa B
pyomsix, baHK camMOCTOSITENIBHO IPOU3BOJIUT
KOHBEPCHIO YKa3aHHBIX CPEACTB 110 Kypcy baHka
Poccun Ha geHb cOBeplIEHMs oOlepaluu |
HalpaBjsieT MOJYYEHHYI) CYMMY JUISl OILIAThI
ycayr banka.

7.2. B cayyae, eciii OCTaTOK JCHEKHBIX CPE/ICTB
Ha pPacyeTHOM W/WIIM WHBIX cuerax KimeHrta He
no3BojisieT baHKy B Cpok U B pa3mepe,
ONIPEICIICHHBIX CornamenueM u
JNEUCTBYIOLIUMU Tapudamu, MIPOU3BECTU
CIMCaHue IUIaThl 3a ycayru banka, baHk nMeer
[IpaBO HE OKa3bIBaTh 3ampaiinBaembie Kinentom
YCIYyTH W/WIM TPUOCTAHOBUTH OOCITY)KMBAaHUE
Kimenra mo CucremMe A0 MOMEHTa IOJHOM
OILJIATHI 3aJ10JDKEHHOCTH KmmenTowm,
COOTBETCTBEHHO yBeloMHMB 00 3ToM Kinenta He
MeHee yeM 3a 5 (math) PabGoumx nueil banka.
KnueHT oTkas3biBaeTCsl OT JIIOOBIX MPETEH3UH K
banky 3a BO3HHMKHOBEHME B 3TOM Ciydae
BO3MOXKHBIX ~ YOBITKOB, BKJIIOYasi peabHbIN
yiepd M YNYIIEHHYIO BBITOJY, CBS3aHHBIX C
3alepkkaMu B npoBeneHun — KnmeHrom
onepaiuii mo Cuery, cyeTry Jemo, cuery IO
BKJIaAy (Zemo3HuTy), OCYIIECTBIEHUS HHBIX
e CTBHUI, CIAEIIOK.

7.3.B  cnyuae  pactopxkenuss ~ Kiumenrom
CornamieHuss B OJHOCTOPOHHEM  TOpSIJIKE,
Knuent o6s3an He mo3anee 3 (Tpex) PabGoumx
nHel baHka OT 1aTel HalpaBIEHUST YBEJOMIICHHS
0 pacTOp>KEHUHU OIJIaTUTh CTOUMOCTb
OKa3aHHBIX yCIYT.

7.4. KniueHT HacTOSIIMM JaeT coryiacue (3apaHee
JAHHBIN aKIENT) Ha UCIOJHEHUE (B TOM YHCIIE
yacTUyHOe) baHkoM, B  TOJHOH CcymMe

IIJIATEKHBIX TpeOOBaHUI/MHKACCOBBIX
nopyuyeHuii baHka WM HHBIX JOKYMEHTOB,
YCTaHOBJIEHHBIX bankom Poccun, JUTS

OCYILIECTBIEHUS IIPaB, NMPEAYCMOTPEHHBIX 11.7.1
Cornamenusi, B TEUYEHHE CpOKa JICHCTBUS

Settlements are conducted in rubles through
the direct debiting by the Bank (without
additional Client’s orders) of the funds from
the settlement and/or other accounts held by
the Client in the Bank, from which such
debiting is permitted by the legislation of the
Russian Federation, preliminarily in full prior
to the provision of services. If the funds are
debited from a foreign currency account of the
Client, and the amount due to the Bank, as in
compliance to the Tariffs, is expressed in
rubles, Bank individually converts the
specified funds at the exchange rate of the
Bank of Russia as at the day of the commission
of the operation and directs the received
amount for payment for the Bank’s services.
7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been
made, correspondingly notifying the Client of
such at least 5 (five) Business Days of the
Bank in advance. The Client refuse to file any
claims with the Bank for the occurrence, in
such case, of possible losses, including real
damage and lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the
Agreement in a unilateral manner, Client shall
no later than 3 (three) Business Days of the
Bank from the date of the sending of the
notification about the termination, cover the
cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the
validity period of the Agreement.

documents provided by the Bank and shall be debited by the Bank from the Client's account without additional

orders from the Client.
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CornamreHus.

Cratbia 8. OTBeTcTBeHHOCTHL CTOPOH

8.1. 3a HeWucHOJHEHUE W/WIM HEHaIexallee
ucrnonHenue ooOsa3arenscts 0o CoriameHuro

CropoHsl HECYT OTBETCTBEHHOCTh B
COOTBETCTBUH c 3aKOHO/IaTEIILCTBOM
Poccuiickoit ®enepanuu.

8.2. KimeHT  HeceT  OTBETCTBEHHOCTh 32

COXPAHHOCTb M LEJIOCTHOCTb YCTAHOBJIEHHOI'O
IIPOrPaMMHOTO obecrieueHus, BKJIIOYAst
CpencrBa 3amuThl MH()OpPMAIUM, HOCHTENEH C
Kmtouamu, 3a BbImonHeHHEe TpeOOBaHMNA K
skcrryatauu  CucTeMbl,  W3JI0)KEHHBIX B
Cornamennu u JlokymMeHTanuu, 3a HaJulexKalee
BbINIOJIHEHUE ycinoBui CoryameHus, a Takke 3a
HCII0JIb30BaHUE Kiroueit TOJIBKO
YnonHoMo4YeHHBIM 1npexacraBuresieM Kiuenra,
yKa3aHHbIM B COOTBETCTBYyIOUIMX JlaHHBIX O
Brnanensue ceprudukara xiroda mposepku Ol
(ITpunoxenune No5 k CornaieHuto).

8.3. Bank  Hecer  OTBETCTBEHHOCTh  IEpes
Knuentom B COOTBETCTBUU c
3aKkoHomarenscTBOM Poccmiickonn  denepanuy,
IPYU HAIMYMK BUHBI 32 pealbHbIi yiiepO, HO He
3a YOYLIEHHYIO BBITOJly, C YI€TOM OTpaHUYEHUH,
npenycMoTpeHHbix  1.8.4  Cornamenus, 3a
TOYHOE, CBOEBPEMEHHOE M IOJIHOE HCIIOJIHEHUE
nopyuyeHud W uHCTpykuuil Knmenra 1o
MPOBEJCHUI0  OAHKOBCKUX,  JEMO3UTApPHBIX
Oll€palvii, MO COBEPIICHUI0 HMHBIX JIECUCTBUM,
C/IEJIOK, Ha OCHOBAHMM HAaJUISKaIIUM 00pa3oM
0(hOpMIIEHHBIX U CBOEBPEMEHHO MEPEJaHHbIX 110
Cucreme DeKTpOHHBIX T0KyMeHTOB KiueHTa.
8.4. baHk He HeceT OTBETCTBEHHOCTH:

- 3a IMOCJICACTBUA COBCPHICHUSA onepaum?l,

WHBIX JEeHCTBUM, CHCJIOK Ha OCHOBAaHUH
HaJJIeXKaIUM o0Opa3om 0(pOPMIIEHHOTO
Kimmentom DIIEKTPOHHOTO JIOKYMEHTa,

MIPU3HAHHOTO BEPHBIM M MNpuHATOro bankom k
UCIIOJTHEHUIO (JIF000M DJIeKTPOHHBIA JOKYMEHT,
MO CAaHHBIN VY1oTHOMOUYEHHBIM
npeactaBuTeneM KimeHTa B COOTBETCTBHHM C
CornameHueM # noidydyeHHbIH bankom 1o
Cucreme, B Jr000M cCiydae TIpH3HaETCA
DNEKTPOHHBIM JIOKYMEHTOM, HCXOJSIIUM OT
Kmuenra, uto He momyckaer orka3 Kmmenra ot
TOrO, 4YTO TaKOM JOKYMEHT HAMpaBlIeH C €ro
CTOPOHBI, HU TIPU KaKMUX 00CTOATENHCTBAX);

- 32 MOCJEACTBUS COBEPIICHUS ONEpaLHii,
WHBIX  JICMCTBHH, CHEIOK HAa  OCHOBaHHUU

Article 8. Liability of the Parties

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for the
security and entirety of the installed software,
including the information security products,
media with the Keys, for the observance of the
requirements for the operation of the System,
specified in the Agreement and the
Documentation, for due execution of the terms
of the Agreement, as well as for the use of
Keys only by the Authorized Representative
of the Client specified in the corresponding
Information on the ES Verification Key
Certificate Holder (Annex No. 5 to the
Agreement).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of
the Russian Federation, in case of its fault for
real damage, but not for lost profits, in light of
the restrictions, as under Paragraph 8.4 of the
Agreement, for the exact, timely and full
execution of the orders and instructions
presented by the Client for the commission of
banking operations, custody transactions and
other actions or transactions on the basis of the
duly drawn up and timely transferred, within
the System, Electronic Documents of the
Client.

8.4. The Bank shall
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of
the Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

not be liable for the

- for the consequences of operations, other
actions or transactions on the basis of a duly
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HaJJIeKAIIAM obpazom 0(hOpPMIIEHHOTO
Kimmenrom DNEKTPOHHOTO JIOKYMEHTA,
MOJANUCAHHOTO MPEXHUM  YTOJTHOMOYEHHBIM
npencraButesieM KimeHta, 10 TOMXy4eHUS OT
Knuenta nuchbma 00 AHHYJIUPOBAHUU
COOTBETCTBYIOLIEr0 KoMIuiekTa Kirouei;

- 3a 1mocleAcTBHs oOTkaza baHka B

coorBerctBuu ¢ m4.3.2, 435 - 437
CornamieHuss OT TpUeMa K  HCIIOJIHEHHUIO
DIEKTPOHHOTO JTIOKYMEHTA, nepeaHHOTO

Kmunentom no Cucreme;

- 32 [IOCJIEZICTBUS UCIOJIb30BaHNs CUCTEMBI,
ycTraHoBJIeHHOM y KimeHTa, mOCTOPOHHMMH, a
TaK)K€ HEYIOJIHOMOUYEHHBIMU Ha 3TO JINLAMU;

- 3a mocieAcTBUs pasriamieHus Kiauentom
uHpopManuu o TmopsAKe padboTel CHCTEMBI,
BKJIIOYasi HOpPsIOK Hcmoib3oBaHus Cpencts
3alIUThl HH(OPMAIIHH;

- 3a Hapymenue paborer CucreMbl u
BO3HUKHOBEHHE TPYIHOCTEH B OCYILECTBICHHUH
onepauuid, HHBIX JEWCTBUHA  IOCPEICTBOM
Cucremsbl B pe3ynbTaTe OMMUOOK U HETOYHOCTEH,
nonyiieHHbIx Kiuentom;

- 3a HapymeHue pabotrel CucTeMbl B
pesynbTaTe HencnpaBHoCcTH CpencTB 00padoTKu
u XpaHEHUs uHpOpMaLUn Kinuenra,
UCIOJIb3YEMBIX AJ1s AocTyma k Cucreme;

- 3a HapymeHue pabotel Cucremsl B
pe3yJibTaTe AEMCTBUIN TPETHUX JIUIL;

- 3a MOCJIEACTBUS HapyueHus KineHtom
TpeOOBaHUN M  MpaBWJ, NPUBEJIEHHBIX B
Cornamennu u JlokymeHTanuy;

- 3a MOCJIEACTBUS HapyIlIeHUs
paboTOCIIOCOOHOCTH  TEJIEKOMMYHUKAIIMOHHBIX
JIMHUH CBsI3U, ceTh «MHTEpHETY;

- 3a yOweitku Kimenta, Bo3HUKIIME
BCJIE/ICTBUE  HECBOEBPEMEHHOI'O  COOOLICHUS
banky o KoMmnpomeranuu kirodei;

- 3a YOBITKHM, BO3HHKIIME B pe3yJbTaTe
yTpaTsl (mopuw, nepesauy, yTepH,
pasrnamenu) KineHToM mpUMEHsSeMbIX B
Cucreme mnaponei, Kirouel, Hocureneil c
Kimtouamu, Koudunennuansnoit unbopManuu
W/WIM TIPOTPAaMMHOTO 00€CTICYEeHHUS;

- 3a YOBITKM, BO3HHKIIME B pe3yJbTaTe
ucnosp3oBaHusg CHUCTEMBI B HapylICHHUE KaKHX-
60 TpeboBaHMit 3aKOHO/IaTeILCTBA
Poccuiickoit  ®Penepauuy, NPUMEHUMOIO K
nearenbHocty Kinenra.

Crarbs 9. Ilopsaok paspenieHus1 CiopoB

drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Key set from the Client;

- for the consequences of the Bank’s refusal,
in compliance to Paragraphs 4.3.2, 435 -
4.3.7 of the Agreement, to accept for
execution an Electronic document, transferred
by the Client via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as
well as by persons not authorized for such use;
- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
bout the Key compromise;

- for the losses, arising a result of loss
(damage, transfer, loss, disclosure) by the
Client of the passwords used in the System,
Keys, media with the Keys, Confidential
Information and/or software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.

Article 9. Settlement of disputes
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9.1. CtopoHBI TPUMYT BCE MEPHI K Pa3pelICHUIO
BCEX CIIOPOB M PA3HOIVIACHM, CBSI3aHHBIX C
tosnikoBanueM CroponHamu CornameHuss U ero
BBIITIOJIHEHUEM ITYTEM IIEPETOBOPOB.

9.2. B cnyuae, ecniu CTOpOoHBI HE MPUAYT K
B3aMMOIIPUEMIIEMOMY PCIICHHIO nyTemM
MIEPErOBOPOB, CropoHa, NPeIbSIBUBILAS
MPEeTeH3WI0, O(UIMAaTBbHO BpydYaeT JAPYyrou
CropoHe  yBeJIOMIIGHHE O TIPETEH3UU B
MUCbMCHHOM BHJIE Ha OyMaXHOM HOCHUTEIIE.
CropoHa, MoJTy4YHBINasi YBEIOMIICHUE, TPOBOTUT
paccienoBanue 1o (pakTy MPETCH3UH B TEYCHUE
7 (cemH) KaJCHIOApHBIX JHEH OT JaThl
MOJYYCHHUST  YBEJOMJICHHS, TI0  HCTCYCHUHU
KOTOPBIX Ha OYMaXHOM HOCHUTEJIE YBEIOMIISET
JIPYTYIO Cropony 0 pe3yabpTaTax
paccieIoBaHuUs.

9.3. B ciyuae, ecnu pe3ynbTaThl paccieOBaHUS
He YyIOBIETBOPSIIOT CTOPOHY, MPEIbSIBUBIIYIO
MPETEH3HUI0, MO0 €CIM TaKoe YBEIOMIICHHE HE

I1OJIy4YE€HO CropoHoi, NpeabsIBUBLLIEH
IIPETEH3HIO, Croponsl bopMupyror
TEXHHYECKYl0O ~ KOMHUCCHIO Uil pa3bopa
KOH(MIMKTHOM  cuTyauuu B  TeueHue 15

(mATHAAUATH) KaJeHIApHbIX IHEH € MOMEHTa
WUCTCUYCHUS CpOKa, YyKa3aHHOrTo B 1. 9.2
Cornamenus. llenpto  paboThl  KOMHUCCHH
SBJSIETCS  YCTAHOBJICHHE TPABOMEPHOCTH U
obocHoBaHHOCTH TipeTeH3uu. [lopsimok pasdopa
KOH(JIMKTHOM CUTYyaIu pUBEICH B
[Ipunoxenun Ne3 x Cornamenuto. B cocras
KOMHCCHH BKJIFOUAIOTCSI B PaBHOM KOJHYECTBE

NpeACTaBUTCIIN banka u npeaACTaBUTCIIN
KJ’II/IGHTa, a TaKXE npeaACTaBUTCIIN
opraHu3anuu—pasp a0otunka CucTeMbI u, B
cirydac HEO 6XOJII/IMOCTI/I, HE3aBHUCUMBIC

skcrepThl. CoCcTaB KOMHCCHHM COTJIACOBBIBAETCS
Croponamun B akte. WX  momHOMOUYMS
MOATBEpKAAOTCA  JoBepeHHocTsMU.  Cpok
IEHCTBUASI KOMHUCCHHU cocTaBigeT He Oosiee 14
(ueThIpHAALIATH ) KaJICHIAPHBIX JHEH.

9.4. PaboTa KOMHCCHH MIPOXOANUT HA TEPPUTOPHH
banka.

9.5. B ciywae orcyrctBusi y omHoit n3 CTOpoH

KaKMX-THOO  MaTepualioB, TpeOyembIX s
YCTaHOBJICHUS MIPaBOMEPHOCTH u
000CHOBaHHOCTH IIPETEH3UH (mepeueHb

MarepuasioB npuBeneH B Ilpunoxkenun Ne3
CornaiieHuo), Cop pemaercs B oJib3y Ipyrou
CTOpOHBI.

9.6. Pesynbrat paboThl KOMUCCHU O(DOPMIISETCS

9.1. The Parties shall undertake all the
possible measures for the resolution of all the
disputes and disagreements, relating to the
interpretation, by the Parties, of the
Agreement and its execution, through
negotiations.

9.2. In case if Parties will fail to reach a
mutually ~ beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of
the claim, within a period of 7 (seven)
calendar days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or
if such notification was not received by the
Party, which filed the claim, Parties shall
organize a technical committee for the for the
resolution of the conflict situation, within a
period of 15 (fifteen) calendar days from the
moment of the expiration of the term specified
in Paragraph 9.2. of the Agreement. Work
objective of the committee is the
establishment of legitimacy and justification
of the claim. Procedure for the resolution of
the conflict situation is shown in Annex No. 3
to the Agreement. The committee shall
include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System
developer company, and if such is required,
independent experts. Composition of the
committee is agreed by the Parties with an
Act. Their authorities are substantiated by
power of attorneys. Validity period of the
committee constitutes a maximum of 14
(fourteen) calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
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aKTOM, B KOTOPOM OIPEEIAIOTCS MOCIEAYIOINE
neiictBust CTOpPOH.

9.7. B ciyuae, eciin TexHUUYECKas KOMHUCCHS He
Oyzer co3maHa B CPOKH, IPEIyCMOTPEHHBIC
CornamenneM, U060, ecad B Tedenwe 14
(ueTplpHAALIATH) KAJEHAAPHBIX AHEW C MOMEHTA
CO3JIaHMsI TEXHUUECKOW KOMHUCCHH, ee paboTa He
gact pesynbrara, nub6o, ecam CTOpPOHBI HeE
HOPUIYT K B3aUMOINPUEMIIEMOMY PEIIEHUIO, CIIOP
nepeaaeTcss Ha PacCMOTpPEeHHE B ApOUTpaKHBIN
cyni I. MockBbl B COOTBETCTBHU  C
3aKkoHoarenscTBOM Pocculickon denepanuu.

9.8. CTOpOHBI TNPU3HAIOT, YTO OJICKTPOHHBIC
JOKYMEHTHI, HampaBlieHHble CTOpoHamMu Ipyr
npyry o Cucreme win xpassiuecs B banke B
coorBeTcTBUM ¢ CornamenueM, a Takxke
COOTBETCTBYIOIIME  MPOTOKOJBI  IOYTOBBIX
cepBepoB H(WIM) CBEACHUS W3 0a3 JaHHBIX,
MIPOTOKOJIMPYIOLTUX OTIIPaBKY KQXKI0T0
YBEIIOMJICHHSI c ero COJIepIKaHUEM,
chOpMUPOBaHHBIE Ha OYMaXHBIX HOCHTEISX,
MOJIMMCAHHBIC  YIIOJIHOMOYEHHBIM  JIMIIOM |
CKpCIUICHHBIC TI€YaThIO0, 3allUCH TeJICPOHHBIX

pa3sroBOpoB  MCKIAY CTOpOHaMI/I SABJIAKOTCA
JO0CTaTOYHBIM J0Ka3aTciIbCTBOM
COOTBCTCTBYIOILICTO (I)aKTa H MOIyT OBITE
MMpeaACTAaBJICHBI B Ka4deCTBEC HaaJIeXamero

JI0KA3aTeyIbcTBa B Cy/ B CIIy4ae PacCMOTPEHUs
CIIOpa, BO3HUKIIETO B pe3yibTaTe MPUMEHEHUS
Cucremsl, a TakKe MPU PACCMOTPEHUU CIIOPOB B
NOCYIeOHOM TIOpSAJIKE B COOTBETCTBUU C
CornaimeHueM.

Crarbs 10. Cpok aeiicreust CorJiameHnus

10.1. Cornamenue BCTynaeT B CHIIy ¢ MOMEHTa
noanucanusi JloroBopa 06 ucnonszoBanuu J[bO
YIOJITHOMOYEHHBIMH TIpeicTaBUTeNs MU CTOPOH.

10.2. Cornamenue pAeicTBYeT OO MOMEHTA
npeKpaieHus oos3arenscTB o BeeM JIbC.
10.3. baHk BHpaBe OTKa3aTbCi OT HUCHOJHEHUS
Hacrosmero  CorjameHust  MOJMHOCTBIO B
OJTHOCTOPOHHEM TIOPSIIKE, TMCEMEHHO YBEIOMUB
00 sTom Knmenra, B citydae, eciii 10 UCTEUECHUH
6 (mecth) MecsSIeB C JaThl 3aKIIOYCHUS
Cornamenus KiueHT He BBIIOTHWI JEHCTBHS,
npeaycMoTpeHHble 11 3.2 CornameHus.
10.4. Cornamenue MOXeT ObITh PaCTOPTHYTO IO
MUCbMEHHOMY 3asBJI€HUIO OoAHOM u3 CTOpoH
(OIHOCTOPOHHUM  OTKa3  OT  HMCHOJIHEHUS
CornamieHus MoJHOCTHIO).

B cnyuae pacropkenuss CornameHusi 1o

committee is documented by a report, which
defines the follow-up actions of the Parties.
9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration
by the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic documents, directed by the Parties
to each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between
the Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a
pre-trial proceedings as in compliance with the
Agreement.

Article 10.
Agreement
10.1. The Agreement shall enter into force
from the moment of the Contract on the Use
of RBS signing by the authorized
representatives of the Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six
(6) months after the date of signing of the
Agreement the Client did not undertake any
action stipulated in the numeral 3.2 of this
Agreement.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the

Validity period of the
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nHunuatuBe banka, bank yBemomisier 06 3TOM
KinuenTa He no3nHee, ueM 3a 14 (ueTbipHaALaTh)
KaJIeHAApHBIX JHEU 70 AaThl pAaCTOPIKEHHUS.

B cnyuae pactopxkenuss CornamieHust Mo
nHunuatuBe Kimenra, KinneHT B mHCbMEHHOM
dbopMe Ha OyMaKHOM HOCHUTENE YBEIOMIISET 00
stom bank He mo3anee, yem 3a 3 (Tpu) PabGounx
nHst banka 10 1aTel pacTopKEHuUs.

Pactopxxenne CornameHus A0 UCTEUEHUS
CpOKa ero AeWcTBUs He 0cBOOOXk1aeT CTOPOHBI
oT BBITMIOJTHEHUS 00513aTENbCTB,
npeaycMoTperHsix  CornameHueM U HeE
WCIIOJIHEHHBIX JIO JIaThl €r0 PacTOP)KEHHUs, U He
mumaer CtopoHy, ybu mnpaBa 1o CoriameHuro
HapylieHbl B  pe3ylbTaTe€  HEBHIOJHEHUS
oOs3atenbeTB  apyroil  CTopoHOW, TpeboOBaTH
3allUTBl CBOUX IIpaB B COOTBETCTBUHU C
3aKkoHomarenscTBOM Poccuiickoit @enepannu u
CornamieHuem.

Crarbs 11. O6cTofAITEILCTBA HENPEOA0JINMON
CHUJIBI

11.1. Croponsl OCBOOOXKIAIOTCSA oT
OTBETCTBEHHOCTH 32 HEWCIOJHEHUE W/WIH
HEHaJJIeXalllee MCIOJIHEHUE 0053aTebCTB 110
CornameHnio, €clii TakO€ HEUCIOJHEHHE
SIBUJIOCH pe3ynpTaTomM JEUCTBUI 1581051
OOCTOSITENLCTB HENPEOoJOIMMOI CHIIbl (Janee -
dopc-Maxop), TO €CTh UPE3BBIYANHBIX W
HEMpEeAOTBPATUMBIX MpPH JAHHBIX YCJIOBHSX
00CTOSITELCTB.

11.2. Tloxg TepmuaoM Popc-MakOp NOHUMAIOTCS
HABOJHEHHUE, IMOXap, 3eMJIETPSCEHUE, YyparaH,
B3PbIB, OCEIAaHHE IIOYBBI, AMUIAEMUU U HUHBIE
MoAOOHbIE SIBJIEHWS, a TakKKe BOWHA WIH
BOEHHBIE JCHCTBUSA B MECTE HaxOXJeHUs baHka
win Knuenrta, 3a0acTOBKM B OTpaciu WIH
peruoHe, NpUHATHE OPraHOM 3aKOHOAATEIIbHOM,
WCIIOJIHUTEJIbHON WM Cy/leOHOW BJacTH akKTa,
NoBJIEKIIMEe 32  co00i  HEBO3MOXKHOCTh
HaJJIeXkKaIlero MCIIOJTHEHUS Cornamenus
Croponamu.

11.3. Cropona, n1d KOTOPOHM  BO3HHMKIIHU
00CTOSITENTLCTBA HETIPEOJOTUMOM CUIIBI, 00sI3aHa
B TeueHue 7 (cemu) Paboumx nmHEW OT matThbl
BO3HUKHOBEeHUsI ~ Dopc-Maxkopa  yBEIOMHTh
apyryto  CTOpOHY O HACcTyIUICHHMM TaKUX

00CTOSATEINBbCTB, c IIPUIIOKEHUEM
COOTBETCTBYIOIIHNX JIOKa3aTeNbCTB.
Jloka3arenbCTBOM ®opc-maxopa MOXET
CILy’)KHTb ouInanbHbIN JOKYMEHT

KOMIIETEHTHOW OpraHu3alyu, MOATBEPK AN
bakt HACTYTUICHUSI 00CTOSATETLCTB

Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from
the execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of
the non-execution of the obligations by the
other Party, of the right to demand protection
of its rights as in compliance to the legislation
of the Russian Federation and the Agreement.

Article 11. Force Majeure

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), I.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client,
strikes in the industry or the region, adoption
of an act by the authority of legislative,
enforcement or judicial power entailing the
impossibility of execution of the Agreement
by the Parties.

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party
about the occurrence of such circumstances,
with an annex of the corresponding evidence.
Evidence of Force Majeure can be an official
document from a competent organization,
confirming the fact of occurrence of the Force
Majeure circumstances.
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HEMPEO0JTUMOMN CHUJIBI.

11.4. B cnydae HacTymjieHUs OOCTOSITEIIbCTB
HEMpPEeOoAOIMMON  CHUJIBI  CPOK  BBIIIOJHEHUS
Croponamu o0si3atenbctB 1o CormamieHuto
MIEPEHOCUTCSI COPa3MEPHO BPEMEHH, B TEUCHHUE
KOTOpPOTO JIEHCTBYIOT Takue OOCTOSITENLCTBA H
ux nocnenctsud. [locne npekpaiienus IeicTBUS
®dopc-maxopa 00s13aTenbCTBA Cropon
BO300OHOBJISIOTCS.

Cratrbs 12. 3aKJI10UNTEIbLHbIE MOJOKEHU S

12.1. Hacrosamee CornameHue  sSBIsSETCS
tunoBbIM.  Jlma  3akmouenums  CoramieHus
Kmment mnpenocraBnsier B bank [loroBop 00
ucnons3oBanuun JIbO (mo ¢opme banka),
KOTOPBIA  3aIOJIHACTCS, TOJIUCHIBACTCA WU
npenoctabisgercs B baHk B ABYX 3K3eMIUISApax.
CornaiieHde COCTaBJIIGHO Ha PYCCKOM U
aHTTIUICKOM s3bIKax. B cimyuae mpotuBopeunit
Mexay Bepcusimu CornamieHusi Ha PYCCKOM H
AQHTTIUICKOM SI3BIKE, MPEUMYIIECTBEHHYIO CHITY
nMeeT Bepcus CoriameHus Ha pyCCKOM SI3bIKE.
12.2. Ecnu otmensHOe 1oiioskenne CornameHus
TEepsieT CUJIYy WIH CTaHOBUTCS HEHCIOJIHUMBIM,
3TO HE MPUBOJIUT K HENEHCTBUTEIHHOCTH APYTUX
€ro IMOJIOKCHHH.

12.3. C pmartel 3axmroueHust CormameHus Besd
nepenucka i JIOTOBOPEHHOCTHU MEXTY
Croponamu, kacaromuecs yciaouil CornameHus
Y TIPEAIIECTBYIONINE €r0 3aKIIOUYCHUIO, TEPSIOT
CHITY.

12.4. Bcs mepenucka B paMKaxX MCIIOJTHEHUS
Cornamenus ocymectBisiercs CTOpoHaMH Ha

PYCCKOM/aHTJIMMICKOM/HUCIIAaHCKOM ~ SI3BIKE U
MOXKET OBITh  OCYIIECTBIIEHAa IOCPEICTBOM
Cucremsi.

12.5. baHk BmpaBe B OJHOCTOPOHHEM IMOpPSIKE
BHOCUTh M3MeHeHusi B CorjiaiieHue, yBeIOMUB
00 9TOM BCeX JHWIl, NPHUCOCTUHUBIIUXCA K
Cornamenuto, He no3aHee yeM 3a 10 (mecsarts)
KaJeHAapHBIX JHEW N0 BCTYIUICHHS B CHIY
YKa3aHHBIX W3MEHECHUI. Vka3aHHBIN B
HACTOSIIEM MYHKTE CPOK YBEIOMJICHHUS MOXKET
ObITh yMeHbIIIEH baHKOM B ciydae BHECEHUs
m3mMeHennin B CornamieHne B CBA3H  C
M3MEHEHHEM 3aKOHOJaTelabcTBA Poccuiickoit
denepanuu.

B cinyuae wu3MeHeHMs 3aKOHOJATEIbCTBA
Poccuiickoit  ®enepauun  CornaimieHue, 10
MOMEHTa €ro M3MEHEHHUs DaHKOM NpUMEHsETCS
B 4YacTH, HE MPOTHUBOpEUAIiei TpeOOoBaHUIM

11.4. In case of occurrence of the Force
Majeure circumstances the term for the
execution of the obligations by the Parties as
under the Agreement shall be transferred
commensurate to the time, during which such
circumstances and their consequences take
effect. After the end of the Force Majeure the
obligations of the Parties resume.

Article 12. Final Provisions

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the
Bank the Contract on the Use of RBS (in the
format of the Bank), which shall be filled out,
signed, and submitted to the Bank in
duplicate. The Agreement is executed in
Russian and English. In the event of a conflict
between the Russian and English versions of
the Agreement, the Russian version of the
Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than
10 (ten) calendar days before the amendment
effective date. The notification period
specified herein may be reduced by the Bank
in the event of amendments to the Agreement
due to changes in the laws of the Russian
Federation.

In the event of changes in the laws of the
Russian Federation, the Agreement shall apply
to the extent it does not contradict the laws of
the Russian Federation until amended by the
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3akoHojarenbeTBa Poccuiickont denepanum.
12.6. banak ¢ neapio o3HakoMiieHHsT KilMeHTOB ¢
CornamenueM myoJuKyeT ero Ha opuIHaIbHOM
caiite banka B cern «MHTEpHET» MO agpecy:
www.evrofinance.ru.

Banx YBEAOMIISIET BCEX JIMII,
npucoenquHuBMxca Kk CorjameHuro, 0
BHECCHUU B HEr0  M3MEHEHUH  IIyTEM

nyOnuKanuu  MHQOPMALIMOHHOTO THCbMa, a
TakKe IOJHOrO  TEeKCTa  HU3MEHEHUH  Ha
odurnmansHoM caiite banka B cetn «HTEepHET»
1o aapecy: www.evrofinance.ru.
JIOTIOJIHUTENBHO K YKa3aHHOMY  CIIOCOOY
yBeOMJICHHST BaHK 10 CBOEMYy YCMOTPEHHUIO

MOXET  HCIIOJIb30BaTh UHBIC CIIOCOOBI
uHpopmupoBanus Kiuenra.
Momentom  myoOnukanuu — CornameHus,

TapudoB m wHbOpMAIUU TSI O3HAKOMIICHUS
KinuenroB, B T.4u. JlokymeHTanuu, a Takxe
MOMEHTOM 03HAKOMJICHUS Knuenra c
onybnukoBanHbiMH Cornamenuem, Tapudamu u
nHpopmanuen s o3HakomiieHUs: KineHToB, B
T.4. JlokymeHTanuen, cuuMTaerci MOMEHT HX
MIEPBOrO pa3MEIICHUs] Ha OQUIIMAIBHOM CaiTe
banka B ceru «MHTepHeT» WO aapecy:
www.evrofinance.ru.

12.7. [elictBMe W3MEHEHUH,

BHCCCHHBIX B

COFJ'I&IHGHI/IG, u BCTYIIMBIIUX B Ccuiy,
pacnpoCTPaHACTCA Ha BCEX JIMII,
MPUCOCAUHUBIINXCS K CornameHmo,
HC3aBUCHUMO OT ATkl MNpUCOCAUHCHUA K

Cornamenuto (natsl 3akioueHust JloroBopa o0
ucnonb3oBanuu /[bO). B cinyuae Hecormacus c
U3MEHEHUsAMH, BHocuMbIMH B CornaiieHue,
Knuent Bmpase pactopruyts CorjiamieHue B
OJIHOCTOPOHHEM MOpPSAJKE 70 BCTYIUIEHUS TaKHX
U3MEHEHUH B CUJIY B NTOPSJIKE, YCTAHOBJICHHOM B
11.10.4 Cornamenns.

12.8. B cnyuae, ecnu A0 BCTYIUIEHUS B CUILY
OMyOJIMKOBAaHHBIX bBaHKOM W3MEHEHMH |/Win
JIOTIOJIHEHNH, BHeceHHbIXx B  CorameHue,
Cormamenne He  pacTtoprHyro, CTOpOHBI
NPU3HAIOT, YTO YKa3aHHbIE W3MEHEHWsS W/WUIH
nornonHenuss B CornamieHue — MNPUHATHI
Kinuentom.

12.9. bank He HeceT OTBETCTBEHHOCTH, €CIIH
uHpopmanusg 00 U3MEHEHUU W/ UITU JTOTIOTHEHUH
Cornamienus, onyOiIMKOBaHHasE B MOPSJIKE U B
CpoKH, ycTaHOBNIeHHbIe CornameHuemM, He Oblia
MoJTydeHa W/WIW W3y4deHa W/WIU TPaBUIIBHO
ucrosnkoBaHa Kinenrom.

12.10. Cnucok [lpuioxeHudt, sBISIONIMXCS

Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who
have joined the Agreement of any
amendments hereto by publishing an
information letter, as well as the full text of
the amendments on the official website of the
Bank in the Internet at: www.evrofinance.ru.
In addition to the above notification method,
the Bank may, at its own discretion, use other
ways to inform the Client.

As a moment of publication of the Tariffs and
of  information  for  customers, the
Documentation included, as well as a moment
of the Client’s familiarization with the
published Tariffs and Documentation, is
considered the moment of its primary
placement at the Bank’'s official website
www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the
Contract on the Use of RBS). In case the
Client disagrees with the amendments to the
Agreement, the Client may terminate the
Agreement unilaterally before such changes
take effect in the accordance with the
procedure established by p. 10.4 of the
Agreement.

12.8. If the Agreement is not terminated
before the effective date of the amendments
and/or supplements to the Agreement
published by the Bank, the Parties shall deem
such amendments and/or supplements to the
Agreement accepted by the Client.

12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in
the manner and within the period established
by the Agreement has not been received
and/or studied and/or correctly interpreted by
the Client.

12.10. List of Annexes, constituting an
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HEOTbeMJIEMOM YacThio CorylameHus:
- [Ipunoxenne Nel «TpebGoBaHus K ammapatHo-
IIPOrPaMMHBIM CPEICTBAM).

- [Tpunoxenue Ne2 «Crioco0s1 JIOCTaBKU
nHpopMaumn.

- [lpunoxenne  Ne3 «[lopsimox ~ pazdopa
KOH(MIMKTHBIX CUTYaLHiD».

- llpunoxenune Ned  «TpeGoBanus 1O

nH(pOpPMaMOHHOM 06€30IMaCHOCTHY.
- Ilpunoxenne Ne5 «J/lanHble 0 Branenbue
ceprudukara Kiroda npoepku Iy,
- [Ipunoxenne Ne6 «AKT npu3HAHUSA OTKPBITOTO
Kiro4va (ceptudukara) 11 oOMeHa
COOOIICHUSMM.

integral part of the Agreement:

- Annex No. 1 «Requirements to hardware and
softwarey.

- Annex No. 2 «Means for the delivery of
informationy.
- Annex No. 3 «Procedure for the resolution of
conflict situationsy».

- Annex No. 4 «Information safety
requirementsy.
- Annex No. 5 «Information on the ES

Verification Key Certificate Holder ».
- Annex No. 6 «Act of acknowledgement of the
public key (certificate) for message exchange».
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Hpunioxenne Nel

Kk CorJiameHunio 00 UCMOJIb30BAHUHU IJTEKTPOHHOM
CHCTEMbI JUCTAHIMOHHOI0 0AHKOBCKOI0
00CJIyKUBAHMS

No oT « » 20 1.

TPEBOBAHMUS K AIIITAPATHO-
MNPOI'PAMMHBIM CPEACTBAM

1. Onepaunuonnas cuctema Windows 7 u
BBIIIIE.

2. bpaysep Internet Explorer Bepcun 9.0
wiu Beire, Chrome, Mozilla Firefox.

3. Hanuumne noJKIIF0OUEHHOTO CETEBOr0 WIIU
JIOKAJIbHOTO MPUHTEPA.

4. Hanmuume noaxiroueHus kK cetu Internet.
5. TIlpu oOmeHe wuHpOpMaLHEH C
Oyxranrtepckumu cuctremamu (nanee - BC)
«1C», «lapyc», BOCT-4 u ¢ npyrumu bC,
B KOTOPBIX €CThb BO3MOXXHOCTb 3KCIOpTa
JOKYMEHTOB B  TEKCTOBBbI  ¢opmMar,
Heo0X0uMO, 9TOOBI (hOpMaT JaT U YUCEN
UMIIOPTUPYEMBIX JIOKYMEHTOB
COOTBETCTBOBaJI (popmaraMm JaT M YHUCE,
3a[]aBa€MbIX B PErHOHAJIBHBIX HACTPOMKaX
OTIEPALIMOHHON CUCTEMBI KOMIIBIOTEPA.

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer 9.0 or higher,
Chrome, Mozilla Firefox.

3. Availability of connected network or
local printer.

4. Internet connection.

5. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of
imported documents must coincide with the
formats of dates and numbers set in the
regional settings of the computer operating
system.

38
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Ipniaoxenue Ne2

Kk CoryameHuio 06 UCMOJb30BAHUH
3J1eKTPOHHOI CHCTEMBI JUCTAHIMOHHOT0
0aHKOBCKOT0 00CIYKUBAHUS

Ne oT
» 20 1.

«

CIIOCOBbBI JOCTABKH HHOOPMALIMHN

PaGora OCyIIeCTBJISIeTCS yepe3
NOJIKJII0YeHHe K CBOeMYy NpoBaiiiepy ycJayr
cetn «MHTEpHETY.

HapaMeTpLI IMOAKIIIOYUCHUA: OTKPLITHIC

TCP nopter 80, 443 wnHa cailt
https://online.efbank.ru WIn
https://corp.efbank.ru
HapaMeprl IIOAKIKOYCHU A MOTYT 6BIT b
U3MEHEeHbl U coobmeHbl  Kimenty B

MNMCbMEHHOM YBEJIOMJICHUM WJIMA HaIlPaBJICHBI
Kimuenty nocpencrsom CUCTEMBI.

Hactpoiika Kiainenrom TAHHOW

Annex No. 2
To the Agreement on the use of an electronic
system for remote banking services

No. dated
20
MEANS OF DELIVERY OF
INFORMATION
Work is carried out through a

connection to your Internet service provider

Connection parameters : open TCP ports
80, 443 to website https://online.efbank.ru or
https://corp.efbank.ru

Connection parameters may be changed
and communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism

TPAHCIOPTHOM CXeMbl OCVIIIECTBJISIETCS Ha

independently at the workstation according

padoyeM MecTe CaAMOCTOATEJILHO COIrJIACHO

to the provider’s requirements.

TpeOOBaAHUAM HPOBaliepa.

39
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Ipnioxenne Ne3
Kk CorJiameHuIo 06 HCMOJIb30BAHUHU JTEeKTPOHHOM
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0

00CJIyKUBAHMS
Ne OT « » 20 1.
HOPANOK PASBOPA KOH®JIUKTHbIX

CUTYALIUN

1. O0mue 1MoJI0KEeHHU

1.1. Huxe IIPUBEJICH IIEPEYECHb
KOHQUIMKTHBIX ~ CUTyaUMd 1O  IOBOAY
UCIOJIHEHUSI DJIEKTPOHHBIX JOKYMEHTOB

(mamee - «/loxymeHTOBY),
paccMaTpUBaEMBbIX TEXHUYECKOU
KOMUCCHEN, JEUCTBYIOLEW B COOTBETCTBUHU
c MOPSAIKOM, MPEAYCMOTPEHHBIM
CornamieHueM:

- JokymeHTt wucnonHeH, a KuueHr
yTBEpKJaeT, 4To JIOKyMEHT He MOChUIal U
HE ITOANNCBHIBAIL,

- KiumeHt yTBepkaaer, 4To OH HalpaBHII
JloxymeHT, a JIOKyMEHT HE€ HCHOJIHEH,
npuyeMm, 1o yrBepxkaeHutro Kimenra, oT
banka [IOJIy4YeHa Ksuranuus 00
WCIIOJTHEHUH;

- KimeHnt yrBepkaaer, 4To OH HalpaBUII
onvH JIOKYMEHT, a MUCIOJHEH JApYrou
JIOKyMeHT;

- JApyrue KOHQIUKTHbIE CUTYalUH.

1.2. Tlpu pa3pemnieHuu CHOPHBIX CHUTYaIHii
CropoHBbI 00s13yI0TCS  PYKOBOJICTBOBATHCS
CJIEIYOIMMH NTPUHIIATIAMM:

- CropoHa-nosyyaTelb o0s3yercs
MIPU3HATHh TOJJIMHHBIM M JCHCTBUTEIBHBIM
JIOKyMEHT, NEepelaHHbli €H I0CPEACTBOM
CucreMbl u MMEIOIIUIH OIl,
c(OPMHPOBAHHYIO Ha 3aKpbITHIX KIIIOYax
CTOpOHBI-OTIIpAaBUTENS, TOPU  YCIOBHH
I0JIOKUTEIIBHOTO pe3yibpTaTa npoBepku D11
Ha COOTBETCTBYIOIIMX OTKPBITBIX KIIFOUaX;

- CTOpOHa-oTIIpaBUTEIb o0s3yercs
MpU3HaTh TOJUIMHHBIM (TIE€PEIaHHBIM €10
nocpenctBoM CUCTEMBI) U AEHCTBUTEIbHBIM
JIoKyMeHT, WMEIOITHH OIl,
c(OPMHPOBAHHYIO Ha €€ 3aKPBITHIX KIII0YaX,
IIPU YCIIOBUHU IOJOKUTEIBHOTO PE3YJIbTAaTa
npoeepkn Ol  Ha  COOTBETCTBYIOIIHX
OTKPBITHIX KJIFOYaX;

- OTBETCTBEHHOCTb  BO3JIaraercs  Ha
CropoHy-OTnpaBuTeNsA, MNpPU MOJYyYECHUH
CropoHoii-nosryyaTesnem JIO3KHOTO
JlokyMeHnTa ¢ ycnemHo noaaenaHHon OIl,

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20
PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not
sent and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the
Client, Bank provide a confirmation receipt
for the above document;

- The Client asserts, that he sent one
Document, but a different Document was
performed,

- other conflict situations.

1.2. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has a Electronic
Signature, formed on the closed keys of the
Sending party, subject to the positive result
of the Electronic Signature verification on
the corresponding open keys;

- Sending party undertakes to
acknowledge as authentic (transferred
thereto through the System) and valid the
Document which has an Electronic
Signature, formed under its private keys,
subject to the positive result of the
Electronic Signature verification on the
corresponding open keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
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Tak Kak B 93ToM ciydae CropoHa-
OTIIPaBUTENIb HE oOecmedniia COXPaHHOCTh
3akpbIThiX Kitoueit JI1.

1.3. Croponsl IIPU3HAIOT, 4TO
MaremMaTuyeckue cBoiicTBa airoputma Ol
rapaHTUPYIOT HEBO3MOXKHOCTh  IMOJICIIKH
sHaueHus  OII  mroObIM  JIMIIOM,  HE
00J1a/1al01UM 3aKPBITHIM KJIFOYOM TOJIITUCH.

1.4. CTOpOoHBI JOJIKHBI MPEICTaBUTh
KOMUCCHH CIEAYIOIUE MaTepUaJIbL:

— HocuTenn uH(popmanuu ¢ Qaiinamu,
COJICpP)KAlllUMKU  BBITPY)KEHHBIE U3
CucreMbl myTeM  HCIOJIB30BAHHUSA
¢yHkuoHana «BbIrpy3ka JaHHBIX
JUIsL TIPOBEPKU IOJIIMUCH» CIOPHBII
JIOKyMeHT, a Takke pacriedaTaHHbII
n3 Cucrtemsl cliopHbIi JIOKyMEHT win
KBuranuuto Ha Hero. Omnucanue
IPOLEAYPBl BBITPY3KM JAHHBIX JUIA
IPOBEPKU TMOJINUCH TPUBEJICHO B
Jloxymenranuu;

— TMOANHUCaHHbIE COOCTBEHHOPYYHBIMHU
MNOJAIUCSAMU  YIIOJTHOMOYEHHBIX  JIMIL
Kinenra u banka opuruHansl AKTOB

MpPU3HAHUS OTKPBITOTO KJII04a
(ceptudukara) TUTSt obmeHa
coobuienusamu  (IIpunoxenneNe6 «k
Cornamnienu);

— Hocutenb ¢ Kmowamum  Cpexacts

3aIU Tl HHOOPMALIUH.
1.5. [IpoBepka nMoyIMHHOCTU DJAECKTPOHHOTO

nokymenta  Kiumenta  ocymiectBisiercs
nmocpeacTBoM mporpammbel - OpenSSL.exe.
Onucanwe mnporpaMMmbl  TPUBEIECHO B
JTOKYMEHTallM Ha O(QUIIMATFHOM caiiTe
pazpabotunka B cetn  «MHTepHET»!
http://openssl.org/docs/.

1.6. IIposepka MOJIMHHOCTHU
DIEKTPOHHOTO JIOKyMEHTa banxka
OCYIIECTBISETCS MOCPENICTBOM

nporpamMmmHoro cpeacrsa  «KpuntoAPMy,
YCTaHOBJIEHHOTO B baHke.

2. Ilpoueaypa mnpoBepKH HNONJIHHHOCTH

the Sending party did not assure the security
of the Private Electronic signature keys.

1.3. Parties agree that the

mathematical features of the Electronic

signature algorithm, guarantee impossibility

of falsification of the Electronic Signature

value by any person, who does not possess
the private signature key.

1.4. Parties must  present

following materials to the committee:

— data carriers with the files, containing

the disputed Document downloaded

from the System through the use of

the function «Downloading of date for

the verification of the signature», as

well as the Disputed document printed

from the system or the Receipt

received for it. Description of the

procedures for the downloading of

the

date for the verification of the
signature is provided in the
Documentation;

— original copies of the Acts of

acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
signed  with  the  handwritten
signatures of the authorized persons
of the Client and the Bank;
— carrier with the Keys for
Information Security Products.
1.5. Verification of the authenticity of an
Electronic document issued by the Client is
conducted through the OpenSSL.exe
application. Description of the application is
shown in the documentation at the official
website of the developer, on the Internet:
http://openssl.org/docs/.
1.6. Verification of the authenticity of an
Electronic document issued by the Bank is
conducted through the  CryptoAPM
application installed in the Bank.

the

2. Procedure for the verification of the

JIEKTPOHHBIX IOKYMEHTOB
2.1. lns pa36opa KOH(DIUKTHBIX CHUTyalul
TEeXHUYECKast KOMUCCHS BBITIOJTHSIET
CHEAYIOLME NEUCTBUS:
— mpoBepsieT nomIMHHOCTH Il moxg
BBITPYKEHHBIM CIIOPHBIM

authenticity of the Electronic documents.
2.1. For the resolution of conflict situations

the technical committee performs the

following:

— verification of authenticity of the
Electronic ~ Signature  on  the
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JIOKyMEHTOM €  HCIIOJIb30BaHUEM
Otkpeitoro ximoua OIII  CropoHsl-
OTIIpaBUTENSI JaHHOTO JIoKyMeHTa;

— TpoBepsieT COOTBETCTBHUE
9K3EMIUIAPOB ~ AKTOB  IpHU3HAHUS
OTKPBITOTO KJItoua (cepTudukara) s
obmena coobmenusmMu (ITpunoxenue
Ne6 K Cornanienuo)
npenocraBieHHblx  CTopoHamMu B
coorBerctBUM ¢ 1.1.4. Ilopsnka
paz0opa KOH(PIMKTHBIX CUTYaIUi;

— CBEpseT COOTBETCTBUE  KIIFOUEBBIX
MOJIe OTKPBITOrO KIF04Ya M3 AKTOB

pU3HAHUS OTKPBITOTO KJIF04Ya
(cepTrdukara) TUTSt obmeHa
COOOILIEHUSIMU c pacreyaTKoit
IIPOTOKOJIA IIPOBEPKHU OlIl,
MOJTy4YEHHOM npu TTOMOIITA
POTPaMMBI
OpenSSL.exe/mocpeacTBom
POTPaAMMHOTO cpeacTaa
«KpuntoAPM».

2.2. Pesympratel  pabOTBI ~ TEXHHYECKOU
KOMHCCHH OTPA)KalOTCS B aKTe, MOJIMHCAHHOM
BCEMH UWICHAMH TEXHUYECKOH KOMHCCHH.
UneHbl TEXHUYECKONH KOMHUCCHM, HE COTJIaCHbIE
C BBIBOJIaMHU OOJIBIITMHCTBA, MOANUCHIBAIOT aKT
C BO3PAXEHMUSMH, KOTOPBIH Mpuiaraercs K
OCHOBHOMY aKTy.

downloaded disputed Document with
the use of a Public Electronic
Signature Key of the Sending party of
the given Document;

— verification of conformity of the
copies of the Acts of
acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
provided by the Parties as per p. 1.4
of the Procedure for the Resolution of
Conflict Situations;

— reconciliation of the key fields of the
public key from the Acts of
acknowledgement of the public key
(certificate) for message exchange
with the printed out ES verification
protocol from
OpenSSL.exe/CryptoAPM.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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MMpuno:xenune Ned

Kk CorJiameHuIo 06 UCNOJIb30BAHUH IJT1eKTPOHHOI
CHCTeMbl JIMCTAHIHOHHOI0 0AHKOBCKOI'0
00CJIy)KUBAHMS

Ne OT « » 20 .

TPEBOBAHUS IO UH®OPMAILMOHHOM
BE3OIIACHOCTH

s MUHUMU3ALUN PHUCKOB

HECaHKLMOHUpPOBaHHOro Joctyna K Cuerawm,

cuery mo Bkiaxy (memosuty) Kiumenrta co

CTOPOHBI 3JI0YMBIILIJIEHHUKOB u

KOMITPOMETAIlMM  KJII0YEBOM  HHQpOpMaINH,

bank  HacrodarenbHO mpocur  KimeHTOB

coOIroaaTh CleayoIne MEpbI

MH(POPMAIIMOHHOMN 0€30MaCHOCTH:

e BrbienuTh KOMIBIOTEp, KOTOPBI He Oynmer
HCIIOJIb30BaThCS B MHBIX LIEJIAX, KPOME Kak
i pabotel B CrucTeMe; HEe OCYLIECTBIATD,
a pu HaJIUYUU TEXHUYECKON
BO3MOXXHOCTH, 3alpEeTUTh BHIXOA B CETh
«HTEepHET» C 3TOr0 KOMIIBIOTEPA HA UHBIE
azipeca, 3a UCKJIIOYEHHEM aJJpecoB CEPBEPOB
banxka.

e OrpaHuuuTh WIM TMOJHOCTHIO 3aMpPETUTh
yYAAJEHHBIH  JOCTYl K  BBIJIECJICHHOMY
KOMIIBIOTEPY € JPYIMX KOMIIBIOTEPOB
nokanpHOM  cetn. He  mcmonw3oBarth
CPEICTBa yNAJICHHOIO aJMUHUCTPUPOBAHHUS
Ha  BBIJEGIIEHHOM  KoMmmbtotrepe. Ilpu
HaJIMYUU TEXHUYECKUX CPEICTB, IOMECTHUTH
BBIICJICHHBIH KOMITBIOTEP B  OTIENbHYIO
CeTb,  KOHTPOJHMPYEMYKO  MEXKCETEBBIM
9KpPaHOM U CUCTeMaMU OOHapYXEHHs aTak.

e 3aMEHUTh BCE€ CTaHAAPTHHIE IAPOJIH,
3aJlaHHble Tpu ycraHoBke CucTeMbl, Ha
YHUKaJIbHbIE COOCTBEHHBIE, IPOU3BOAUTH
MEPUOJNYECKYI0 CMEHY Mapoiieil (He pexe
OJTHOTO Pa3a B TPU MecALa).

e lcnonp3oBaTh Ha TMOCTOSHHOM OCHOBE
aHTUBHUPYCHOE IpOrpaMMHOE obecreueHue
C MoceIHeN aKTyaabHOU Bepcueil 0as.

e PerynmspHo (He pexe OIHOrO pasa B
HEJIEIII0) BBITOJIHSTD AHTUBUPYCHYIO
IIPOBEPKY TUIS CBOEBPEMEHHOI'0
oOHapyXeHHsI BpEJOHOCHBIX MPOTrpamMmM.

e lcnons3oBarh Ha KOMIIBIOTEPE
UCKITIOYUTENIbHO JTUIEH3UOHHOE
porpaMMHoOe obecrieueHue.

e PerymsapHo (He peke OAHOrO paza B Mecsll
uiy 1o (pakTy myOIuKaIu) yCTaHABIMBATh
OOHOBJICHHS OTIEPALIMOHHOMN CUCTEMBI.

Annex No. 4

To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of unauthorized
access to the Client’s Accounts by law
violators and the compromise of key data, the
Bank strongly recommends its Clients to
comply with the following information safety
measures:

e To choose a computer that shall be used
solely for the purpose of working with the
System; not to access the Internet from such
a computer and, if possible, to prevent all
Internet connection from such a computer,
except for the connection with the Bank
services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

e To replace all default passwords set out at
the moment of System installation with
unique passwords; to change passwords
regularly (not less than once in three
months);

e To constantly use anti-virus software with
the latest versions of databases;

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not later than once a month or upon
launching);
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[IpoBeputsh rpynny «AIMHUHUCTPATOPHD> HA
BBIJICJICHHOM  KOMIIBIOTEpPE,  HCKIIOYUTH
BCEX PSAOBBIX TIOJb30BaTelied M3 OITOM
rpymisl, He padoTtatoumx ¢ CHCTEMOH.

[Ipy HanMUUM TEXHUYECKOW BO3MOXKHOCTH,
Ui TIONIb30BaTeNiei, paloTarommx ¢
Cucremoii, co31aTh OTAEIBHYIO TPYIIOBYIO
MOJIUTHUKY, Pa3pelIaloIIyi0 3alyCK TOJBKO
OTIpeICTICHHBIX MPUIOKEHHIH.

Jna  nmoctyma k- cepepam  banka
HCIIOJIb30BaTh TOJBKO 3aBEJJOMO M3BECTHBIC
Bawm anpeca unrepner cepBepoB banka.

B chnygae oTcyTCTBUSL  BO3MOKHOCTH
TIOJIKITFOYCHUS K cepBepy banka
HEe3aMeUIUTEIbHO  CO00IIaTh TOM
banky.

XpaHuTh B Oe3omacHOM MecTe (B ceiide) u
HUKOMY HE TepelaBaTh HOCHTEIH C
KJIFOYeBOM HMH(pOpMaIeii, o0ecreuynB K
HUM JIOCTYII TOJBKO YIIOJIHOMOYEHHBIX JIUII.
Hukorna He ocCymecTBIATH KOMUPOBAHHE

00

3aKPBITHIX (CEeKpeTHBIX) KJIFOUEH
JIEKTPOHHOM TOJMMCU Ha  JIOKAJIbHBIN
JKECTKMA JUCK KOMIBIOTEpa, Jlaxke C

MOCTIEIYIOIUM €r0 yaJIeHUEM.
Perynsapuo (He pexxe 0HOTO pa3a B MeECSIT)
IIPOBEPSATH LIEJIOCTHOCTh KITFOYEBBIX
HOCHTENIEH, TPOBOS MPOBEPKY HATMYMSI Ha
HUX (hallyIOB 3JEKTPOHHON MOIHCH.

CBoeBpeMEHHO (B COOTBETCTBMM  C
ycaoBusmMu  CornamieHus)  NPOBOAUTH
[TnanoByr0 cMeHyY pabounX KIIFOUEH.

He ocraBnsate Hocutenun c Kirouamn6es
MIPUCMOTPA, TMOAKIIIOYATh UX K KOMITBIOTEPY
TOJBKO HA BpeMs MHCIIOJIB30BaHMUS U
HE3aMEJIUTEIbHO MX OTKIIOYaTh IOCie
npoBeieHus: OaHKOBCKUX omepauuil. Ilpu
octaBieHNN pabodero mecta CucreMbl 6e3
IpUCMOTpa Bcerjga OJOKMPOBaTh JKpaH C
MOCIEAYIOIUM BBOJOM Mapojsl Ui €ro
Pa30IOKHPOBKH.

[Tpon3BoNTE HE3aMEUIUTENBEHYIO 3aMEHY
Kitouelt »51eKTpOHHON TOAMHMCH B Cilydae
WX KOMIIPOMETAIlMM WM TIOJA03PEHUU Ha
KOMIIPOMETAIHIO.

CBOEBpEMEHHO yCTaHaBJIMBAaTh
ob6HoBNeHUS CHUCTEMBI.

He ycranaBnuBaTh OOHOBJIEHUS, a TAK)KE HE
OTKPBIBAaTh CCBUIKH B MOYTOBBIX
COOOLICHHUSX, TOJyYCHHBIX OT UMEHH baHka
10 3JIEKTPOHHOW TOYTE; IMOJYYHB TaKOE

BCC

To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store data carriers with key information
in a safe place (a vault), never to transfer
them to third parties, to limit access to them
only to authorized persons;

Never to copy private (secret) digital
signature keys on the local hard drive of the
computer, even in case the copies are
deleted immediately;

Timely (according to the terms and
conditions of the Agreement) perform the
Planned change of Operational Keys;

To check the integrity of key carriers and
the presence of digital signature files on
them on a regular basis (not later than once
a month);

Not to leave the media with the Keys
unattended; to connect them to the computer
only for the time of use and immediately
disconnect after the completion of banking
operations. In case a work place with the
System is left unattended, to block the
screen and to use a password for its further
unlocking;

o To immediately replace digital signature

Keys in case of their actual or alleged
compromise;

o Timely update the System;

Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such e-
mails;
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cOoOOIIeHNEe, HE3aMEIIUTENILHO COOO0IAaTh
00 sTom banky.

ExenHeBHO, B TE€UCHUE ONEPAIIMOHHOTO JTHS
banka um mo oxonuanuu PabOouero mui,
OCYIIECTBJIATh JOTOJHUTEIBHBIA BXOJ B
Cucremy i1  KOHTpOJIA  IE€peuHs
HCXOJSIINUX JOKYMEHTOB 3a TEKYIIHHA JICHb.
[Tpu OOHapy)KCHHH  TIOJIO3PUTEIHHBIX
JIOKYMEHTOB, HE3aMEIUTENLHO
oOpamathcs B baHk.

B cnydae mnopo3peHuid Ha 3ameiieHUE
paboThI KOMITbIOTEpA OTKITIOYHTH
KOMITbIOTEP (PU3HYECKH OT JIOKAIBHOU CETH
u ceru «MHTepHET» W O0OpaTHTBHCI K
CUCTEMHOMY aJIMUHUCTPATOpPY C MPOCHOOH
0 HEOOXOJAMMOCTH TIPOBEACHHS TIOJTHOM
AHTUBUPYCHOM MPOBEPKU CKaHUPOBAHHUEM
BcexX (ailJIoB M MaMATH KOMIIBIOTEPA.

B ciydae, eciiu WHIUIEHT
MHPOPMAIIMOHHON 0€30ITacHOCTH BCE KE
Mpou30LIeNl, HU B KOEM Cly4ae He
BBIKJTIOYATh KOMITBIOTEP, & OTKIIOYUTH €T0
(DU3UYECKH TOJIBKO OT JIOKAJIbHOM CETH M

cetu  «MHTEepHET»,  HE3aMEIUTMTEIHHO
oOpaTuThCs K CHCTEMHOMY
aJMMHHUCTpATOpy ©  cooOumth 00
UHIMJIEHTe B baHk jang npoBeneHUs
OTIEPATUBHOTO PACCIICIOBAHUS M TIPUHSTHS
HEOO0XOAUMBIX Mep JUISL cbopa
JI0Ka3aTeIbCTB.

B ciydyae  BbisiBIeHHss  KimeHTom

MOJIO3PUTEILHEIX omepanuii B Cucreme
He3aMeUIMTEIbHO Ccoo0mars 00 HJTOM B
bank.

To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a banking
day and at its end. In case of detection of
any suspicious documents, to inform the
Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator;

In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident in order
to carry out on-the-spot investigation and
take measures to collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.
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Hpniaoxenne Ne S
Kk CorJameHu10 00 UCMOJIb30BAHUM 3JI€KTPOHHOM CHCTEMBbI
JUCTAHIIUOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUSA

Ne 0T « » 20 1.
Annex No. 5
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
DOPMA
FORM

JAHHBIE O BJIAJJEJIBIHE CEPTU®UKATA KJIIOYA ITPOBEPKH 311
INFORMATION ON THE ES VERIFICATION KEY CERTIFICATE HOLDER

HaumenoBanue OpraHusanvu — Bna]:[em,ua CepTPId)I/IKaTOB KJIF0uei
Organization — Key Certificate Holder

VYnonHomoueHHsIH npencraBurens Kinenra - @amunusa Ums OtuecTBo
Authorized Representative of the Client - Full name

[NacnopT/ynocroBepeHue JTUIHOCTH No BbIJIaH

Passport/ identity card Cepus Howmep
series number

KEM BbIIaH HaCHOpT/yZ[OCTOBepCHPIe JINYHOCTHU

Issued by/ID
Jara BbIaauyu JaTta pomue}mﬂ
Date of issue date of birth

aJipec MECTa KUTEIbCTBA (PErucTparyu)
Residence address (registration)

I'paxnancTBo neHTHGHUKAINOHHBIH HoMep Hanoromiarensmuka (MHH)
Citizenship (Tipu €ro HaJIKUYKH, IPH €r0 OTCYTCTBUH - YKA3aTh «OTCYTCTBYET»)
taxpayer's identification number (INN)
(if available, if not available - indicate «not available»)

Jlorun (6-10 cHMBOJIOB):
Login (6-10 symbols)

HpaBo IMOAIMMUCH JOKYMCHTOB: CAMHCTBCHHAA, I€pBadA, BTOpal, oe3 IpaBa IoANMnuCHu
(HeHY)XHOE 3a4epKHYTb)
Right to sign the documents: single, first, second, without the right to sign documents
(delete as applicable)

ITosxHOMOUYMA Nnpu HAJUYUU NpaBa NOANMUCHU: MOANMMCAHUEC I BCex 9J’[eKTp0HHbIX HOKYMEHTOB,
npenycMotTpeHHbix CoriamenneM, HanpajsieMbIX Kianenrom B bank nocpeancrsom Cucremsl.
Authorities, in case of availability of the right of signature: signing with the Electronic signature of
all the Electronic documents, as provided for by the Agreement, directed by the Client to the Bank
through the System.

ITostHoMoOuus «0e3 npaBa moanucu»: BXoa B CHCTeMy, Co31aHMue JII00BIX 3.]'IeKTp0HHI>IX AOKYMEHTOB,
NnpeayCMOTPECHHBIX ComameﬂneM, YCTAaHOBJCHHUE 3AINUIICHHOI0 COCIMHEHUSA C bankom AJis IpuemMa
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H OTIIPABKH JI00BIX 3JIeKTpOHH]>IX AOKYMEHTOB, MOANMHUCAHHBIX YnoaHoMO4YEeHHBIMH

npeacraBuTe/IIMU Kinenra.

Authorities «without right of signature»: log-in the System, creation of any Electronic documents,
provided by this Agreement, establishment of protected connection with the Bank for receiving and

sending of any Electronic documents signed by the Authorized Representatives of the Client.

(HOL[HHC]: V110JIHOMOYEHHOT'O
npezacrasurens Kinenra)
(signature of the Authorized
Representative of the Client)

PykoBoautens
Director:
/ /
(moamucsk) (®.1.0.)
(signature) (Full name)
M.IL
Stamp here
OtMmetrkn banka
Bank mark

Anmunuctparop (3amectutens aqmunuctpatopa) C3U banka
IPF Administrator (deputy administrator) of the Bank

/ /
(moanucs) (®.11.0.)
(signature) (Full name)

(mata nomyvenust JlaHHBIX)
(date of receipt of the Information)
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Hpuioxenue Ne 6
Kk CoryameHuro 06 UCIOJb30BAHUM 3JIEKTPOHHOM CHCTEMBI
AUCTAHIMOHHOI0 0AHKOBCKOI'0 00CIy:KMBAHUSA

Ne 0T « » 20 1.
Annex No. 6
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
OOPMA
FORM
AKT
NPU3HAHUS OTKPBITOro KJIK04a (cepruduxara)
JJI1 00MeHa COO0IeHUIMHU
ACT
of acknowledgement of the public key (certificate)
for message exchange
« » 20 T.

Hacrosimum AKTOM NpU3HAETCS KIFOY IPOBEPKU JICKTPOHHOM MOANWCH U OTKPBITHIH KIIFOY IIH(POBAHMS,
MpUHAATISKAIIUN YIOTHOMOYEHHOMY npecTaBuTento Kinnenra:

The electronic signature verification key and public encryption key of the authorized representative of the
Client is acknowledged by this Act.

Csenenns o Kinnenre:
Details of the Client:
1. HaumenoBanue:

Name

2. MecTo HaxX0XKIECHHUS:
Location

3. Ten 4. ®akc
Tel. Fax

CBeZ[eHHH 00 YII0JTHOMOYEHHOM IpeaACTaBUTEJIC Kiauenra:
Details of the Authorized Representative of the Client:
1. ®damunus, UMs, OTYECTBO:

Full name
2. Y@mocroBepeHHE THIHOCTH/TIACTIOPT: CEPUU Ne R
ID/passport: series
BbIJAH «_ » T
issued on

3. [lara poskaeHus:
Date of birth

4. Agpec MecTa XHUTENbCTBA (PETUCTPALINN):
Residence (registered) address

5. T'paxxmgaHCTBO:
Citizenship

WHH (npu ero Hanu4uu, Mpy €ro OTCYTCTBHH — YKa3aTh «OTCYTCTBYET»)

Taxpayer Identification Number (INN) (if available, if not — specify “none”)

JInynas IIOAIINCH VY10IHOMOYEHHOTO npeacTaBUTEIIA Knnenra
Personal signature of the Authorized Representative of the Client

ITapameTpbl KJI0Ya:

Parameter of the Key:

Aunroput™: (YKa3bIBa€TCS aJrOPUTM)

Algorithm (algorithm is specified)

Hauano cpoxa neifcTBus: « » 20

48



49

Valid from
OxoHYaHHE CPOKA JEHCTBHUS: « » 20
Valid till

TeKCcT OTKPBLITOro KJIua:
Open Key text:

JonoJHUTeIbHbIE 10JIs1 OTKPBITOr0 KJI4a (ceprudukara)
Additional lines of the Open Key (certificate):

Wwms Bagenpla Kiaroya.

Name of the key owner:

Kop ctpanbr:

Country code:

Crpana:

Country:

T'opon:

City:

HanmeHOBaHUe KIIMEHTA:

Name of the Client:

Unentuduxarop knuenta B cucreme/identifier of the Client in the System
Hannsie 06 uzparene/Information about the issuer:

Ku1104 3aperucTpupoBaH U MOKeT HCII0JIb30BATHCA 1Jis1 00MeHAa COO0LEeHusIMH.

The Key is registered and may be used for message exchange.

AnMuHHCTpaTOp/3aMECTUTEIh

agmunuctparopa CK311 BAHKA/ PykoBoaurens KIMEHTA
Administrator/Deputy Director of the CLIENT
Administrator of the BANK’s

information cryptosecurity software

M.II. M.II.
Stamp here Stamp here
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