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1. SYSTEM DESCRIPTION

EuroLink remote banking system for individuals (hereinafter the “System”) is a modern electronic
service that provides access to banking services via the Internet. The System consists of the web version
and mobile version and is a complex of hardware and software operated by the Client and Bank to provide
Client with the services of remote managing and operating their accounts. The System service is developed
with the use of up-to-date means of information protection and encryption: the data transfer is made
through a secure SSL connection, the login is carried out by login and password, one-time SMS passwords
are used to confirm the operations.

Functions of the System:

» Ruble and foreign currency transfers

» Opening, replenishment and closing of the deposits

» Online shopping payment

» Operations with bank cards

» Purchase and sale of foreign currency

» Tax and penalty payments

« Access to information about accounts, cards, deposits and loans
- Service payments (cellular service, TV, Internet, utilities, etc.)

1.1 Terms and Definitions

PUSH-notification is a message used to transfer information to mobile phones under the iOS and Android OS
(using Apple Push Notification Service and Google Cloud Messaging technologies). To receive PUSH-
notifications, the Client needs to have the mobile version of the System installed on a mobile device.

Temporary password is a digital code sent via SMS to the Client’s mobile phone when connecting to the System
and when unlocking the login. The length of the Temporary password is 8 characters, the validity period is 14
days.

Client is an individual registered in the System. This Manual is personally addressed to the Client with the use of
You, Your, etc.

Password is a secret string of characters used to verify that the relevant Login really belongs to the Client. When
registering with the System, a Temporary password is sent to the Client’s mobile phone via SMS which is used
for the first login, and then the password changing procedure is launched. The further sequence of characters
for the new password is determined by the Client independently taking into account the password creation tips
and can be used repeatedly. The password length should be at least 6 characters. To create a Password, we
advise to read the password creating tips (Security Measures).

One-time password is a digital code sent via SMS/PUSH-notification to the Client’s mobile device. It is used once
atapointin time when logging in, as well as when performing financial and other operations through the System.
It allows to certify the authorship of the Client, being a handwritten signature analogue. It can be used only for
the operation for which it was received. The length of the One-time password is 6 characters, the validity period
is 9 minutes.

1.2 Technical requirements for the System

To work with the System, it is enough to have a personal computer (laptop, tablet) with Internet access and a
mobile phone for receiving SMS messages containing one-time passwords on the Registered number specified
in the Bank Agreement.

The System can work in Internet Explorer, Mozilla Firefox, Google Chrome, Opera, Safari supporting TLS and
JavaScript. We recommend to use the latest versions of browsers for fast System operation.



1.3 Login
System access is provided to Clients who concluded a Remote Banking Service Agreement and were registered
in the System by the Bank.

To login, follow the link “EuroLink” on the homepage of the Bank or specify the following address in the address
bar of the web browser: https://elf.faktura.ru/?site=evrofinance

On the Login Page there are fields for entering the Login and Password, as well as a link to the Bank's contact
information, the information about the System Security Measures and the news are additionally posted.
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Login to enter the System is given by the Bank upon the Client’s registration in the System. The Temporary
Password is sent to the Client by the Bank via SMS to the phone number registered when concluding the
Agreement. On the first login, you need to change a Temporary Password for a Permanent Password which will
be used later each time when you log in, while a Temporary Password will be cancelled. Then enter your One-
time password and press “Continue”.

Please note: if the Login/ Password is incorrectly entered 3 consecutive times, the System temporarily blocks
the account for 3 minutes. In such a case, the relevant message will be displayed indicating the time remaining
until unlock.

After 9 unsuccessful attempts to enter the Login/Password, the account is locked, the screen displays the
message “Login is locked. Please contact the Bank to unlock”. In this case, as well as in the case of loss or
compromise of the Login, the Client may refer to the Bank office in person for getting a new Login with a
corresponding written application.

In such a case, the Client is blocked from entering the System until the new Temporary Password is received
from the Bank.

1.4 Homepage navigation

After successful authorization, the System Homepage is opened wherein the Client gets access to the main
features of the System. All products and services are managed from the Homepage, which consists of three main
function blocks and the top panel containing the Menu.
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Internet \
Communication

CARDS & ACCOUNTS 8843769P All operations in  October
8 3001,00$
300000 €
Expenses 2855924 p

DEPOSITS [1] 60 000,00 P

Operations in October

Telecommunications

® Books, music, video 100.00

e MENU
The User Menu contains the History of correspondence with the Bank, Client Profile, Security Settings and
System Settings. The Client Profile is available in the Menu and by clicking on the Client Name in the upper
right corner of the screen. When you click on the “Exit” button, you log out in a safe way.

e “PAYMENTS AND TRANSFERS” block

- “New payment or transfer” button is used for a quick transition to creating a transfer or service payment;
- “Create Template Group” button is used for creating payment templates, including scheduled payments.

e “CARDS AND ACCOUNTS” block. In a collapsed view, it contains summary information on the
number of card products and current accounts. It also shows the amounts of all account balances and
Payment limits for all card products of the Client in terms of currencies.

e «Loans» block displays the number of Client's loan agreements and the amount and date of the next
payment.

e «Deposits» block. In a collapsed view, the number of active Client Deposits and total balance of
Deposits are displayed.

e “OPERATIONS HISTORY” block. In the Homepage workspace, the Expense Chart by expense
category and the Financial Operations Feed of the Client are displayed.

Under the functional blocks, there is a dashboard displaying current exchange rates set by the Bank, technical
support phone numbers and brief information on the functional blocks composition.
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2. MENU

When you click on the Menu button, an active area appears with the following sections:

- Applications, messages: for correspondence with the bank

- Security: for viewing the history of logins

- Settings: for setting up the display of closed services (inactive cards, closed deposits, etc.)
- Profile: for Client information displaying
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Applications, messages Security

Profile Settings

Butanuia Nonos

[F+ Exit

The Menu will be highlighted if you have unread messages from the Bank.

)( Menu

Applications, messages e Security

Settings

2.1 Applications and messages

This section contains the history of the correspondence with the Bank. Letters can be found by searching or by
viewing the “Incoming” and “Outgoing” sections.

X

[£] | APPLICATIONS, MESSAGES

X Advanced search

@ 1610 COOBLEHWE U3 BAHKA

® 1010 COOBLLEHUE N3 BAHKA

By clicking the “New application” link, you can send to the Bank a letter on general issues, as well as a letter
with the “Message to the bank” subject to recall a document having “Processed” status or the letter with
information for currency control. Attachment size may be up to 2 MB.
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Subject For bank

Content massage

File C:\fakepath\Instruction_EFM_RUS_1800.docx

Sending messages to the Bank is confirmed by one-time SMS password.
2.2 Settings

In the settings, you can optionally set up the closed services displaying.

,@, ONLINE BANKING SETTINGS

Display in Online banking

Inactive cards
Closed accounts
Closed deposits

Closed credits

Save

2.3 Profile
The Client information is available by clicking the “Profile” link. Personal data and contact information are
partially hidden for security reasons.

Applications, messages Security

profile Settings

Butanuia Monos

[F Exit




2.3.1 Subscriptions

The service of “Notification about fines and taxes payable” enables to receive prompt notifications on traffic
police (GIBDD) fines payable, taxes payable and debt to the bailiffs.

*Note: You can set up the notification service not only for your own fines and debts but also for fines and debts
of your relatives by adding their details in the tab.

X
SL | proFILE

Personal information | Subscriptions | Changepassword  Notification settings

Enable notifications on traffic police fines and taxes payable

Just add the number of your driving licence/certificate of vehicle registrationto receive SMS on traffic
police (GIBDD) fines payable.
To receive information on taxes INN (TIN) required.

2.3.2 Changing login

In order to change the login to enter the System click “Change login”. On the page that opens, insert the
new login and press “Change”. When creating the new login it is recommended to follow the login
creation tips on the login change page in the System

SL | PrOFILE
Personal information Change password Change login
Current login oper1900
New login How to create a new login

¢ WN3MEeHWUTL NorMH

Confirm the operation with a one-time password:

cooBuwaite.”,
A one-time password is sent Enter password
to the number +7 (9XX) XXX-XX-40 3 i RS F -4
Please enter the password into the 9 minutes left Cancel

corresponding field to verify the operation.

If the change of login has been successful, you will see this message:

v/ Bal norvs yCnewHo n3MeHeH




The system will issue a warning if a similar login has already been registered:

WN3MeHWUTEe NOrMH

2.3.3 Changing password

To change login password, click the “Change password” link. On the page that opens, fill out the form:
enter the old password and enter the new password twice. Click “Change”. When creating a new
password, you should follow the password creation tips available on the password change page in the
System, as well as in the “Security Measures” section of this Manual.

PROFILE
Personal information Subscriptions Change password Notification settings
Enter the current password
Enter a new password Password creating tips
Re-enter a new password The password should contain from 8 to 25

characters in upper and lower case.

2.3.4 Notifications

We offer our Clients a comprehensive solution combining different ways of delivering messages via electronic
devices: SMS-messages, PUSH-notifications.
PUSH-notifications are short notifications that pop up on the screen of the mobile device on top of other

launched programs windows. Such notifications are supported by all popular operating systems of mobile
devices. PUSH-notifications can be enabled only by installing the mobile application.

24 | PROFILE

Personal information Subscriptions Change password Notification settings

Push-notifications

Currently you're receiving SMS.

To enhance security enable Push notifications, which are sent through the ciphered Internet channel and
can provide more security compared to SMS.

Enable notifications via mobile app.




3. CARDS AND ACCOUNTS

The System allows to promptly and at any time receive information on the status of the Client's accounts, bank
cards balance, accounts and cards operations history. To do this, use the “CARDS AND ACCOUNTS” block.

By clicking on a line with a specific Card number, its hidden number, card status and amount on the card are
displayed. Short list of Card operations over the last 30 days (operations mini log) is displayed below, but you
can specify another period for displaying the operations log. Contextual search by operations is also available.

CARDS & ACCOUN 88 43760 P XOCOO00OONNE673 X
5] 3001,00%

300000 € Card info Security Account details

1. Payroll card

Amount on card 32 035 18P
|:> visa %3673 3203518P: ard
2. Account card
visa 19388 054P:
3. Account S640187P : Card operations 18.09.2017 - 18.10.2017
4. UsD 3001,00%
KOMUS\MOSCOW\RU oy
@ A - 100,00
i 300000¢€ 3 FMNBATM213194129.NOVY ARBAT\MOSCOW\R
EFMNBATMZ213194129.NOVY ARBAT\MOSCOW\RU
i : - 750000
NEW CARD
EVROLINK EFMN\-\-\RU +7 000

It is also possible to set up the security mode of the card. This service allows Clients to set the prohibition
on/permission for ATM cash withdrawal, transfer to the other bank card, card operations in the Internet
and card servicing abroad.

XXXXXXXXXXXKE673 /N

Security modes

Cash withdrawal from card through ATMs
Transfer to card with another bank
Operations using card online

Card servicing abroad

0000

By clicking on the line with the Card or account title, a detailed list of operations on card and other accounts
opened with the Bank is displayed for the last 30 days. Here you can also specify another period for displaying
the operations log. A detailed operations log can be exported to PDF and EXCEL.
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O

visA  TTEZE2 2000000 P Account operations

3. AenoauTe "fo BocTpeSoBaHIA” 24043 P : . Downlasd POF

-20 000,00

By clicking on the “Account details” link, the account details and information for replenishment thereof are
displayed. You can send via email all account details displaying on the dashboard to yourself or to another
person; to do it you should specify the e-mail address in the appropriate field at the bottom of the page and
click “Send”:

AC cow 7 X

On account Account details

Account details

Number 42301810300009025190
currency Poccuninckmin pybnb (810)
owner Monoe Butanuia Bnagucnasoeny
Opened 25.06.2010
Bank AO AKB "EBPOPVMHAHC MOCHAPBAHK", T MOCKBA
BIC 044525204

Corresponding

= 30101810900000000204
acc.
Bank's TIN (INN) 7703115760
Bank's KPP 770401001
E-mail info Send

Please, have regard to the following: You can change your account titles on your own!

To do this, click on the icon .—I| near the account number. After that, the account title will be available for
editing and saving.



On account Account details

Account details

4.LOANS

When clicking the section «Loans», the list of loans is displayed including the sum of the credit agreement, the
sum and the date of the upcoming loan payment:

\fF/J CARDS & ACCOUNTS (3] KPEAWUT @131 OT 91 40 180 AHEWN § X

300 000,80 P Loan info Contract terms

4 000,00 $

1 500,00 € ~  Total debts, including all charges according to 300 000,00 P
the schedule

NEW CARD

Loan repayment

LOANS n . From Pacuerts ¢ GankkapTamu (PKAO) ==

| wwaw waws wwes 9388 gvailable 0,00 P
1. KpeawT ¢uz.nmu o 91 a0 18... 300 000,00 P : mgut P

When clicking the field «Total debts» and «Amount due», the detailed information on the debt and the payment
composition is displayed:

(D) CARDS & ACCOUNTS [3] — KPEAWUT ©@M3.N1MLL OT 1 TOAA A0 3 NET § X

4099764 P

.

Py o

Total gebts, inciuding all charges accoerding to

a5 the scheguls
1 Amount of principai 191 054.07
Loans EB ~ Interest incurred 135,09
Next payment 31.05.18
Cverdue principal debt 0.00
9098149
Overdue interest o.oo
1. Kpegurduanmuor1romao.. 191 190,16 P} Penahy. fees snd taxes Q.00
Next payment 31,0518 50981 P
-~  Amount due 31.05.2018 9098,14 P
Amount of principal & 852,60
DEPOSITS E] b Interest amount 224554
133 894,61 P Overdus principal debt 0.00
Overdue interest 0.00
Loan repayment

From wisa OBEP[IPADTHAR KAPTA ~
=www www wwew 2232 available 20 000,00 P




When clicking the link «Contract terms», the following contract details are displayed: number, date of the
contract, the sum of the loan, the loan interest rate, the amount of the monthly payment, etc. You can resend
all the details and parameters of the loan contract to your email address. It is also possible to change the loan
names similarly to the names of accounts:

KPEAUT ®U3.11L OT 91 40 180 AHEMN X
Loan info Contract terms
Nz1 from 27.03.2018
Scheduled date of withdrawal 24.09.2018
Loan amount/overdraft limit 300 000,00 P
Interest rate (per annum) 109%
Account for loan repayment 42301810300009025190

PekKBU3UTLI cHeTa ANA nonosHeHus

Send to e-mail

5.DEPOSITS

The section «Deposits» contains all the necessary information about the deposits that the Client maintains
with the bank. The displayed data includes the account number, the account balance (an extensible field),
the interest rate and the contract terms. The contract terms comprise a range of fields and details according
to the fixed-term deposit agreement, which can be resent to your email. The record of operations with the
deposit for a default period of 30 days appears below. You can modify the period of the operations to be
displayed.

NENO3NTEl 1-3TOAA 4
CARDS & ACCOUNTS el

080 P Depositdetails  Termsofdeposit  Applications  Close deposit
400000 $
1500,00 €

1000 050,00 P

5481 MNoctynnexwe % 21.01.2019 87 983 85 F

MNEW CARD

E> pePOsITS (B
113128400P

1 000,00 $
1500,00 €




5.1 Opening of the deposit

In order to open a new deposit, click the link «+Open deposit» in the section «Deposits»:

DEPOSIS Uperations on deposit

25.02.2018 - 27.03.2018 Search Send to e-mail
1131284000 o
1000,00 $
1 500,00 €

OPEN DEPOSIT

A form to select a deposit based on specific parameters will appear. A list of all the deposits available through
the System appears below. A short toolbox to select a certain deposit based on specific parameters (sum,
currency, and period) is displayed by default.

OPEN DEPOSIT

o
m

I'd like to deposit P|§S

Period Select the value

Advanced search Clear Select

All deposits
AQO AKB "EBPOPUHAHC MOCHAPBAHK'

-Curf.:_-n:J- Max. rate Period(d.) Min. amount Payment of interest Withdrawa

Bknag "Knaccuyeckuid” (01 mec)

usD 1.00% 31 1.000,0C B KOHLIE CpOKa
EUR 0.03% 31 1 000,00 B KOHLe CpoKa
RUB 7.00% 31 30 000,00 B KOHLE CpoKa

When clicking on the “Advanced search” link, an additional filter will appear which allows to select additional
parameters of the deposit (the account to credit the interest on the deposit, possibility to replenish or
automatically prolong the deposit):



OPEN DEPOSIT

I'd like to deposit

Period

It is important

Hide

Select the value

Payment of interest
on deposit (capitalization) on another account
Deposit replenishment option

Automatic prolongation

Clear

Select

Using the filter, define the parameters of the deposit and click “Select”. The deposits that meet the established

parameters will appear below.

I'd like to deposit

Period

It is important

Moaxogauiue BrkNagbl

Currency Max. rate

Bknap "Knaccuueckmia” (12 mec)

UsD 2.05%
EUR 0.25%
RUB 8.15%

1000.00

|. : : . = |
from 12 months

v/ Payment of interest
e on deposit (capitalization) on another account
Deposit replenishment option

Automatic prolongation

D

AO AKB "EBPOPWHAHC MOCHAPBAHK"

Adding
Period(d.) Min. amount i Withdrawal

Payment of interest
funds

366 1 000,00 B KOHLE Cpoka
366 1 000,00 B KOHL|e CpoKa
366 30 000,00 B KOHLE Cpoka

If you click on a deposit, the description of terms of this deposit will appear and the button “Complete

application” is made accessible:



Deposit terms

from 100 000-
2.05
DO
Deposit amount from 1 000,00 %
Deposit period 366 days
- on another account or on deposit account (at
Payment of interest
option)
Period of interest payment B KOHLE CpOKa
Adding funds No
Partial withdrawal No
Auto renewal at the end of the period Enabled

| ( Back Complete application

If you click on the “Complete application” button, the deposit application will appear. It is necessary to check
or amend the parameters of the desirable deposit, choose the account to debit the funds and affirm your
agreement with the Tariffs and conditions of the Bank. As a result, the button “Complete application” will
become accessible.



(| BKIAL"KIACCUUECKMIA" (12 MEC)

Application for deposit opening

X

I'd like to deposit 1 000.00

Period 366 days

Rate 1.60%

Payment of interest ® to deposit (capitalization) to another account

Debit the account [leno3uTel 40 BocTpeboBaHus ~

42301840900009025191 , available 4 000,00 $

¢ v/ Acceptance of the Bank's terms and conditions for funds placement

E< 3' I:]CK

Confirm the operation with a one-time password. Meanwhile, the application to open the deposit will be
automatically sent to the Bank. The field on the right reflects the history of all the Client’s applications for

deposit indicating their status.

BK/AJ, "MOMNONHAEMbIA" (12 MEC)

McTopua 3afeneHmin

23.03

3aRBNEHUE Ha OTKPLITUE BKNAAA
"Bxnag "MononHsrembid” (12 mec)”
N25 ot 23.03.2018

19.01

3aRBneHue Ha OTKPLITUE BKNAAS
"AenosnT ¢ BLINNaTOR NPOLUEHTOB B
koHue cpoka (12 mec)” Ned ot
19.01.2018

“ B

You can also see the status of the application on the page of opening of deposits. When clicking a certain

application, its printable form will appear.



[Z] | nPOCMOTP AOKYMEHTA

+/ Processed
3AABJTEHHE HA OTKPBITHE CPOYHOI'O BAHKOBCKOI'O BETATA
Braagunk:
Iopa0x BHMIATE NPOLEHTOS: 6 XOKYe cpora
Kamuraamsauns nponestos: Hpou WBUPYIOMER
AETOMATHYECKAT MPOTOHrALHA: Ipedyesompena
Bamora: RLB
Cymma: 100000-00
ITponenTnaz craexa: 3.5000% zodossix
Cuet 212 BMNIATH NPOLEHTOE: 42305810300009025390
Cuer z11 s038para Briaja: 42301810300009025190
[Monomsenne Bxnaza: Honoanumessnsie e3xocs npuruMaomes & pasmepe om 30000-00 RUB
Bocrpedosanne wacTs BXiaza: Pacxod DAYUL KE NPeSyCMOME
Pasuep HecHmaaeMoro ocarxa:
Vea0BHA J0CPOYHOTO PACcTOPAEHHA JOTOEOpA: ITo emasxe cuema do socmpedosanun

IMoanucas nacrogmee 3asBIenHe, § MOHHMAM0 H COTTAMWANCH € TEM, 4TO:

1. ndopuamin, msnomernan 5 JaIB7eHHs B npelocTastennan bamey, azanetca nomod, Tomeod i JocToepuodl Bo Boex oTHomennax. A me Bospazaw
NpOTHE DPOBSPXH E NePenposepkH B modoe Bpesn bamron Bl ero YIOTHOMOTSHREIME THIAME NPeICTABTeHN0H B 3axETeHEn MR opMamH.

2. Hactoxmmnt 3axsenness 2 NOITEEPAIA0 NpRCOSTHHeNHe X JeficTEviomnny OSmat venosun: oSy ansamux dusuecsux mm & AQ AKB
"EBPOSHHAHC MOCHAPBAHK" (12nee — OSmze venosizn) 1 Tapudan s nopamxe, mpexvenorpensrns or. 428 'K PP. A noareepaaa, ure
osHaxoxmer(a), npoaHTaT(2) # DOTHOCTHIO cornacen(ia) ¢ OSminm veaosinm i Tapudana:, ofasy10ch HX HeVEOCHHTEIbED HCMOTHATS.

3. # mogTEepaao, ¥T0 o3xaxoNIen(a), MPOYETAT(2) ¥ MOTHOCTLIO COrmace(Ha) ¢ VCIOBIAME MPEIOCTETE A JHCTANIHONNOTO G2HX0BCKOTO O5CT) AHEaHHE
H PVECEOICTEOM NOMBI0EATETE COOTELTCTE) OMIHR KOMIOHEHTOE CHCTEME! THCTAHIHOHHOTO GaHEOECKOTO 0&.‘[_\'.&'153581

4. Mogreepaaarw, NTO NPEIOCTABIEHNLE MHOI JOKVMEHTS TT1 3aKTI0%eHkT JOros0pa JeicTERTELHE! Ha MOMEXT nepelad uX 5 bamx.

5. {1 ofzsy10ch cEOLEpeMenHD YELIoMATS Bamk o moSkx Eneneriax 5 RRdOpMAEH, DpelocTanTennof amow B bam:.

Houzep Jorosopa Gasxoscxoro sx1aza 09025390

Orxperr Caer no sxnany & Pocomiicuit pyéms 42305810300009025390

5.2 Replenishment of deposit

After you open a deposit, the operations provided for in the contract will be made accessible. It will be
possible to change the deposit names, similarly to the names of accounts and loans. If the contract terms
provide for replenishment, you will see a corresponding tab:



=031 Tbl MONO/HAEMbIE 6-9 MECALER # X
CARDE B AcCoiNTE JEMNO3WTb! MONOMHAEMBIE 6-9 MECAUER 4

080 P
4000,00 $
1500,00 €

Deposit detailsf ~ Addfunds  Terms of deposit ~ Applications  Close deposit

Account in RUB 100 000,00 P

Ns 42305810300009

Moctynnexue % 24.09.2018 2 72740 P

NEW CARD

Operations on deposit

DEPOSITS

R 27.03.2018 - 27.03.2018 X Search !
1131284008

200000 $
1500,00 €

Today

By clicking «Add funds», a form will open which allows you to replenish the deposit from the accounts/cards
that the Client maintains with the Bank. In order to replenish the deposit, indicate the account to debit the
funds, the amount to replenish, then click on “Send” and confirm the operation with a one-time password:

AENO3UTbI MOMNOJ/IHAEMBIE 6-9 MECALUEB 4 ><

Deposit details Add funds Terms of deposit Applications Close deposit

Replenishment of funds on the deposit

From PacueTsbi ¢ 6aHk.kapTamu (PKAO) ~

*%%% *k*% k*%% 9388 available 0,00 P

To Aeno3utsl puandeckmx nuy 1814.-1r. ~

42305810300009025390 , available 100 000,00 P

Amount 2 000.00

Save as template

Save the template for a quick payment in the future.

¢

If the amount of the replenishment is lower than the amount established by the Deposit terms, the System will
issue a respective warning:



Save as template

Save the template for a quick payment in the future.,

A\ The indicated amount to be credited is less than the minimal amount to be added to the deposit 30000-00

RUB

5.3 Closing the deposit

If necessary, you can close the deposit ahead of time. In this case the system will issue a warning that the
account closing date has not arrived yet, and in case of early closing a decrease in the interest rate and the
final ammount due are possible.

CARDS & ACCOUNTS

0,80 P
4000,00%
1500,00 €

NEW CARD

DEPOSITS

113128400P
200000 %
150000 €

1. fleno3nTel 1-3 roga

Interest accrual 21.01.19

¢ 2. Aeno3nTel NONOAHAEMEIE G-\,
Interest accrual 24.09.18

1000050,00P :
87 98385P

100 000,00 P :
2727409

AENO3NTLI NONONHAEMBIE 6-9 MECALEEB # X
Deposit details Add funds Terms of deposit Applications Close deposit
Close

Contract with number 09025390 from 27.03.2018

Deposit account Ne 42305810300009025390

Payee's account [Aeno3uTsl 40 BocTpeboBaHma ~

42301810300009025190, available 0,80 P

fate has not occured yet. In case of early repayment

the interest rate and the total amount for reimbursement may be decreased.

In order to close a deposit, choose an account to credit, click on «Close deposit» and confirm your operation
with a one-time password. As a result, an application to close the deposit will be formed and sent to the Bank.



AEMO3UTbI 31-90 AHEN 4 X
Deposit details Terms of deposit Applications Close deposit

3aasneHue Ha 3akpoiTue eknaga Ned

Application successfully sent to the bank
\/ - Close

hesats of processing you may moritor i the el Acplations

You can check the status of the application in the «Applications» section. When clicking on a certain
application, its printable form will appear:

EI NPOCMOTP AOKYMEHTA

—',':f— Delivered to bank

JAABIEHHE O 3AKPRITHH CPOYHOT'O BAHKOBCREOT'O BETATA

Tauenie 0 Braaganke

FH0 srnaTwssa: [Tones Berami Bramiciasosna
Hauusre 0 pactopraemon Jorosope
Hactosmmng 3asemessen Opomry pacToprayTs Jorosop GaEKoECKOTO SEIA0A
e JlemosaTe 31-90 maeds Ne 09025080 ot 19.02.2018 r. Caer(a) mo EEIamy
Ne 42303 810200002023080
OPCITY 3EEPHTE He I0SIHES THA EOSE[ETA MHE OCTATHA JeHEEHER CPIcTE.
Ocrares: JeneEHbX cpeneTs Ha Caere Ne 42303810900009023080 mo Exnagy mpomy mepeqHeTHTE Ha £2eT, oTEpRITEl & AQ AKE "EBPOSITHAHC
MOCHAPEAHE", BHE (44525204, [MOCKBA YILHOBE BII APBAT.2Y , Ha Moe HMA, cueT(a):
Ne 423018103000020235 190
KonmccHoHHDE BOSHATPAEISHHEE 110 COBEPIISHHIO ONEPAIEH IPOITY VIEPHKATs BS CYVMME 0CTATEA JeHERHEIK cpencTs Ha czere Ne 42303810900009025080
C veIoERAME PACTOPEEHRT JeroE0pa SaHEOECHDTo BEIana o Jemosmrer 31-90 mefe B Taputdasn Banka osmaroumen(a), mpowmTat(a) 8 cormacen(a).

27.03.2018
(moamcs Brmagnsa Tlpencrazaret)
OTMETEH EAHEA
JamETSme DOIIHCARS B MOSM IpHRCyTCTERE [TacmopTess: JaHHE: u " :
IPOBRPSEEL —
(ShEMECTH H HERIHETE ¥IOTECMOS2EHor s Bame Arears) (DOIMECE VIIOTHCAOTEHEIr0 e Bamrs ArewTa)



6. PAYMENTS AND TRANSFERS

The System offers Clients not only a range of information services, but also a possibility of fast service payment
and money transfers. To do this, use the “PAYMENTS AND TRANSFERS” block. Functionally it can be divided
into two main sections: payments from the Federal System "City" — centralized system of automated collection
and processing of payments (hereinafter the “FSC”) — the groups of these operations are marked in blue, and
standard banking operations of funds transfer (marked in green).

Payments and transfers

FSC

When paying for any operation from FSC, the funds are debited from the plastic card and the operation is
conducted through the Processing Center and is not subject to recall. All operations from FSC section are
conducted with a commission payment to FSC which is called Information and Technology Services (ITS). An
exception is a set of operations from “State services” section - “Payments to the treasury according to payment
details”, such transfer is carried out by the Bank according to the established tariffs.

If you cannot find a provider whom you want to pay among the FSC clients, or if you don’t want to pay for ITS,
payment can be made according to bank details using the operation from green section. Let's consider in more
detail the set of main bank transfers according to payment details.

6.1 Own funds transfer

“Transfer to me” form contains the tabs “Within Bank” and “To account with another Bank” and can be used
for:
1) transferring funds between own cards and accounts within bank and different options are also
available: card-to-card\account-to-card\account-to-account

From VISA Account card

* 0388, available 0,52 P

“““““““““ 5673, available 32 035,18 P

2) foreign exchange transactions by transferring to yourself with a conversion (purchase, sale). The
amount of purchased currency is calculated automatically in accordance with current bank rate

21



Transfer to

m to acc. with another bank

From visa Payroll card il

*hAE wAAE kAR* 5673, available 32 035,18 P

To ¢ usD e

42301840900009025191 , available 3 001,00 $

Amount 20000.00 p

(V8 )
B
n
I

)

Mo kypcy 5720P 321,00 %

3) own funds transfer to one’s own account opened with another bank

From Account

42301810300009025190 , available 56 401,27 P

To 40601810245253000002

Bank E> BUK 044525502 "BAHK "MBA-MOCKBA" 000, I MOCKBA
Payment purpose Enter purpose of the transfer

Amount 1000.00

Expenditure category Transfers

Please, have regard to the following: The form for entering BIC/Bank name contains Bank Directory. The
Directory is updated on a daily basis and contains current BIC codes of the Banks. For convenience, when
entering the BIC or Bank name, the directory is automatically searched.

6.2 Internal ruble transfer by phone number

It is possible to make transfers within the bank not only by account number, but also by mobile phone number

of the Russian mobile communication operators. The operation is available if the Payer and Payee are connected
to the EuroLink System.

Transfer to { |, Transfer to = Transferstoe- =-—  Transfer to ==y Transferin
me =y person o wallet =] company == currency

= Card-to-card

Similarly to the “Transfer by card number", the client chooses the account to be debited and instead of the payee
account number indicates the payee mobile number. The System verifies the phone numbers in the files of clients
who are individuals. After the number is found, the form will display the name of the payee in the format of “lvan
Ivanovich I.”



Transfer to

within bank to acc. with another bank

® On mobile number On account number

From Account card ~

40817810300009025356 , available 0,54 P

Payee cellphone +7(917) 530-11-22 e
Payee Aeruc Amuntpuesuy C.

Message to Payee Maximum 20 char

Amount 1000.00

Expenditure category Transfers

If the same phone number is specified in the files of different clients, a message will be
displayed indicating that it is impossible to transfer by this number.

Please, have regard to the following: for security purposes, data entry in the “Phone number” field is blocked
after 20 failed entry attempts. The function is then locked for 3 hours.

An SMS message with the result of the operation performed will be sent to the payee. After completing the transfer,
this operation will have the option of viewing the Payment order, in which the payee account is specified and the
purpose of payment is the following: “Transfer by phone number. Tax free (VAT)".

6.3 External ruble transfer

It can be used for most bank transfers based on known payment details, such as invoice payment, service
payment, tax and customs payments. Commission for such type of payment is charged according to the bank
tariffs: http://www.evrofinance.ru/eng/individuals/pagee/page679/

Transfer to Transfer to = Transferstoe- == Transfer to £5) Transfer in

me ) person L ° wallet 2] company | currency Card-to-card

An external ruble transfer or transfer to the company according to payment details additionally contains the
Taxpayer Identification Number (INN) and Tax Registration Reason Code (KPP) fields to be filled in case of
transfers to legal entities or a set of “tax fields” in the case of transfer to the treasury of the Russian
Federation.

Here is an example of filling such a transfer based on the payment for parking services:

Transfer to

To legal entity to the Budget Customs payments




Choose the account to be debited and specify main payment details of the beneficiary:
- account to be credited

- BIC of Beneficiary Bank

- beneficiary name

- purpose of payment

From Account ~

42301810300009025190, available 56 401,57 P

To 4070281020000000000000190

Name E> Test Company

INN (TIN) 213131313211

KPP 312312312

Bank BUK 044525502: "BAHK "MBA-MOCKBA" 000, I-MOCKBA

0

The form for entering BIC/Bank name contains Bank Directory.

Transfer for payment of Yes ® No
utilities

Please enter UIP (Unigue payment indentifier) of 25 characters. If data is
unavailable. please leave the field empty

VAT Indicate: tax-free (VAT) =

Purpose of payment Payment for test operation

Then specify the amount to be transferred.

Amount 1000.00

Expenditure category Transfers

If similar payments are made by you on a regular basis, we recommend you to save it as a template and
include it in the individual templates group for quick access.
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Save the payment in "My payments and transfers" () On

Save the template for a quick payment in the

future.

Title of transfer transfer

Choose a group for the

template E> Avto \ Parking ~

Payment templates are always in the Main Menu:

2

Iy

Internet \ Money transfer Avto \ Parking
Communication “

All operations are confirmed with one-time SMS passwords, before receiving such a password the System
displays information on the amount of transfer and commission.

Commission will be charged for the transfer.
Transfer amount 1 000-00 p. | Commission 50-00 p. Get password

Total 1 050-00 p.

You cannot change the transfer details and amount, if there is a notice of the commission. If you need to
correct the transfer data, click “Back”.

6.4 Repeating payment

When performing certain operations in the System, you can set up the Schedule thereof (recurring payment).
The schedule is set up at the time of payment/transfer creation or when editing an existing operation
template. You can set up a payment frequency on a daily, weekly, monthly basis:

PerynapHeiii nnarex

MepesoanTe ZeHBM 1 ONA3UMB3ATE YOIYTH
SBTOMaTUUECKM TOM43, KOTAa 3TO HyxHO.

Edit settings

Delete template




The schedule set by the Client is stored in the System and the System will automatically generate a payment
document and send it to the bank on the fixed date (at the preset time - 12-00 MSK).

Repeating payment ‘D on

T
m

Month ol

Day of month Start
_ 13.11.17
repeating
2|3|4(5|6|7)|8

IR - B

S [ Y [N oo o (i, | P _ 130217 =)
o e I e i P repeating

Next payment

13 November 2017 13 December 2017

SMS confirmation is not required to generate payment on the scheduled date, since the Client has previously
confirmed a template creation and recurring payment setting by SMS password.

In order to cancel a Scheduled Payment, you should open the schedule template in edit mode and put it into
the Off position.

Repeating payment C’ Off

- ] A .
LiLally Ywiie y {0 |

Saving the schedule template settings shall be confirmed with one-time SMS password.

If a Scheduled Payment has not been executed by the Bank for any reason (e.g., on the scheduled date for the
payment, the Client did not have sufficient funds on the account from which the recurring payment is made),
the Client will receive an SMS-message about the rejected transfer. Subsequent payments will be sent by the
System to the Bank according to the schedule.

6.5 Foreign currency transfer

The form is intended for the transfer of funds in foreign currency to an individual or a legal entity on the basis
of known payment details.

Transfer to Transfer to = Transfers to e- = Transfer to — Transferin

me =  person 9 wallet " company currency Card-to-card




In the “Payer” section it is enough to choose your foreign currency account. You can choose only your current

foreign currency accounts.
The account currency must match the transfer currency. You will not be able to specify USD as the transfer

currency and a card account in EUR as the account to be debited. The “Bank Name” field is automatically filled
with the name of the Sending Bank and the “Address” field - with the Client’s registered address.

Payer 50

Full name Monoe Butanuia Bnagucnasosu.

Account ¢ EUR
42301978600009025198 , available 3 000,00 €

Bank name EVROFINANCE MOSNARBANK, RUSSIAN FEDERATION,
121099 MOSCOW, SWIFT EVRFRUMM

Address | RUSSIA MOSCOW

Street Cheluskina 10

In the “Payee” section it is necessary to fill in the fields “Name”, “Account”, “Payee address”, “SWIFT” (the
system verifies the correctness of filling the Bank international code and automatically fills in the Bank name
and address), “Clearing code” (optional - this code is used in national payment systems of the United States,
Great Britain, Germany when making transfers in the national currencies of these countries to banks located
on the territory of these countries) and “Correspondent account”. Bank’s SWIFT/BIC entry field contains the
directory of SWIFT codes of Banks, when entering the code, the System will automatically offer options from
the directory.

Payee 59
Name CITIZEN C.Z.
Account CZ6027000000002105673121
Address CZECHIA PRAGUE

¢ street 2/2
Bank's SWIFT/BIC BACXCZPP

IYTE FT ana n BO40B B

Bank UNICREDIT BANK CZECH REPUBLIC AND SLOVAKIA, A

Clearing code
Correspondent acc.
Address CZECHIA PRAGUE

CZECHIA, 14092 PRAGUE

“Intermediary bank” section is only filled in if the Payer Bank does not have direct correspondent relations
with the Payee Bank. You just enter the SWIFT code, the other fields are filled in automatically.



+" Transfer will be processed via Intermediary bank

Intermediary bank 56

Bank's SWIFT/BIC NARNRUMM

Bank JSC NATIONAL RESERVE BANK

Clearing code

Correspondent acc.

Address POCCKA MOSCOW

RUSSIAN FEDERATION, 117036 MOSCOW

Fill in the transfer details without fail! In some cases, at the request of Foreign Exchange Control, you will have

to attach a copy of the supporting documents to the transfer.
You can enter data into the form both in Latin and Russian letters. In the latter case, such transfer details will be

automatically transliterated.

Transfer details 70

Purpose of payment Purpose of payment text

Purpose of payment text

File C:\fakepath\Instruction_EFM_RUS_OLD.docx

$ + Transliterate transfer details

In the “Any transfer expenses bears” field, the “Payer” is always displayed by default.
The account from which the expenses are to be debited may differ from the transfer currency. Transfer

commission will be charged off this account.

Any transfer expenses Payer
bears 71A
Account to be debited Account ~

42301810300009025190, available 56 401,97 P

If similar payments are made by you on a regular basis, we recommend you to save a payment as a template
and include it in the individual templates group for quick access.



Amount of transfer 100,00 s

Expenditure category Set a category of expenses
Save the payment in "My payments and transfers" D on
Save the template for a QuICK payment in the
future
Title of transfer EURO Payment
Choose a group for the
template E Money transfer e

Foreign currency transfer is generally confirmed by one-time SMS password.

Commission will be charged off the account
42301810300009025190
Transfer amount 100-00 EUR | Commission 600-00 p.

Please, have regard to the following: under the currency legislation, the Bank reserves the right to additionally
request documents for transfer confirmation. For example, you may be requested to send via the System a
scan of the contract under which you pay for services or scan of an education invoice.

6.6 Card-to-Card transfer

When choosing a “Card-to-Card” transfer

F -,

@ Card-to-card h

Transfer to Transfer to Y Transfers to e- - Transfer to % Transfer in
me person o wallet [ company == currency

a window is opened with a form for transfer between plastic Cards issued by Russian issuing banks. In this
section, you can make transfers between the Cards both within the Bank and between the Cards of other banks:

‘ — CARD-TO-CARD
¥ i

A AKX KKK XXX DIEE

From wdesew QIR
- Beeawre CVWV2/ICWVC2
NMonocateid &

L *rww 2343

Amount



By clicking on the arrow, you can choose the Cards issued by the Bank; by clicking on the “Plus” button, you
can add a Card issued by another Bank. To do this, you should enter and save the name of the Card issued by
another Bank, its number and CVV.

Then you should enter the amount and click the “Transfer” button. By clicking this button, the Client agrees

with the Terms and Conditions of the operator company that provides this service. The card-to-card-transfer
operation is generally confirmed by one-time SMS password.

7. OPERATIONS FEED

On the Homepage, the Client Financial Operations Feed is displayed. You can go to the Homepage from any
menu by clicking on the Bank’s logo.

Evrofinance — 1 Buranwii Monos b PYC / ENG
Mosnarbank = = s

Payments and transfers

0 New payment or transfer @ Create template group

Internet \
Communication

7.1 Operations history

In the Operations Feed, all Client's financial operations performed by the Client through the System and
Mobile application, the lines of statements of Client’s accounts and cards, operations of replenishment and
withdrawal of deposits, etc. are displayed for the selected period. The operations performed are of
expenditure category (for example, Education, Food Stores, Entertainment, Telecommunications, Utilities,
Transfers, etc.). In accordance with these categories, the Expense Chart is built:



All operations in October

Expenses 47 657,18 P
® Cash operations 30 500.00
Supermarkets 6 860,21
® Transfers 3 592,00
Operations in October
® Car 169624
Beauty, sport 1 600,00
® Taxes, fines, fees 1519.05
Others 188828
Search >
Yesterday
LUKOIL.AZS 329 71H\DEDILOVO\RU
@ - 169624
Car
21 October
IP POMOGALOV P WORONEZH\RU
@ -433,00
Cafes, restaurants
MAGAZIN ALKOBREND\WORONEZH\RU
-1451,00

Supermarkets

By clicking on the operation, you can view the history of its statuses, date and time of processing by the Bank,
the debited account. For completed payments, you can print a supporting document, for example, when you
pay for services in the FSC section, a receipt is displayed:

01.02.18 19:03 (Moscow time) ent to bank -+
T i e T e s AS AT 10 “
VST g 5 oLlOJ i VeVL 1o NpoowTp
Card OOOO00000O0E 2 54
Fa ™ ~ - AIT -~ - A1 LTI A0 YN e T
Onnara Corosuit - MTC #615#% 109162735108, aox 12672372268 Bes
Bataaanh i ames
" - - - ne
Hanora (MaL)
-~ o - - 292”2410
ROAQ 3BTODWM3aU &0V
ranar uaa L P T ¥ 7 7 o 2 TR n
Cnincarne CpeacTs No ONepaUMaM C NNACTUKOBLMIA KIDTaM) - 200.00

For bank payments, you can form a copy of payment document marked by the Bank as processed:



Bacceiin

Beauty, sport

06.10.17 22:40 (Moscow

time)

Sent to bank -+ Delivered to bank

Operating account: Ne 09.10.17
Account

Operation amount 1 600,00

CH4ET - 42301810300009025190

» Accepted - Pro

ABTOHOMHAaA HEKOMMEpPYEeckan opraHmsauna "®N3KYJ/1bTYPHO-

Payee

Payee's account

Payee's TIN (INN) 7724300876

CNOPTUBHbLIN KNYB "AKBAHT"
40703810938060073103, in bank NAO CBEPBAHK

OpraHuvsauyna 1 nposejgeHve GusKyNeTYpPHO-0340POBUTENLHOR

Payment purpose
(HAC).

AeatTensHocTtk 3a OKTABPbL 2017, yvawmiica Nonoea Kcerwma. Bes Hanora

Processed

Send to e-mail

OpraHnsauyma u nposegeHne GUsKyNbTYPHO-0340POBUTENLHOR

Aeaten bHocTwk 3a OKTABPE 20171, yuawmiica Nonoesa KceHwnA.

Bes Hanor a (HAC).

-160000 [F

06.10.2017 09.10.2017
TTocTyn. B 6aHK m1at. CmHcaHo cO CY. IIarT.
TUTATEAHOE ITOPVYEHHE N 6 06.10.2017
Hara Bra mnarexa
Cyava OpHa TeICATa mecTsCoT pyonei 00 Koneek
MPOITHCEHEO
HHH [xrm Cyxma  |1600-00
Tlonos Baramii Braguciagosad
Ca N |42301810300009025190
IInareTbmik
AO AKB "EBPOPHHAHC MOCHAPBAHK" BHK 044525204
I'MOCKBA
Ca. N |30101810900000000204
BaHK niareTsNIHKA
ITAO CBEPBAHK BHK 044525225
I 'MOCKBA
s CaN 30101810400000000225
baHK monytaren
HHH 7724300876 [k Ca. N |40703810938060073103
ABTOHOMEaX mngﬁ:{m:m
"®H3KVYIIbTYPH (OPTHB! KIIVB "AKBAHT"
Brzon |01 CpoK miar.
Haz. mn Ouep. miat. |5
[Momyaatems Kox Pes. none

OpraHH3anEs B NpoBe/ieHEe GHIKYIBTYPHO-03I0POBHTENBHOH AesTemsHocTH 32 OKTABPD 2017,

ITonosa Kcerns.

(HIC).

£ o

Hazgavenne matexa

Tloxmacu

AO AKB "EBPOPHHAHC
MOCHAPBAHK"
BHK 044525204

09 oxr 2017
HCIIOJIHEHO




7.2 Recalling a document

This action is not available if the document in the System has the “Processed” status as well as for documents
created via the “Service Payment” section through the FSC.

s MNCB-nepesog m ‘
3ty - 1000, )
: Transfers

24.10.17 10:36 (Moscow

Sent to bank

time) TS
Account Account - 42301810300009025190
Operation amount 1 000,00

You can specify the reason for recalling the document. For recalling, the standard procedure of confirming the
operation by one-time SMS password will be required.

Today
i MCB-nepeso, -
- e - 1000 ® O

' Transfers
MNpw4nHa oT3bIBa Wrong payment
Account Account - 42301810300009025190
Operation amount 1 000,00
Payee Monos Butanuia Bnagucnasosuy
Payee's account 40817810240000000596, in bank NAO "MPOMCBA3bBEAHK"

HekoMMepueckuii nepesog geHexHbix cpeacts, HAC He obnaraeTca Bes

Payment purpose
4 s 4 Hanora (HAC).

7.3 Repeating a document

By clicking the button, a filled form of previous payment/transfer is opened. The Client needs to make sure that
the fields are filled accurately, if necessary, correct the amount/debited account/ purpose of payment and
confirm the sending with a one-time SMS password.

_-"' . BwnaihH moi
i ] -
A 4 Telecommun:catlcng

21.10.17 04:42 (Moscow
Sent to bank » Pro

time)

Operating account: Ne 23.10.17




8. SECURITY MEASURES

8.1 Security Measures during system operation

We offer our users not only a wide range of remote banking services, but also guarantee the confidentiality
and security of data transfer when working in the System.
The main security measures are available on the Login Page:

Use only trusted computers with a licensed
software. Regularly do the fullvirus scan of your
computer and mobile phone...

4

If you find out that your Password or one-time password or mobile device number are compromised or if you
suspect a compromise upon detection of fraudulent transactions in the System, immediately notify the Bank,
act in accordance with the Terms and Conditions of remote banking service for individuals using the EuroLink
system.

The security of the System is ensured by the following protection components:

v' Cryptographic protocol for encryption of information when exchanging data between the client and the
System;

v' Temporarily blocking after three times entering the wrong login/password;

v"In case of entering the wrong Permanent Password nine times, the login can be unlocked only if you
personally contact the Bank;

v' Restriction on the idle time in the system set at 15 minutes in order to avoid the use of the System by
third parties;

v' The need to confirm any operations in the System with a one-time password.

Also you can regularly check your last entries to the System.
8.2 Password creating tips

Correctly created password for entering the System is one of the most important obstacles to intruders.
Create password taking into account the following tips:

- the password length should be at least 8 characters;

- the password must contain uppercase and lowercase letters, numbers and special characters
( @I #I SI %I <I AI &I *)

What is a weak password?

A weak password is a password that can be guessed or detected by dictionary/dictionaries search method
for the time acceptable for intruders.

The weak passwords include the following passwords:



- passwords containing the entry name (login) in one form or another;

- passwords containing personal information, for example, dates of birth, phone numbers, names of pets,
names of children, etc.

- computer terminology words, for example, operating system commands, names of equipment, programs,
etc.;

- double words: stopstop, passpass and others;

- passwords based on common keyboard sequences:

gwerty, 12345, qaz;

any of the above, typed in transliteration;

any of the above, supplemented by the numbers;

any of the above, typed in reverse order;

any of the above, typed in uppercase.

Moreover, it is not recommended to use passwords based on known numerical combinations: 911, 314159,
2718.

8.3 Password management

In addition to using strong Passwords, we also strongly recommend:
v Change your Passwords at least once every three months;
v" Do not use the same Passwords.

For Windows users: do not place a check mark in the “Remember password” field. Do this only if you are

absolutely sure that no one will use your personal electronic device without you. It is better to type a username
and Password each time you log in.

35



